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irc.cyberguerrilla.org Port 6697
webchat.cyberguerrilla.org
Channels: #freeanons #opnewblood

Targets: Subdomains of esa.int
Motivation: Lulz

due.esrin.esa.int

web server operating system: Linux Debian 7.0 (wheezy)
web application technology: Apache 2.2.22, PHP 5.4.4
back-end DBMS: MySQL >=5.0.0

available databases [3]:
[*] information_schema
[] sse
[*] test

exploration.esa.int | sci.esa.int

web application technology: ColdFusion
back-end DBMS: Oracle

available databases [7]:
[*] CTXSYS

[*] EXFSYS

[*] MDSYS

[*] SCIFAIL1 (SCIFAIL2)
[*1 SYS

[*] SYSTEM

[*] XDB

database management system users [24]:
[*] ADMPRIV

[*] ADMPUB

[*IANONYMOUS
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[*] APPQOSSYS
[*] CTXSYS

[*] DBSNMP

[*] DIP

[*] EXFSYS

[*] MDSYS

[*] ORACLE_OCM
[*] ORDDATA

[*] ORDPLUGINS
[*] ORDSYS

[*] OUTLN

[*] PERFSTAT

[*] SCIENCE1

[*] SCIFAIL1

[*] SCIFAIL2

[*] SI_INFORMTN_SCHEMA
[*] SYS

[*] SYSTEM

[*] WMSYS

[*] XDB

[*] XS$NULL

Database: SCIFAILA1

[224 tables]
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| CAPRI_REGISTRATIONS |

| CAPRI_REGISTRATIONS LOG2 |

| CASESA_0906 |

| CASESA_0906_LOG |

| CHARTEST |

| CLAO2_ 2904 |

| CLAO2_2904 LOG |

| CLUSTER_AO_SUB |

| CLUSTER_AO_SUB_LOG |

| COSMIC2015_PROPOSALSUBMISSION |
| COSMIC2015_PROPOSALSUB_LOG |
| COSMIC2015_TOPIC |

| COSMIC_PROPOSALSUBMISSION |
| COSMIC_PROPOSALSUBMISSION_LOG |




| COSMIC_TOPIC |

| COSPAR_2012_SUB |

| COSPAR _2012_SUB_LOG |

| CVLINFO_SUB |

| CVLINFO_SUB_LOG |

| CVLREG_SUB |

| CVLREG_SUB_LOG |

| CV_M3_LOI_SUB |

| CV_M3_LOl_SUB_LOG |

| CV_M3_PROP_SUB |

| CV_M3_PROP_SUB_LOG |

| CV_REGISTRATION |

| DDATE |

| ECHODOI2011_SUB |

| ECHODOI2011_SUB_LOG |

| EDM_AO_NOI |

| EDM_AO_NOI_LOG |

| EDM_AO_PROP |

| EDM_AO_PROP_LOG |

| EPRATWP_PROPOSALSUBMISSION |
| EPRATWP_PROPOSALSUBMISSION_LOG |
| EPRAT_WS_SUB |

| EPRAT_WS_SUB_LOG |

| ESACAS_2701 |

| ESACAS_2701_LOG |

| EUCLIDILS2012_SUB |

| EUCLIDILS2012_SUB_LOG |

| EXOLOI_2602 |

| EXOLOI_2602_LOG |

| EXOLSS_0909 |

| EXOLSS_0909_LOG |

| EXOMARS_PROPOSALSUBMISSION |
| EXOMARS_PROPOSALSUBMISSION_LOG |
| EXOPRO_1003 |

| EXOPRO_1003_LOG |

| FILETYPE |

| FPRATWP_PROPOSALSUBMISSION |
| FPRATWP_PROPOSALSUBMISSION_LOG |
| FPRAT_RM_SUB |



| FPRAT_RM_SUB_LOG |

| GAIA_LOI_SUB |

| GAIA_LOI_SUB_LOG |

| GAIA_PROPOSALSUBMISSION |
| GAIA_PROPOSALSUBMISSION_LOG |
| ICEUM9_PROPOSALSUBMISSION |
| CEUM9_PROPOSALSUBMISSION_LOG |
| ICEUM9_TOPIC |

| IMGTYPE |

| INTEGRAL_COMP |

| INTEGRAL_COMP_LOG |

| INTEG_PROPOSALSUBMISSION |
| INTEG_PROPOSALSUBMISSION_LOG |
| IXO_DOI_SUB |

| IXO_DOI_SUB_LOG |

| JUICE_2012_LOI_SUB |

| JUICE_2012_LOI_SUB LOG |

| JUICE_2012_SUB |

| JUICE_2012_SUB_LOG |

| L2CALL_3112 |

| L2CALL_3112_LOG |

| L2L3_ WP 2013 |

| L2L3_WP_2013_FILE |

| L2L3_WP_2013_LOG |

| L2LOI_3112 |

| L2LOI_3112_LOG |

| LAPLACE_DOI_SUB |

| LAPLACE_DOI_SUB_LOG |

| LAPLACE_LOI_SUB |

| LAPLACE_LOI_SUB_LOG |

| LINFO_0613 |

| LINFO_0613_LOG |

| LOFTDOI2011_SUB |

| LOFTDOI2011_SUB_LOG |

| LREG_0613 |
|LREG_0613_LOG |

| M1IM2_INFO_SUB |

| MIM2_INFO_SUB_LOG |

| MIM2_REG_SUB |



| MIM2_REG_SUB_LOG |

| M3_AO 2012 |

| M3_AO_2012_FILE |

| M3_AO_2012_LOG |

| M3_LOI_2012 |

| M3_LOI_2012_FILE |

| M3_LOI_2012_LOG |

| MACALL_0707 |

| MACALL_0707_LOG |

| M4LOI_0707 |

| M4LOI_0707_LOG |

| MARCODOI2011_SUB |

| MARCODOI2011_SUB_LOG |
| OC4_ARCHIVE |

| OC4_ARCHIVE_BUTTONS |

| OC4_AREA |

| OC4_AREAATTRIBUTEMAP |
| OC4_AREA_KEYWORDS |

| OC4_AREA_LINKS |

| OC4_ATTRIBUTE |

| OC4_ATTRIBUTE_CLASS |

| OC4_CATEGORY |

| OC4_CATEGORYATTRIBUTEMAP |
| OC4_CD_BGSTYLE |

| OC4_CD_DIVIDERSTYLE |

| OC4_CD_HEADERBGSTYLE |
| OC4_CD_HEADERSTYLE |

| OC4_CHRTEST |

| OC4_COMPONENT |

| OC4_COMPONENTDISPLAY |
| OC4_COMPONENTTYPE |

| OC4_CONFIGURATION |

| OC4_CONFIG_VARTYPE |

| OC4_CONTAINER |

| OC4_CONTAINER_GLOBAL |
| OC4_CP_AREACONTAINERMAP |
| OC4_CP_AREAMAP |

| OC4_CP_CATEGORYCONTAINERMAP |
| OC4_CP_CATEGORYMAP |



| OC4_CP_FIXEDOBJECTMAP |

| OC4_CP_LANGUAGECONTAINERMAP |
| OC4_CP_LANGUAGEMAP |

| OC4_CP_OBJECTMAP |

| OC4_CP_OBJECTTYPECONTAINERMAP |
| OC4_CP_O_TITLE |

| OC4_C_GLOBALMETACONTAINER_MAP |
| OC4_C_METACONTAINER_MAP |
| OC4_DATEDISPLAY |

| OC4_DOMAINLIST |

| OC4_GEN_PROPOSAL |

| OC4_INTCOUNTRY |

| OC4_LANGUAGE |

| OC4_LOG |

| OC4_MISSION_PHASE |

| OC4_OBJECT |

| OC4_OBJECTATTRIBUTEMAP |

| OC4_OBJECTCATEGORYMAP |
| OC4_OBJECTSUBTYPE |

| OC4_OBJECTTYPE |

| OC4_O_BODY |

| OC4_O_BODYLONG |

| OC4_O_COUNTDOWN |

| OC4_O_COUNTRY |

| OC4_O_DOCUMENT |

| OC4_O_DOCUMENTTYPE |

| OC4_O_EVENT |

| OC4_O_EVENTTYPE |

| OC4_O_FLASH |

| OC4_O_IMAGE |

| OC4_O_IMAGEFILE |

| OC4_O_IMAGERELEASE |

| OC4_O_IMAGERELEASEFILE |

| OC4_O_PODCAST |

| OC4_O_PODCASTEPISODE |

| OC4_O_PODCASTEPISODEFILE |
| OC4_O_PUBLICATION |

| OC4_O_STATISTICS |

| OC4_O_VIDEO |



| OC4_O_VIDEOFILE |

| OC4_O_VIDEORELEASE |

| OC4_O_VIDEORELEASEFILE |

| OC4_PMISUSER |

| OC4_SECURE_ACCOUNT |

| OC4_SECURE_ACCOUNT AREA MAP |
| OC4_SHORTCUT |

| OC4_SUBSCRIBER |

| OC4_SUBSCRIBER_AREA MAP |
| OC4_SUBSCRIBER_ATTRIBUTE_MAP |
| OC4_SUBSCRIBER_MAILCHECK |
| OC4_SUBSCRIBER_MAILLOG |

| OC4_SUBSCRIBER_SAVED |

| OC4_USER |

| OC4_USERGROUP |

| OC4_USERRIGHTS AOT MAP |

| PAYLOAD _PROPOSALSUBMISSION |
| PAYLOAD_PROPOSALSUBMISSION_LOG |
| PAYLOAD TOPIC |

| PHILAE_0610 |

| PHILAE_0610_LOG |

| PHOBOS_AO_SUB |

| PHOBOS_AO_SUB_LOG |

| POP3_ACTION |

| POP3_ACTIONSTATUS |

| POP3_ACTIONTYPE |

| POP3_ACTION_OBJECTMAP |

| POP3_ATTACHMENT |

| POP3_MAIL |

| POP3_MAIL_ACTIONMAP |

| POP3_USER_ACTIONMAP |

| POP3_USER_MAILMAP |

| PROBA3_SUB |

| PROBA3_SUB_LOG |

| PURGELIST |

| PURGESCHEDULE |

| SCIENTIST_AO_SUB |

| SCIENTIST_AO_SUB_LOG |

| SCLASS_2012_CALL_SUB |



| SCLASS_2012_CALL_SUB_LOG
| SCLASS_2012_LOI_SUB |
| SCLASS 2012 _LOI_SUB_LOG

| SOCIAL_LINKS |

| STEQUESTDOI_SUB |

| STEQUESTDOI_SUB_LOG

| STEQUEST_ABS 2013 |
| STEQUEST ABS 2013_FILE

| STEQUEST ABS 2013 LOG

| STEQUEST REG_2013 |
| STEQUEST REG_2013_LOG

| TEMPIMG |

| WALOGGER |

| WALOGINFAILURES |

| WARSTLOG |
+ +




