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!

! Last configuration change at 11:57:40 UTC Fri Apr 17 2015 by rkarpinski

version 15.2

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone year

service timestamps log datetime msec localtime show-timezone year

service password-encryption

service sequence-numbers

!

hostname pztest-r1

!

boot-start-marker

boot-end-marker

!

!

aaa new-model

!

!

aaa authentication login default local-case

aaa authorization exec default local

!

!

!

!

!

aaa session-id common

!

crypto pki trustpoint TP-self-signed-3662212268

enrollment selfsigned

subject-name cn=IOS-Self-Signed-Certificate-3662212268

revocation-check none

rsakeypair TP-self-signed-3662212268

!

!

crypto pki certificate chain TP-self-signed-3662212268
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ip cef

!

!

!

!

!

ip dhcp excluded-address 192.168.0.1 192.168.0.20

!

ip dhcp pool test-lan

network 192.168.0.0 255.255.255.0

domain-name testnet.local

netbios-name-server 192.168.0.2

netbios-node-type p-node

default-router 192.168.0.1

dns-server 8.8.8.8

!

!

!

ip domain retry 3

ip domain name testnet.local

ip name-server 62.233.233.233

ip name-server 192.168.0.2

no ipv6 cef

!

!

!

!

!

multilink bundle-name authenticated

!

!

!

!

!

!

license udi pid CISCO891-K9 sn FCZ171990KS

!

!



!

redundancy

!

!

!

!

!

ip tcp synwait-time 5

ip tcp path-mtu-discovery

ip ssh authentication-retries 2

!

!

!

!

!

interface FastEthernet0

no ip address

!

interface FastEthernet1

no ip address

!

interface FastEthernet2

no ip address

!

interface FastEthernet3

no ip address

!

interface FastEthernet4

no ip address

!

interface FastEthernet5

no ip address

!

interface FastEthernet6

no ip address

!

interface FastEthernet7

no ip address

!



interface FastEthernet8

description Siec LAN 192.168.0.0/24

ip address 192.168.0.1 255.255.255.0

ip nat inside

ip virtual-reassembly in

duplex auto

speed auto

!

interface GigabitEthernet0

ip address 2.2.2.2 255.255.255.240

ip nat outside

ip virtual-reassembly in

duplex auto

speed auto

!

interface Vlan1

no ip address

shutdown

!

interface Async1

no ip address

encapsulation slip

!

ip forward-protocol nd

ip http server

ip http authentication local

ip http secure-server

ip http timeout-policy idle 60 life 86400 requests 10000

!

!

ip dns view default

domain retry 3

ip nat pool wan1-ip3 2.2.2.3 2.2.2.3 netmask 255.255.255.240

ip nat inside source list nat-lan pool wan1-ip3 overload

ip nat inside source static tcp 192.168.0.2 22 2.2.2.4 22 extendable

ip nat inside source static tcp 192.168.0.2 443 2.2.2.4 443 extendable

ip route 0.0.0.0 0.0.0.0 2.2.2.1

!

ip access-list standard admin



permit 10.128.0.0 0.0.255.255

permit 194.24.180.0 0.0.1.255

permit 192.168.0.0 0.0.0.255

ip access-list standard nat-lan

permit 192.168.0.0 0.0.0.255

!

access-list 23 permit 10.10.10.0 0.0.0.7

access-list 23 permit 192.168.0.0 0.0.0.255

no cdp run

!

!

!

!

!

control-plane

!

!

!

!

mgcp profile default

!

!

!

!

!

alias exec ct configure terminal

!

line con 0

exec-timeout 30 0

logging synchronous

transport preferred ssh

transport output telnet ssh

line 1

modem InOut

speed 115200

flowcontrol hardware

line aux 0

line vty 0 4

access-class admin in



exec-timeout 30 0

privilege level 15

logging synchronous

transport preferred ssh

transport input telnet ssh

transport output telnet ssh

line vty 5 15

access-class admin in

exec-timeout 30 0

privilege level 15

logging synchronous

transport preferred ssh

transport input telnet ssh

transport output telnet ssh

!

!

end


