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HSTS la gi? Co ché bao méat website an toan hon
trwéc cac cube tan cdng mang
Trong bdi canh an ninh mang ngay cang dwoc quan tam, viéc dam bao két ndi an toan gitra
ngudi dung va website la wu tién hang dau. Mot trong nhirng giai phap duoc st dung rong rai

hién nay la HSTS. Vay HSTS la gi, hoat dong nhw thé nao va tai sao doanh nghiép can trién
khai co ché nay dé bao vé nguoi dung? Hay cung tim hiéu chi tiét trong bai viét dwgi day.
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HSTS la gi?

HSTS viét tat cla cum tir HTTP Strict Transport Security, |a mot co ché bao mat dwoc phat
trién nham dam béao céac trinh duyét web chi két néi véi website thong qua giao thitc HTTPS
dwgc ma hda. Khi mot website bat HSTS, trinh duyét sé tw dong chuyén tat ca cac két noi
HTTP sang HTTPS va khong cho phép nguoi diing can thiép thi cong dé quay lai két noi
khéng an toan.

Lich str ra doi cua HSTS

Co ché HSTS duoc gi¢i thiéu lan dau tién vao nam 2009 va chinh thirc dwoc chuan héa trong
RFC 6797 vao nam 2012. N6 ra d&i nham giai quyét cac 16 héng bao mat nghiém trong do
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viéc str dung giao thirc HTTP gay ra — vn dé bi tdn cong bdi cac hinh thirc nhu man-in-the-
middle (MITM) hoac session hijacking.

Vi sao HSTS quan trong trong bao mat website?
1. Ngan chan tan céng trung gian (MITM)

MOt trong nhirng ly do quan trong nhat dé st dung HSTS la kha nang bao vé nguwi dung khoi
cac cudc tan cong trung gian — noi ké xau cé thé chen vao két ndi gitra trinh duyét va may cha
dé danh cap thong tin ca nhan nhw mat khu, théng tin thé tin dung hoac di liéu nhay cam
khac.

2. Ep trinh duyét str dung HTTPS

Ngay ca khi nguoi dung go “http://” trén trinh duyét, HSTS sé& budc trinh duyét tir ddng chuyén
sang “https://”. Biéu nay ngan chan viéc vo tinh truy cap vao cac phién ban khéng an toan cta
website.

3. Loai bo tuy chon tiép tuc két néi khong an toan

Thoéng thwong, néu chirng chi HTTPS ¢6 van dé, trinh duyét van cho phép ngudi dung “bo
gua canh bao va ti€p tuc truy cap”. Tuy nhién, khi bat HSTS, tuy chon nay bi v hiéu héa —
bao vé nguoi ding khai viéc truy cap nham vao cac trang nguy hiém.

Cach HSTS hoat dong

Khi nguoi diing truy cap mot website ¢é ho trg HSTS, may chi sé tra vé mot tiéu dé HTTP
d&c biét c6 tén Strict-Transport-Security. Tiéu dé nay huéng dan trinh duyét:

Tiéu dé nay hudng dan trinh duyét:

e Tuw dong chuyén tat ca cac yéu cau dén website tir HTTP sang HTTPS.

» Ghi nh& yéu cau nay trong mot khoang thoi gian xac dinh (thuwdng la vai thang).

» Khbng cho phép truy cap qua HTTP trong th&i gian dé, ngay ca khi ngudi dung go dia
chi HTTP thu céng.

Cau truc tiéu dé HSTS



Vi du mét tiéu dé HSTS: Strict-Transport-Security: max-age=31536000; includeSubDomains;
preload
Trong do:

« max-age: Thoi gian (tinh bang gidy) ma trinh duyét s& ghi nhé va tuan th chinh sach
HSTS.

e includeSubDomains: Ap dung chinh sach cho tat ca cac tén mién phu
 preload: Cho phép website dwoc dwa vao danh sach “preload” clia cac trinh duyét pho
bién.

Uu diém va han ché cta HSTS
Uu diém

» Bao mat cao: Ngan chan hiéu qua cac cudc tan céng MITM.

 Trai nghiém nguwoi dung tot hon: Ty dong chuyén sang HTTPS ma khdng can chuyén
huwéng tha cong.

« D@ trién khai: Chi can c&u hinh trén may chut web.

Han ché

 Phu thudc vao lan truy cap dau tién: Néu ngudi dung truy cap 1an dau bang HTTP, két
ndi van chua an toan cho dén khi chinh sach HSTS duorc thiét 1ap.

« Khong twong thich véi cac website c6 chirng chi HTTPS 16i.

o Co thé gay kho khan trong viéc phat trién hoac kiém thir néu khéng cau hinh ddng.

Huwéng dan trién khai HSTS trén website

Bwéc 1: bam bao website sty dung HTTPS hoan toan

Truwdc khi kich hoat HSTS, website can dwoc bao mat hoan toan bang HTTPS, bao gém ca
cac tén mién phu (néu dung tuy chon (néu dung tuy chon includeSubDomains).

Bwéc 2: Thém tiéu dé HSTS vao cau hinh may chu

Tuy theo loai may chl ban st dung, cach cau hinh c6 thé khac nhau:

Apache



<IfModule mod_headers.c>

Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains;
preload”
</IfModule>

Nginx

add_header Strict-Transport-Security "max-age=31536000; includeSubDomains; preload”
always;

Buwéc 3: Kiém tra va xac nhan

St dung cac cong cu nhu SSL Labs dé kiém tra xem HSTS da dwoc cau hinh ding hay
chua.

Buwéc 4: Gri yéu cau dwa vao danh sach preload (tuy chon)

Néu muén website dwoc cac trinh duyét ti déng nhan dién la HTTPS-only ttr lan truy cap dau
tién, ban co6 thé dang ky preload HSTS tai https://hstspreload.org.

Khi nao nén trién khai HSTS?

HSTS phu hop v&i hau hét cac website, dac biét la:

Trang web thwong mai dién tcr.
Cong thdng tin ngan hang, tai chinh.

Céac dich vu yéu cau nguoi dung dang nhap.

Website chinh thirc clia td chirc hoac doanh nghiép lén.

Tuy nhién, v&i cac moi triedng phat trién, website thir nghiém hoac hé théng ndi bd, can can
nhac k§ vi HSTS c6 thé gay ra 16i khdng mong muén néu cdu hinh chwa chuén.

Hy vong qua bai viét nay, ban da hiéu rd hon vé HSTS la gi, cAch hoat ddng va vai trd quan
trong cla co ché nay trong viéc bao vé két ndi web khéi cac nguy co tan cdng mang. Viéc
trién khai HSTS khdng chi gilp tang cwdng bdo mat cho ngwoi dung ma con thé hién sy
chuyén nghiép va dang tin cay cltia website ban.



