35

i Downloaded from: justpaste.it/ec575
[=]

Anonymous GhostClan #OpChildSafety Full Recon #
S57

HHBHHH R R R R B R B R R R
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Hostname  xubster.com ISP CLOUDFLARENET

Continent  Unknown Flag Unknown

Country  Unknown Country Code  Unknown

Region  Unknown Local time  Unknown

City  Unknown Postal Code  Unknown

IP Address  172.64.80.1 Latitude  Unknown
Longitude  Unknown

T R R R R R
HHHHHH R

Target:https://xubster.com/?op=payments

IP:172.64.80.1

B R R R R R R R R R
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IP address 188.114.96.2

Host name 188.114.96.2

IP range 188.114.96.0-188.114.98.255 CIDR
ISP  CloudFlare, Inc.

Organization Cloudflare, Inc.

Country Canada (CA)

Region Ontario

City Toronto

Time zone America/Toronto, GMT-0500
Local time 01:57:30 (EST)/2024.12.14
Postal Code M5A


https://justpaste.it/eo575

HHHH R R R R R R R R R R R R R R
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xubster.com => 188.114.97.2 (NLD) [CloudFlare IP]

www.xubster.com => 188.114.96.2 (NLD) [CloudFlare IP]

ftp.xubster.com => 188.114.96.2 (NLD) [CloudFlare IP]

ns1.xubster.com => 188.114.97.2 (NLD) [CloudFlare IP]

ns2.xubster.com => 188.114.97.2 (NLD) [CloudFlare IP]

mail.protonmail.ch => 176.119.200.128 (CHE)

HHHHHH R R R R R R R R R R R R R R R R
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Domain Name: XUBSTER.COM
Registry Domain ID: 1992520314 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.tucows.com
Registrar URL: http://www.tucows.com
Updated Date: 2024-12-11T710:09:23Z
Creation Date: 2016-01-08T12:09:20Z
Registry Expiry Date: 2026-01-08T12:09:20Z
Registrar: Tucows Domains Inc.
Registrar IANA ID: 69
Registrar Abuse Contact Email: domainabuse@tucows.com
Registrar Abuse Contact Phone: +1.4165350123
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Name Server: DONALD.NS.CLOUDFLARE.COM
Name Server: ZELDA.NS.CLOUDFLARE.COM
R R
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Domain Name: XUBSTER.COM
Registry Domain ID: 1992520314 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.tucows.com
Registrar URL: http://tucowsdomains.com
Updated Date: 2024-12-11T10:09:23
Creation Date: 2016-01-08T12:09:20
Registrar Registration Expiration Date: 2026-01-08T12:09:20
Registrar: TUCOWS, INC.



Registrar IANA ID: 69

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Tech Email: REDACTED FOR PRIVACY

Name Server: donald.ns.cloudflare.com

Name Server: zelda.ns.cloudflare.com

DNSSEC: unsigned

Registrar Abuse Contact Email: domainabuse@tucows.com

Registrar Abuse Contact Phone: +1.4165350123

URL of the ICANN WHOIS Data Problem Reporting System: https://icann.org/wicf
>>> | ast update of WHOIS database: 2024-12-14T07:10:24Z <<<

HH R R
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inethum: 188.114.96.0 - 188.114.99.255
netname: CLOUDFLARENET-EU

descr: CloudFlare, Inc.

descr: 101 Townsend Street, San Francisco, CA 94107, US
descr: +1 (650) 319-8930

descr: https://cloudflare.com/

country: usS

admin-c: CACB80-RIPE

tech-c: CTC6-RIPE

status: ASSIGNED PA

mnt-by: MNT-CLOUDFLARE
mnt-lower:  MNT-CLOUDFLARE
mnt-routes: MNT-CLOUDFLARE
remarks: https://cloudflare.com/abuse
created: 2015-10-16T16:26:10Z
last-modified: 2015-10-16T16:26:10Z

source: RIPE

person: Cloudflare Abuse Contact

address: Viktualienmarkt Rosental 7 80331 Munchen, DE

phone: +49 89 2555 2276

remarks: All Cloudflare abuse reporting can be done via https://www.cloudflare.com/abuse

nic-hdl: CAC80-RIPE
mnt-by: MNT-CLOUDFLARE
created: 2012-06-01T23:27:49Z



last-modified: 2022-04-21T01:07:44Z
source: RIPE # Filtered

person: Cloudflare Technical Contact
address: Viktualienmarkt Rosental 7 80331 Munchen, DE
phone: +49 89 2555 2276

nic-hdl: CTC6-RIPE

mnt-by: MNT-CLOUDFLARE

created: 2012-06-01T23:35:57Z

last-modified: 2022-04-21T01:07:28Z

source: RIPE # Filtered

% Information related to '188.114.96.0/24AS13335'

route: 188.114.96.0/24

origin: AS13335

mnt-by: MNT-CLOUDFLARE

created: 2020-06-15T18:05:37Z

last-modified: 2020-06-15T18:05:37Z

source: RIPE # Filtered

% This query was served by the RIPE Database Query Service version 1.114 (DEXTER)
HHHH R
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[+] Target : https://xubster.com/?op=payments

[+] IP Address : 104.21.15.22

['] Headers :

Date : Sat, 14 Dec 2024 07:33:55 GMT

Content-Type : text/html ; charset=UTF-8

Transfer-Encoding : chunked

Connection : keep-alive

Expires : Fri, 13 Dec 2024 07:33:55 GMT

Access-Control-Allow-Origin : *

CF-Cache-Status : DYNAMIC

Report-To : {"endpoints":[{"url":"https:\/VVa.nel.cloudflare.com\V/report\/v4?
s=FYQQNdRO6YvnUk%2FS%2F pUFGru1NQOMVj4YtaR%2BUVvuXm3N18nCpQZ3niv%2F
BEDA57xTEcBRaGCOJIDE1gVnjTXIQsagf206dwB6610agxOZDXp8IWeOsh%2FYdsfTSKeT
Ng%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL : {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server : cloudflare

CF-RAY : 8f1c8228e90ba41a-GRU

alt-svc : h3=":443"; ma=86400

server-timing : cfL4;desc="?



proto=TCP&rtt=138914&min_rtt=137296&rtt_var=30717&sent=5&recv=8&lost=0&retrans=0&s
ent_bytes=2838&recv_bytes=783&delivery_rate=27705&cwnd=252&unsent_bytes=0&cid=d9
8a8884ec418b90&ts=651&x=0"
T R R
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[+] protocol : TLSv1.3
[+] cipher
L-0: TLS_AES 256 _GCM_SHA384
L-1: TLSV1.3
L-2: 256
[+] subject
L- commonName: xubster.com
[+] issuer
L- countryName: US
L- organizationName: Google Trust Services
L- commonName: WE1
[+] version : Version.v3
[+] serialNumber : 304761089414688390753176121720822925491
[+] notBefore : Nov 19 17:10:26 2024 GMT
[+] notAfter : Feb 17 17:10:25 2025 GMT
[+] subjectAltName
L- 0: xubster.com
L- 1: * xubster.com
['] Whois Lookup :
Domain Name: XUBSTER.COM
Registry Domain ID: 1992520314 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.tucows.com
Registrar URL: http://www.tucows.com
Updated Date: 2024-12-11T10:09:23Z
Creation Date: 2016-01-08T12:09:20Z
Registry Expiry Date: 2026-01-08T12:09:20Z
Registrar: Tucows Domains Inc.
Registrar IANA ID: 69
Registrar Abuse Contact Email: domainabuse@tucows.com
Registrar Abuse Contact Phone: +1.4165350123
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Name Server: DONALD.NS.CLOUDFLARE.COM
Name Server: ZELDA.NS.CLOUDFLARE.COM



DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/

HHHHHHHAHHHHHHHH A R R
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Host's addresses:

Xubster.com. 282 IN A 172.64.80.1

Name Servers:

zelda.ns.cloudflare.com. 84226 IN A 172.64.32.242
zelda.ns.cloudflare.com. 84226 IN A 108.162.192.242
zelda.ns.cloudflare.com. 84226 IN A 173.245.58.242
donald.ns.cloudflare.com. 47260 IN A 172.64.33.158
donald.ns.cloudflare.com. 47260 IN A 173.245.59.158
donald.ns.cloudflare.com. 47260 IN A 108.162.193.158

Mail (MX) Servers:

mail.protonmail.ch. 1200 IN A 176.119.200.128
mail.protonmail.ch. 1200 IN A 185.205.70.128
mail.protonmail.ch. 1200 IN A 185.70.42.128

Brute forcing with /usr/share/dnsenum/dns.txt:

ftp.xubster.com. 282 IN A 172.64.80.1
ns1.xubster.com. 282 IN A 172.64.80.1
ns2.xubster.com. 282 IN A 172.64.80.1
www.xubster.com. 282 IN A 172.64.80.1

Launching Whois Queries:




whois ip result: 172.64.80.0 ->  172.64.0.0/13

Xubster.com

172.64.0.0/13

xubster.com ip blocks:

172.64.80.1/32

T R R
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[i] Scanning Site: https://xubster.com

BASIC INFO

[+] Site Title: XUBSTER.COM - Fast. Remote. Secure.
[+] IP address: 172.64.80.1

[+] Web Server: cloudflare

[+] CMS: Could Not Detect

[+] Cloudflare: Detected

[+] Robots File: Found



[i] IP: 104.21.15.22
[i] Country: None
[i] State: N/A

[i] City: None

[i] Latitude: None
[i] Longitude: None

HTTP HEADERS

[i] HTTP/1.1 200 OK

[i] Date: Sat, 14 Dec 2024 07:26:10 GMT

[i] Content-Type: text/html ; charset=UTF-8

[i] Transfer-Encoding: chunked

[i] Connection: close

[i] Expires: Fri, 13 Dec 2024 07:26:10 GMT

[i] Access-Control-Allow-Origin: *

[i] CF-Cache-Status: DYNAMIC

[i] Report-To: {"endpoints":[{"url":"https:\/\\Va.nel.cloudflare.comVreport\/v4?
$=9Q%2BsolkNIJucoJ%2FelB8AaSaqv03RC45gTaTdyiseEONpgCsU%2FBqrMeSMR|%2FVg
LEtkygw492KdhRmoXohTo3JoXFVTB3SHPWoJeWOt%2F1RAWZVWTLswZwjgL%2FMKCt%
2B%2FwW%3D%3D"}],"group":"cf-nel","max_age":604800}

[i] NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

[i] Server: cloudflare

[i] CF-RAY: 8f1c76d0fa3da2ca-YUL

[i] alt-svc: h3=":443"; ma=86400

[i] server-timing: cfL4;desc="?

proto=TCP&rtt=21669&min_rtt=20178&rtt var=6499&sent=6&recv=8&lost=0&retrans=0&sent
_bytes=2822&recv_bytes=675&delivery_rate=158853&cwnd=252&unsent_bytes=0&cid=15a1
e865b1eb4d60&ts=2918&x=0"

DNS LOOKUP

A:104.21.15.22
A:172.67.161.11



AAAA : 2606:4700:3035::ac43:a10b

AAAA : 2606:4700:3036::6815:f16

MX : 10 mail.protonmail.ch.

NS : zelda.ns.cloudflare.com.

NS : donald.ns.cloudflare.com.

TXT : protonmail-verification=5f77561ead2426457df3¢c2902ef0774db5c9e913

TXT : ca3-56f24588a9274683b0b651994cb4af0d

TXT : v=spf1ip4:5.45.79.106 ip4:5.45.78.135 include:_spf.protonmail.ch ~all

SOA : donald.ns.cloudflare.com. dns.cloudflare.com. 2357525559 10000 2400 604800 1800

SUBNET CALCULATION

Address =104.21.15.22

Network =104.21.15.22/32
Netmask = 255.255.255.255
Broadcast =104.21.15.22

Wildcard Mask = 0.0.0.0

Hosts Bits =0

Max. Hosts =1

Host Range = 104.21.15.23 - 104.21.15.21
IP Class =A

CIDR Notation = 104.21.15.22/32

IP Version = IPv4

Is Private = No

DNS Hostname = No hostname found

SUB-DOMAIN FINDER

[i] Total Subdomains Found : 13

[+] Subdomain: ns1.xubster.com
[]IP: 104.21.15.22

[+] Subdomain: ns2.xubster.com
[[]11P: 172.67.161.11



[+] Subdomain: u2.xubster.com
[-] IP: 65.21.207.105

[+] Subdomain: www.xubster.com
[-] IP: 172.67.161.11

[+] Subdomain: x12.xubster.com
[-] IP: 159.69.66.27

[+] Subdomain: x13.xubster.com
[-] IP: 88.99.139.186

[+] Subdomain: x16.xubster.com
[-] IP: 159.69.70.177

[+] Subdomain: x17.xubster.com
[-] IP: 188.40.148.196

[+] Subdomain: x18.xubster.com
[-] IP: 138.201.66.49

[+] Subdomain: x19.xubster.com
[-] IP: 167.235.36.182

[+] Subdomain: x20.xubster.com
[-] IP: 94.130.206.91

[+] Subdomain: x21.xubster.com
[-] IP: 136.243.170.162

[+] Subdomain: x5.xubster.com
[-]IP: 62.112.9.197
B R R R R R R R R R R
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Domain Name: XUBSTER.COM
Registry Domain ID: 1992520314 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.tucows.com
Registrar URL: http://www.tucows.com
Updated Date: 2024-12-11T710:09:23Z



Creation Date: 2016-01-08T12:09:20Z
Registry Expiry Date: 2026-01-08T12:09:20Z
Registrar: Tucows Domains Inc.
Registrar IANA ID: 69
Registrar Abuse Contact Email: domainabuse@tucows.com
Registrar Abuse Contact Phone: +1.4165350123
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Name Server: DONALD.NS.CLOUDFLARE.COM
Name Server: ZELDA.NS.CLOUDFLARE.COM
HHHH R R H R R R
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Domain Name: XUBSTER.COM
Registry Domain ID: 1992520314_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.tucows.com
Registrar URL: http://tucowsdomains.com
Updated Date: 2024-12-11T710:09:23
Creation Date: 2016-01-08T12:09:20
Registrar Registration Expiration Date: 2026-01-08T12:09:20
Registrar: TUCOWS, INC.
Registrar IANA ID: 69
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Registry Registrant ID:
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: REDACTED FOR PRIVACY
Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: Charlestown
Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: KN
Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext:
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext:
Registrant Email: https://tieredaccess.com/contact/74b92372-cc02-4973-9ccf-b628ec22a837
Registry Admin ID:
Admin Name: REDACTED FOR PRIVACY
Admin Organization: REDACTED FOR PRIVACY



Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext:

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext:

Admin Email: REDACTED FOR PRIVACY

Registry Tech ID:

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext:

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext:

Tech Email: REDACTED FOR PRIVACY

Name Server: donald.ns.cloudflare.com

Name Server: zelda.ns.cloudflare.com

DNSSEC: unsigned

Registrar Abuse Contact Email: domainabuse@tucows.com

Registrar Abuse Contact Phone: +1.4165350123

URL of the ICANN WHOIS Data Problem Reporting System: https://icann.org/wicf
>>> | ast update of WHOIS database: 2024-12-14T08:12:34Z <<<

HH R R R R
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xubster.com. 300 IN TXT “"v=spf1ip4:5.45.79.106 ip4:5.45.78.135
include:_spf.protonmail.ch ~all"

; <<>> DiG 9.20.3-1-Debian <<>> _dmarc.xubster.com txt

;_dmarc.xubster.com. IN  TXT

_dmarc.xubster.com. 300 IN TXT "v=DMARCH1; p=none;"
T R
HEH RIS



[*] ASNS found: 5

AS13335
AS174
AS204601
AS49981
AS58061

[*] Interesting Urls found: 11

http://www.xubster.com/

http://xubster.com/xfrbfoxgmkmr/Luna.mp4

https://xubster.com/

https://xubster.com/161qi0azcocb

https://xubster.com/64xmdpk30q91/girlspanksgirl_- 248.zip.html
https://xubster.com/?op=payments
https://xubster.com/cjshi4hzdhsb/852td1zb_Legs_Japan.zip.html
https://xubster.com/oebqs0850I3u/Peachy Keen Films-The Morgue_Incident.mp4.html

https://xubster.com/p9wvyrac44ce

https://xubster.com/t1z1316er9g6/15303306.mp4.html
https://xubster.com/tfg2gn804xoi/Final.Fantasy.VII.Advent. ren.2005.DC.2160p.UHD.BluRay.
X265.mkv.html

[*] LinkedIn Links found: O

[*] IPs found: 47

104.21.15.22
104.21.69.211
104.21.70.69
104.21.89.156
104.27.184.145
104.27.185.145
104.31.90.242
104.31.91.242
138.201.66.49



149.56.16.91
159.69.66.27
159.69.70.177
162.159.137.85
162.159.138.85
167.235.36.182
172.67.161.11
172.67.161.73
172.67.189.150
172.67.213.92
172.67.221.21
185.251.25.70
185.29.8.218
188.114.96.3
188.114.97.3
188.40.148.196

2606:4700:3030::
2606:4700:3032::
2606:4700:3033::
2606:4700:3033::
2606:4700:3033::
2606:4700:3034::
2a06:98¢1:3120::
2a06:98¢1:3120::
2a06:98c¢1:3121:
2a06:98c¢1:3121::

37.1.202.54
45.136.49.246
5.253.63.160
5.45.75.15
5.45.79.106
50.7.44.74
62.112.9.197
65.21.207.105
88.99.139.186
94.130.206.91

6815:2123
ac43:d53c
6815:2971
6815:2b2d
ac43:a473
6815:599¢c
3

o}
3
o}

[*] No emails found.



[*] Hosts found: 27

* xubster.com
checkout.xubster.com
checkout.xubster.com:185.29.8.218
ns1.xubster.com
ns1.xubster.com:104.21.15.22
ns2.xubster.com
ns2.xubster.com:172.67.161.11
u2.xubster.com
u2.xubster.com:65.21.207.105
x12.xubster.com
x12.xubster.com:159.69.66.27
x13.xubster.com
x13.xubster.com:88.99.139.186
x16.xubster.com
x16.xubster.com:159.69.70.177
x17 .xubster.com
x17 .xubster.com:188.40.148.196
x18.xubster.com
x18.xubster.com:138.201.66.49
x19.xubster.com
x19.xubster.com:167.235.36.182
x20.xubster.com
x20.xubster.com:94.130.206.91
x21.xubster.com
x21.xubster.com:136.243.170.162
x5.xubster.com
x5.xubster.com:62.112.9.197
HHB B R HH AR R R R R A R AR R R R H R
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"apexDomain"; "xubster.com”,
"asn": "AS13335",
asn": "AS174",
asn": "AS204601",
asn": "AS49981",
asn": "AS58061",
"asnname": "CLOUDFLARENET, US",
"asnname": "COGENT-174, US",



"asnname": "ON-LINE-DATA Server location - Netherlands, Dronten, NL",
"asnname": "SCALAXY-AS, LV",
"asnname": "SCALAXY-AS, NL",
"asnname": "WORLDSTREAM, NL",
"country": "FI",

"country": "NL",

"country": "US",

"domain": "2022-j10.lordfilm0.com",
"domain": "a-bomba.as.alloeclub.com",
"domain": "abdomen.thealloha.club",
"domain": "abelian.thealloha.club",
"domain": "ability.thealloha.club”,
"domain": "alloeclub.com",

"domain": "alloha.tv",

"domain": "allohastream.com",
"domain": "aragorn.as.alloeclub.com”,
"domain": "arven.as.alloeclub.com”,
"domain": "assembly.allohalive.com",
"domain": "aurora.allohalive.com",
"domain": "balabolka.thealloha.club",
"domain": "banish.thealloha.club",
"domain": "baskino-hd.online",
"domain": "bear.as.alloeclub.com",
"domain": "dev.lordfilms-vet.site",
"domain": "door.allohastream.com",
"domain": "door.as.alloeclub.com",
"domain": "dost.netflix.net.ru",
"domain": "dud.allohalive.com”,
"domain": "etelstan.allohastream.com”,
"domain": "etelstan.as.alloeclub.com",
"domain"; "ffetish.video",

"domain": "gidonline-hd.biz",
"domain": "gidonline720.ru",
"domain": "groot.as.alloeclub.com”,
"domain": "harald.as.alloeclub.com”,
"domain": "horr.as.alloeclub.com"”,
"domain": "hvitserg.as.alloeclub.com",
"domain": "kino.firenews.video",
"domain": "kinogo.fm",



"domain": "kot.filmhd-1080.cyou",
"domain": "legolas.allohastream.com"”,

"domain": "lost.netflix.net.ru",

"domain": "mcdonell.as.alloeclub.com"”,

"domain": "most.netflix-serial.online",

"domain": "n.4-kfilm.cyou",

"domain": "oneguylinks.com",

"domain": "proserial.org",

"domain": "rezkahd.site",

"domain": "sansa.allohalive.com",

"domain": "sheldon.allohalive.com",

"domain": "sign.as.alloeclub.com”,

"domain": "smile-original.online",

"domain": "spinning.allohalive.com",

"domain": "streamalloha.live",

"domain": "sumerki-kino.ru",

"domain": "teles.allohastream.com",

"domain": "terzet.as.alloeclub.com",

"domain": "thealloha.club",

"domain": "they.allohalive.com",

"domain": "top.4kfilm.buzz",

"domain": "torch.as.alloeclub.com",

"domain": "tories.as.alloeclub.com",

"domain": "tormented.as.alloeclub.com”,

"domain": "torpedoist.as.alloeclub.com",

"domain"; "tu.netflix-serial.online",

"domain"; "tv.bigcinematv.site",
"domain": "vip.filmhd1080.buzz",
"domain": "www.xubster.com",

"domain": "xubster.com",

o
o
"o
o
o
"o
o
"o
o

: "162.159.137.85",
:"162.159.138.85",

: "185.251.25.70",
:"188.114.96.3",
:"188.114.97.3",

: "2606:4700:3030::6815:2123",
: "2606:4700:3032::ac43:d53c",
: "2606:4700:3033::6815:2971",
: "2606:4700:3033::6815:2b2d",



Ip
"ip
i
"ip"
"ip
"ip":
"ip":
"ip":
"ip"
ip
ip

: "2606:4700:3033::ac43:a473",
: "2606:4700:3034::6815:599c¢",
: "2a06:98¢1:3120::3",
: "2a06:98¢1:3120::c",
: "2a06:98¢1:3121::3",

"2a06:98c1:3121::c",
"37.1.202.54",
"45.136.49.246",

: "5.253.63.160",
:"5.45.75.15",
:"50.7.44.74",

"mimeType": "application/javascript",

"redi
"redi

ptr": "xubster.com",

rected": "off-domain”,
rected": "same-domain",

"server": "cloudflare",

"server": "nginx",

"server": "nginx/1.14.1",
"server": "nginx/1.18.0 (Ubuntu)",
"server": "nginx/1.20.2",

"title": "Download 852td1zb Legs Japan zip",

"title": "Download girlspanksgirl 248 zip",

"url":
"url":
"url":
"url":
"url":
"url":
"url":
"url":
hdr.html",
"url":
"url":
"url":
"url":

"http://www.xubster.com/"

"http://www.xubster.com/",

"http://xubster.com/"

"http://xubster.com/",

"http://xubster.com/xfrbfoxgmkmr/Luna.mp4"
"http://xubster.com/xfrbfoxgmkmr/Luna.mp4",
"https://ffetish.video/video/k3fbipzkem5m"
"https://vip.filmhd1080.buzz/15249-09-12-film-forsazh-9-2021-smotret-onlajn-

"https://xubster.com/",

"https://xubster.com/161qi0azcocb”,
"https://xubster.com/64xmdpk30q91/girlspanksgirl_-_ 248.zip.html",
"https://xubster.com/?op=payments",

"url": "https://xubster.com/cjshi4hzdhsb/852td1zb_Legs_Japan.zip.html",

"url": "https://xubster.com/free546.html"

"url": "https://xubster.com/oebqs085013u/Peachy Keen_ Films-

The_Morgue_Incident.mp4.html|"



"url": "https://xubster.com/oebqs085013u/Peachy Keen_ Films-
The_Morgue_Incident.mp4.html",

"url": "https://xubster.com/p9wvyrac44ce",

"url": "https://xubster.com/t1z1316er9g6/15303306.mp4.html"

"url": "https://xubster.com/t1z1316er9g6/15303306.mp4.html",

"url":
"https://xubster.com/tfg2gn804xoi/Final.Fantasy.VII.Advent._ren.2005.DC.2160p.UHD.BluRay.
X265.mkv.html"

"url":
"https://xubster.com/tfg2gn804xoi/Final.Fantasy.VIlI.Advent._ren.2005.DC.2160p.UHD.BluRay.
X265.mkv.html",
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checkout.xubster.com

u2.xubster.com

www.checkout.xubster.com

www.xubster.com

x12.xubster.com

x13.xubster.com

x16.xubster.com

x17 .xubster.com

x18.xubster.com

x19.xubster.com

x20.xubster.com

x21.xubster.com

x5.xubster.com

xubster.com
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Nmap scan report for xubster.com (172.67.161.11)

Host is up (0.15s latency).

Other addresses for xubster.com (not scanned): 104.21.15.22 2606:4700:3035::ac43:a10b
2606:4700:3036::6815:f16

Not shown: 59 filtered tcp ports (no-response)

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit

PORT STATE SERVICE

80/tcp open http

443/tcp open https

8080/tcp open http-proxy



8443/tcp open https-alt

HHHH
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HTTP/1.1 200 OK

Date: Sat, 14 Dec 2024 08:24:34 GMT

Content-Type: text/html ; charset=UTF-8

Connection: keep-alive

Expires: Fri, 13 Dec 2024 08:24:34 GMT

Access-Control-Allow-Origin: *

CF-Cache-Status: DYNAMIC

Report-To: {"endpoints":[{"url":"https:\/\a.nel.cloudflare.com\/report\/v4?
s=80Xff5tbtFj422z2%2BNfRg5EUSd|EN1LzGo6E2JWGOEfXrso60hq3PVSuxVOY07f7b3meGt
HWELNRgLsaii5L3VVEb7XBPu8J%2BaWnc3Jp%2FgUCjyIMtZcbDcajkQcnZgxtosLmNO4syZ
1SRVW%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 8f1ccc5c69426adb-LCA

alt-svc: h3=":443"; ma=86400

server-timing: cfL4;desc="?

proto=TCP&rtt=152566&min_rtt=152566&rtt var=76283&sent=1&recv=3&lost=0&retrans=08&s
ent_bytes=0&recv_bytes=76&delivery_rate=0&cwnd=249&unsent_bytes=0&cid=0000000000
000000&ts=08&x=0"

HTTP/1.1 200 OK

Date: Sat, 14 Dec 2024 08:24:34 GMT

Content-Type: text/html ; charset=UTF-8

Connection: keep-alive

Expires: Fri, 13 Dec 2024 08:24:34 GMT

Access-Control-Allow-Origin: *

CF-Cache-Status: DYNAMIC

Report-To: {"endpoints":[{"url":"https:\/\Va.nel.cloudflare.com\/report\/v4?
s=DJnPS0SnIQOfQQVARHNBW!17%2Bv8ccHefEOHGBYzsVmQtjuJOtnDYqLt93WwNVtHHKFD
5iGsZItTE4LIdWYgL8UBUeEdNIQ1WdeZQ0437PyD%2FKzCLvxe0SPVWRaO0dJ8htlJylZB11
Pfa7FGg%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 8f1ccchfcef56ad8-LCA

alt-svc: h3=":443": ma=86400

server-timing: cfL4;desc="?

proto=TCP&rtt=149890&min_rtt=149890&rtt var=74945&sent=1&recv=3&lost=0&retrans=08&s



ent_bytes=0&recv_bytes=76&delivery_rate=0&cwnd=249&unsent_bytes=0&cid=0000000000
000000&ts=08&x=0"
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http://xubster.com:80 [200 OK] Country[UNITED STATES][US], HTTPServer[cloudflare],
IP[104.21.15.22], JQuery[1.9.1], Script[text/javascript], Title[XUBSTER.COM - Fast. Remote.
Secure.], UncommonHeaders[access-control-allow-origin,cf-cache-status,report-to,nel,cf-
ray,alt-svc,server-timing]
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[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=forgot_pass

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=russian

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=german

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=french

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=arabic

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=turkish

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=polish

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=thai

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=spanish

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=japan

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hungary

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=indonesia

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=dutch
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hebrew
[+] Dynamic URL found! https://xubster.com/?op=upload

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=checkfiles

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=forgot_pass

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=russian
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=german
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=french
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=arabic
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=turkish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=polish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=thai

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=spanish



[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=japan
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hungary
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=indonesia

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=dutch
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hebrew
[+] Dynamic URL found! https://xubster.com/?op=checkfiles

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=forgot_pass

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=russian
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=german
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=french
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=arabic
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=turkish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=polish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=thai

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=spanish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=japan
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hungary
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=indonesia

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=dutch
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hebrew
[+] Dynamic URL found! https://xubster.com/?op=checkfiles

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=forgot_pass

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=russian
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=german
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=french
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=arabic
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=turkish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=polish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=thai

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=spanish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=japan
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hungary
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=indonesia

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=dutch



[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hebrew
[+] Dynamic URL found! https://xubster.com/?op=checkfiles

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=forgot_pass

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=english
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=german
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=french
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=arabic
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=turkish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=polish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=thai

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=spanish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=japan
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hungary
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=indonesia

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=dutch
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hebrew
[+] Dynamic URL found! https://xubster.com/?op=upload

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=checkfiles

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=forgot_pass

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=english
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=russian
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=french
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=arabic
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=turkish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=polish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=thai

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=spanish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=japan
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hungary
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=indonesia

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=dutch
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hebrew
[+] Dynamic URL found! https://xubster.com/?op=upload

[+] Dynamic URL found! https://xubster.com/?op=registration



[+] Dynamic URL found! https://xubster.com/?op=checkfiles

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=forgot_pass

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=english
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=russian
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=german
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=arabic
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=turkish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=polish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=thai

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=spanish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=japan
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hungary
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=indonesia

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=dutch
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hebrew
[+] Dynamic URL found! https://xubster.com/?op=upload

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=checkfiles

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=forgot_pass

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=english
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=russian
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=german
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=french
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=turkish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=polish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=thai

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=spanish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=japan
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hungary
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=indonesia

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=dutch
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hebrew
[+] Dynamic URL found! https://xubster.com/?op=upload

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=checkfiles



[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=forgot_pass

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=english
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=russian
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=german
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=french
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=arabic
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=polish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=thai

[+] Dynamic URL found! https://xubster.com/?op=change lang&lang=spanish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=japan
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hungary
[+] Dynamic URL found! https://xubster.com/?op=change lang&lang=indonesia

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=dutch
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hebrew
[+] Dynamic URL found! https://xubster.com/?op=upload

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=checkfiles

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=forgot_pass

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=english
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=russian
[+] Dynamic URL found! https://xubster.com/?op=change lang&lang=german
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=french
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=arabic
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=turkish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=thai

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=spanish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=japan
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hungary
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=indonesia

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=dutch
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hebrew
[+] Dynamic URL found! https://xubster.com/?op=upload

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=checkfiles

[+] Dynamic URL found! https://xubster.com/?op=registration



[+] Dynamic URL found! https://xubster.com/?op=forgot_pass

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=english
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=russian
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=german
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=french
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=arabic
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=turkish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=polish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=spanish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=japan
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hungary
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=indonesia

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=dutch
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hebrew
[+] Dynamic URL found! https://xubster.com/?op=upload

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=checkfiles

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=forgot_pass

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=english
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=russian
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=german
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=french
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=arabic
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=turkish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=polish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=thai

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=japan
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hungary
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=indonesia

[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=dutch
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=hebrew
[+] Dynamic URL found! https://xubster.com/?op=upload

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=checkfiles

[+] Dynamic URL found! https://xubster.com/?op=registration

[+] Dynamic URL found! https://xubster.com/?op=forgot_pass



[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=english
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=russian
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=german
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=french
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=arabic
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=turkish
[+] Dynamic URL found! https://xubster.com/?op=change_lang&lang=polish
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P4 - LOW, CORS Policy - Allow-Origin Wildcard, http://xubster.com:80/, Access-Control-Allow-
Origin: *

P4 - LOW, CORS Policy - Allow-Origin Wildcard, http://xubster.com:80/, Access-Control-Allow-
Origin: *

P2 - HIGH, Clear-Text Protocol - HTTP, http://xubster.com:80/, HTTP/1.1 200 OK

P2 - HIGH, Clear-Text Protocol - HTTP, http://xubster.com:80/, HTTP/1.1 200 OK

P5 - INFO, Server Header Disclosure - HTTP, http://xubster.com:80//, Server: cloudflare

P5 - INFO, Interesting Ports Found, xubster.com, 8080
P2 - HIGH, Clear-Text Protocol - HTTP, http://xubster.com:80/, HTTP/1.1 200 OK



P4 - LOW, CORS Policy - Allow-Origin Wildcard, http://xubster.com:80/, Access-Control-Allow-
Origin: *

P5 - INFO, Interesting Ports Found, xubster.com, 8080

P5 - INFO, Server Header Disclosure - HTTP, http://xubster.com:80//, Server: cloudflare
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HTTP/1.1 521

Date: Sat, 14 Dec 2024 08:29:34 GMT

Content-Type: text/plain; charset=UTF-8

Content-Length: 15

Connection: keep-alive

Report-To: {"endpoints":[{"url":"https:\/VVa.nel.cloudflare.com\/report\/v4?
s=thZOQE%2Fk2B6WKGBSZ0o1LWf371HE%2B8zxbxHP2WNNZY9wOCMyTOB04D9sE1sZK
0ih8K6fMS5pn%2BPpN;j3lu5SYyDzDgy1t5Bz9ytbKg2x8cdnQZRL%2BipQzeR11JF19At%2Bxb
ic0zh4TqsUKbApb5c%2FzE"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

X-Frame-Options: SAMEORIGIN

Referrer-Policy: same-origin

Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-
check=0

Expires: Thu, 01 Jan 1970 00:00:01 GMT

Server: cloudflare

CF-RAY: 8f1cd3b0eece6adb-LCA

alt-svc: h3=":443"; ma=86400

server-timing: cfL4;desc="?

proto=TCP&rtt=150090&min_rtt=150090&rtt var=75045&sent=1&recv=3&lost=0&retrans=08&s
ent_bytes=0&recv_bytes=81&delivery rate=0&cwnd=249&unsent_bytes=0&cid=0000000000
000000&ts=08&x=0"

HTTP/1.1 521

Date: Sat, 14 Dec 2024 08:29:34 GMT

Content-Type: text/plain; charset=UTF-8

Content-Length: 15

Connection: keep-alive

Report-To: {"endpoints":[{"url":"https:\/\Va.nel.cloudflare.com\/report\/v4?
s=iINd5FBO8d3CJpgidrNKeYnBqqV4JYBcOVDJdZ5xYAOxwXto TzfHofwMvMdp4 %2BuA06%2
BWIKbPK5%2Fblpun%2Bk2mFNt2Spiu5S6Bygdg9QJCg%2F OGBbszkugWpNeg28g2Bqv6q
5pMI2t4tgrohe3Rm7loc"}],"group":"cf-nel","max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

X-Frame-Options: SAMEORIGIN



Referrer-Policy: same-origin

Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-
check=0

Expires: Thu, 01 Jan 1970 00:00:01 GMT

Server: cloudflare

CF-RAY: 8f1cd3b44ed76ad9-LCA

alt-svc: h3=":443"; ma=86400

server-timing: cfL4;desc="?

proto=TCP&rtt=152238&min_rtt=152238&rtt var=76119&sent=1&recv=3&lost=0&retrans=0&s
ent_bytes=0&recv_bytes=81&delivery rate=0&cwnd=249&unsent_bytes=0&cid=0000000000
000000&ts=0&x=0"
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http://xubster.com:8080 [521 Unassigned] Country[UNITED STATES][US], HTMLS,
HTTPServer[cloudflare], IP[104.21.15.22], Script, Title[xubster.com | 521: Web server is
down], UncommonHeaders[report-to,nel,referrer-policy,cf-ray,alt-svc,server-timing], X-Frame-
Options[SAMEORIGIN], X-UA-Compatible[IE=Edge]

T R
HHRHH AR B R

P4 - LOW, CORS Policy - Allow-Origin Wildcard, http://xubster.com:8080/, Access-Control-
Allow-Origin: *

P4 - LOW, CORS Policy - Allow-Origin Wildcard, http://xubster.com:8080/, Access-Control-
Allow-Origin: *

P2 - HIGH, Clear-Text Protocol - HTTP, http://xubster.com:8080/, HTTP/1.1 200 OK

P2 - HIGH, Clear-Text Protocol - HTTP, http://xubster.com:8080/, HTTP/1.1 200 OK

P5 - INFO, Server Header Disclosure - HTTP, http://xubster.com:8080//, Server: cloudflare
P4 - LOW, Clickjacking,http://xubster.com:8080/,X-Frame-Options: SAMEORIGIN

P5 - INFO, Interesting Ports Found, xubster.com, 8080

P2 - HIGH, Clear-Text Protocol - HTTP, http://xubster.com:8080/, HTTP/1.1 200 OK

P4 - LOW, Clickjacking,http://xubster.com:8080/,X-Frame-Options: SAMEORIGIN

P4 - LOW, CORS Policy - Allow-Origin Wildcard, http://xubster.com:8080/, Access-Control-
Allow-Origin: *

P5 - INFO, Interesting Ports Found, xubster.com, 8080

P5 - INFO, Server Header Disclosure - HTTP, http://xubster.com:8080//, Server: cloudflare
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HTTP/2 200



date: Sat, 14 Dec 2024 08:33:35 GMT

content-type: text/html ; charset=UTF-8

expires: Fri, 13 Dec 2024 08:33:35 GMT

access-control-allow-origin: *

cf-cache-status: DYNAMIC

report-to: {"endpoints":[{"url":"https:\/\Va.nel.cloudflare.comVreport\/v4?
$=03t%2BX1CT3DGtq2vpmEizaoVI%2B4R5jQJa3fflgjrNi7r457 OHpzTUGqUGD6kF %2F CCt0j
VCTILKTsmodzFC%2FcU%2B6K9IMZIN2nFCK8X%2FJSTpmc1RMAGBUACYtu8SpYotKE2mif
9SxNy9xLpRcNg%3D%3D"},"group":"cf-nel","max_age":604800}

nel: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

server: cloudflare

cf-ray: 8f1cd99388886ad9-LCA

alt-svc: h3=":443"; ma=86400

server-timing: cfL4;desc="?

proto=TCP&rtt=153936&min_rtt=150775&rtt var=36559&sent=6&recv=8&lost=0&retrans=08&s
ent_bytes=3673&recv_bytes=619&delivery_rate=24092&cwnd=252&unsent_bytes=0&cid=35
8ed4c31e3ecbc3&ts=316&x=0"

HTTP/2 200

date: Sat, 14 Dec 2024 08:33:36 GMT

content-type: text/html ; charset=UTF-8

expires: Fri, 13 Dec 2024 08:33:36 GMT

access-control-allow-origin: *

cf-cache-status: DYNAMIC

report-to: {"endpoints":[{"url":"https:\/\Va.nel.cloudflare.comV/report\/v4?
s=0P%2BzdlwZV0O9eHcGyfpKUMNIRCJEITHBEUV2W8MHINovweol CJHZMCI6usBxMVajC
UVIUym1J3rBwkiAifUBeFJN3D7ItRmFb4gpg5f%2FFnLfghzUz2fL9%2B%2BKW6zSWQD7Fp
MSZFIRxuxIthA%3D%3D"}],"group":"cf-nel","max_age":604800}

nel: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

server: cloudflare

cf-ray: 8f1cd99868ae6adb-LCA

alt-svc: h3=":443"; ma=86400

server-timing: cfL4;desc="?

proto=TCP&rtt=150673&min_rtt=149817&rtt var=33125&sent=6&recv=8&lost=0&retrans=0&s
ent_bytes=3673&recv_bytes=619&delivery rate=24967&cwnd=252&unsent_bytes=0&cid=58
4c492737af97d2&ts=306&x=0"

B R R R R R R R R R R R
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https://xubster.com:443 [200 OK] Country[UNITED STATES][US], HTTPServer[cloudflare],
IP[104.21.15.22], JQuery[1.9.1], Script[text/javascript], Title[XUBSTER.COM - Fast. Remote.



Secure.], UncommonHeaders[access-control-allow-origin,cf-cache-status,report-to,nel,cf-
ray,alt-svc,server-timing]
HH R R R R
T
Version: 2.1.5
OpenSSL 3.3.2 3 Sep 2024
Connected to 172.67.161.11
Testing SSL server xubster.com on port 443 using SNI name xubster.com

SSL/TLS Protocols:
SSLv2 disabled
SSLv3 disabled
TLSv1.0 enabled
TLSv1.1 enabled
TLSv1.2 enabled
TLSv1.3 enabled

TLS Fallback SCSV:
Server supports TLS Fallback SCSV

TLS renegotiation:
Secure session renegotiation supported

TLS Compression:
Compression disabled

Heartbleed:
TLSv1.3 not vulnerable to heartbleed
TLSv1.2 not vulnerable to heartbleed
TLSv1.1 not vulnerable to heartbleed
TLSv1.0 not vulnerable to heartbleed

Supported Server Cipher(s):
Preferred TLSv1.3 128 bits TLS_AES 128 GCM_SHA256 Curve 25519 DHE 253
Accepted TLSv1.3 256 bits TLS_AES_256_GCM_SHA384 Curve 25519 DHE 253
Accepted TLSv1.3 256 bits TLS_CHACHA20 _POLY1305_SHA256 Curve 25519 DHE 253
Preferred TLSv1.2 256 bits ECDHE-ECDSA-CHACHA20-POLY 1305 Curve 25519 DHE 253
Accepted TLSv1.2 128 bits ECDHE-ECDSA-AES128-GCM-SHA256 Curve 25519 DHE 253
Accepted TLSv1.2 128 bits ECDHE-ECDSA-AES128-SHA Curve 25519 DHE 253
Accepted TLSv1.2 256 bits ECDHE-ECDSA-AES256-GCM-SHA384 Curve 25519 DHE 253
Accepted TLSv1.2 256 bits ECDHE-ECDSA-AES256-SHA Curve 25519 DHE 253
Accepted TLSv1.2 128 bits ECDHE-ECDSA-AES128-SHA256 Curve 25519 DHE 253
Accepted TLSv1.2 256 bits ECDHE-ECDSA-AES256-SHA384  Curve 25519 DHE 253
Preferred TLSv1.1 128 bits ECDHE-ECDSA-AES128-SHA Curve 25519 DHE 253
Accepted TLSv1.1 256 bits ECDHE-ECDSA-AES256-SHA Curve 25519 DHE 253



Preferred TLSv1.0 128 bits ECDHE-ECDSA-AES128-SHA Curve 25519 DHE 253

Accepted TLSv1.0 256 bits ECDHE-ECDSA-AES256-SHA Curve 25519 DHE 253
Server Key Exchange Group(s):

TLSv1.3 128 bits secp256r1 (NIST P-256)

TLSv1.3 192 bits secp384r1 (NIST P-384)

TLSv1.3 260 bits secp521r1 (NIST P-521)

TLSv1.3 128 bits x25519

TLSv1.2 128 bits secp256r1 (NIST P-256)

TLSv1.2 192 bits secp384r1 (NIST P-384)

TLSv1.2 260 bits secp521r1 (NIST P-521)

TLSv1.2 128 bits x25519
SSL Certificate:

Signature Algorithm: ecdsa-with-SHA256

ECC Curve Name:  prime256v1

ECC Key Strength: 128

Subject: xubster.com

Altnames: DNS:xubster.com, DNS:*.xubster.com

Issuer: WE1

Not valid before: Nov 19 17:10:26 2024 GMT

Not valid after: Feb 17 17:10:25 2025 GMT

T R R
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P4 - LOW, CORS Policy - Allow-Origin Wildcard, https://xubster.com:443/, Access-Control-
Allow-Origin: *

P4 - LOW, CORS Policy - Allow-Origin Wildcard, https://xubster.com:443/, Access-Control-
Allow-Origin: *

P4 - LOW, CORS Policy - Allow-Origin Wildcard, https://xubster.com:443/, Access-Control-
Allow-Origin: *

P4 - LOW, CORS Policy - Allow-Origin Wildcard, https://xubster.com:443/, Access-Control-
Allow-Origin: *

P5 - INFO, Server Header Disclosure - HTTPS, https://xubster.com:443//, server: cloudflare
P4 - LOW, Strict Tranposrt Security Not Enforced, https://xubster.com:443//,

P2 - HIGH, Clear-Text Protocol - HTTP, http://xubster.com:8080/, HTTP/1.1 200 OK

P4 - LOW, Clickjacking,http://xubster.com:8080/,X-Frame-Options: SAMEORIGIN

P4 - LOW, CORS Policy - Allow-Origin Wildcard, http://xubster.com:8080/, Access-Control-
Allow-Origin: *

P4 - LOW, CORS Policy - Allow-Origin Wildcard, https://xubster.com:443/, Access-Control-
Allow-Origin: *



P4 - LOW, Strict Tranposrt Security Not Enforced, https://xubster.com:443//,

P5 - INFO, Interesting Ports Found, xubster.com, 8080

P5 - INFO, Server Header Disclosure - HTTP, http://xubster.com:8080//, Server: cloudflare

P5 - INFO, Server Header Disclosure - HTTPS, https://xubster.com:443//, server: cloudflare
HHHH
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HTTP/2 521

date: Sat, 14 Dec 2024 08:40:51 GMT

content-type: text/plain; charset=UTF-8

content-length: 15

report-to: {"endpoints":[{"url":"https:\/\Va.nel.cloudflare.comV/report\/v4?
s=J293BR2dm8DfCeUsxrG2yd6H314FmBZ9nEAgMIbwJ1ZKraCyaGcZZuhShisyqYOL6d%2F
NCG%2BF8020g2UApS5IGVE7ggY %2F %2FQ%2FPq%2Fkzg%2FyVifLIR1C%2F7d1YnGRW
fiSHI7q%2Fj971BD70X1s%2FuozgsjQPz"}],"group":"cf-nel","max_age":604800}

nel: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

x-frame-options: SAMEORIGIN

referrer-policy: same-origin

cache-control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-
check=0

expires: Thu, 01 Jan 1970 00:00:01 GMT

server: cloudflare

cf-ray: 8f1ce43af9d46ada-LCA

alt-svc: h3=":8443";: ma=86400

server-timing: cfL4;desc="?

proto=TCP&rtt=153189&min_rtt=150167&rtt var=33917&sent=6&recv=8&lost=0&retrans=08&s
ent_bytes=3673&recv_bytes=623&delivery rate=25039&cwnd=252&unsent_bytes=0&cid=5a
63cf4df34b2f1c&ts=237&x=0"

HTTP/2 521

date: Sat, 14 Dec 2024 08:40:52 GMT

content-type: text/plain; charset=UTF-8

content-length: 15

report-to: {"endpoints":[{"url":"https:\/\Va.nel.cloudflare.comV/report\/v4?
s=DAkG%2FcvZJQrYtho91BJcBFycrqQQD3TG2%2FaP4aK%2FRtqw87hr2xNiZI3aTZvvoEM
bbWG9MSDbPg2kBUtI2ZERHA0S6uDkTxJ25KkuS%2BJCNiJmHINoBFmSf5wZkfZXQHO9vijia
ROpaxdkE4kx6abd%2Bn"}],"group":"cf-nel","max_age":604800}

nel: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

x-frame-options: SAMEORIGIN

referrer-policy: same-origin

cache-control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-



check=0
expires: Thu, 01 Jan 1970 00:00:01 GMT
server: cloudflare
cf-ray: 8f1ce43f4eab56ad7-LCA
alt-svc: h3=":8443"; ma=86400
server-timing: cfL4;desc="?
proto=TCP&rtt=150841&min_rtt=150134&rtt_var=33061&sent=6&recv=8&lost=08&retrans=0&s
ent_bytes=3673&recv_bytes=623&delivery rate=24837&cwnd=252&unsent_bytes=0&cid=7f8
cd0fd5caf0fb9&ts=237&x=0"
T R
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https://xubster.com:8443 [521 Unassigned] Country[RESERVED][ZZ], HTMLS5,
HTTPServer|cloudflare], IP[172.67.161.11], Script, Title[xubster.com | 521: Web server is
down], UncommonHeaders[report-to,nel,referrer-policy,cf-ray,alt-svc,server-timing], X-Frame-
Options[SAMEORIGIN], X-UA-Compatible[IE=Edge]
T
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Version: 2.1.5
OpenSSL 3.3.2 3 Sep 2024
Connected to 104.21.15.22
Testing SSL server xubster.com on port 8443 using SNI name xubster.com
SSL/TLS Protocols:
SSLv2 disabled
SSLv3 disabled
TLSv1.0 enabled
TLSv1.1 enabled
TLSv1.2 enabled
TLSv1.3 enabled
TLS Fallback SCSV:
Server supports TLS Fallback SCSV
TLS renegotiation:
Secure session renegotiation supported
TLS Compression:
Compression disabled
Heartbleed:
TLSv1.3 not vulnerable to heartbleed
TLSv1.2 not vulnerable to heartbleed
TLSv1.1 not vulnerable to heartbleed
TLSv1.0 not vulnerable to heartbleed



Supported Server Cipher(s):
Preferred TLSv1.3 128 bits TLS_AES_128 GCM_SHA256 Curve 25519 DHE 253
Accepted TLSv1.3 256 bits TLS_AES_256_GCM_SHA384 Curve 25519 DHE 253
Accepted TLSv1.3 256 bits TLS_CHACHA20_POLY1305_SHA256 Curve 25519 DHE 253
Preferred TLSv1.2 256 bits ECDHE-ECDSA-CHACHA20-POLY 1305 Curve 25519 DHE 253
Accepted TLSv1.2 128 bits ECDHE-ECDSA-AES128-GCM-SHA256 Curve 25519 DHE 253
Accepted TLSv1.2 128 bits ECDHE-ECDSA-AES128-SHA Curve 25519 DHE 253
Accepted TLSv1.2 256 bits ECDHE-ECDSA-AES256-GCM-SHA384 Curve 25519 DHE 253
Accepted TLSv1.2 256 bits ECDHE-ECDSA-AES256-SHA Curve 25519 DHE 253
Accepted TLSv1.2 128 bits ECDHE-ECDSA-AES128-SHA256 Curve 25519 DHE 253
Accepted TLSv1.2 256 bits ECDHE-ECDSA-AES256-SHA384  Curve 25519 DHE 253
Preferred TLSv1.1 128 bits ECDHE-ECDSA-AES128-SHA Curve 25519 DHE 253
Accepted TLSv1.1 256 bits ECDHE-ECDSA-AES256-SHA Curve 25519 DHE 253
Preferred TLSv1.0 128 bits ECDHE-ECDSA-AES128-SHA Curve 25519 DHE 253
Accepted TLSv1.0 256 bits ECDHE-ECDSA-AES256-SHA Curve 25519 DHE 253
Server Key Exchange Group(s):
TLSv1.3 128 bits secp256r1 (NIST P-256)
TLSv1.3 192 bits secp384r1 (NIST P-384)
TLSv1.3 260 bits secp521r1 (NIST P-521)
TLSv1.3 128 bits x25519
TLSv1.2 128 bits secp256r1 (NIST P-256)
TLSv1.2 192 bits secp384r1 (NIST P-384)
TLSv1.2 260 bits secp521r1 (NIST P-521)
TLSv1.2 128 bits x25519
SSL Certificate:
Signature Algorithm: ecdsa-with-SHA256
ECC Curve Name:  prime256v1
ECC Key Strength: 128
Subject: xubster.com
Altnames: DNS:xubster.com, DNS:*.xubster.com
Issuer: WE1
Not valid before: Nov 19 17:10:26 2024 GMT
Not valid after: Feb 17 17:10:25 2025 GMT
T R R R
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P4 - LOW, CORS Policy - Allow-Origin Wildcard, https://xubster.com:8443/, Access-Control-
Allow-Origin: *
P4 - LOW, CORS Policy - Allow-Origin Wildcard, https://xubster.com:8443/, Access-Control-
Allow-Origin: *



P4 - LOW, CORS Policy - Allow-Origin Wildcard, https://xubster.com:8443/, Access-Control-
Allow-Origin: *

P4 - LOW, CORS Policy - Allow-Origin Wildcard, https://xubster.com:8443/, Access-Control-
Allow-Origin: *

P5 - INFO, Server Header Disclosure - HTTPS, https://xubster.com:8443//, server: cloudflare
P4 - LOW, Strict Tranposrt Security Not Enforced, https://xubster.com:8443//,

P4 - LOW, Clickjacking,https://xubster.com:8443/,x-frame-options: SAMEORIGIN

P2 - HIGH, Clear-Text Protocol - HTTP, http://xubster.com:8080/, HTTP/1.1 200 OK

P4 - LOW, Clickjacking,http://xubster.com:8080/,X-Frame-Options: SAMEORIGIN

P4 - LOW, CORS Policy - Allow-Origin Wildcard, http://xubster.com:8080/, Access-Control-
Allow-Origin: *

P4 - LOW, Clickjacking,https://xubster.com:8443/,x-frame-options: SAMEORIGIN

P4 - LOW, CORS Policy - Allow-Origin Wildcard, https://xubster.com:8443/, Access-Control-
Allow-Origin: *

P4 - LOW, Strict Tranposrt Security Not Enforced, https://xubster.com:8443//,

P5 - INFO, Interesting Ports Found, xubster.com, 8080

P5 - INFO, Server Header Disclosure - HTTP, http://xubster.com:8080//, Server: cloudflare
P5 - INFO, Server Header Disclosure - HTTPS, https://xubster.com:8443//, server: cloudflare
HHHH R
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Nmap scan report for xubster.com (172.67.161.11)

Host is up (0.15s latency).

Other addresses for xubster.com (not scanned): 104.21.15.22 2606:4700:3036::6815:f16
2606:4700:3035::ac43:a10b

Not shown: 65522 filtered tcp ports (no-response)

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit

PORT STATE SERVICE

80/tcp open http

443/tcp open https
2052/tcp open clearvisn
2053/tcp open knetd
2082/tcp open infowave
2083/tcp open radsec

2086/tcp open gnunet
2087/tcp open eli
2095/tcp open nbx-ser
2096/tcp open nbx-dir
8080/tcp open http-proxy
8443/tcp open https-alt



8880/tcp open cddbp-alt

53/udp openlfiltered domain

67/udp open(filtered dhcps

68/udp open(filtered dhcpc

69/udp open(filtered tftp

88/udp open(filtered kerberos-sec

137/udp openlfiltered netbios-ns

138/udp openlfiltered netbios-dgm

139/udp openlfiltered netbios-ssn

161/udp openlfiltered snmp

162/udp openlfiltered snmptrap

389/udp openlfiltered Idap

500/udp open(filtered isakmp

520/udp open(filtered route

2049/udp openlfiltered nfs
T
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P2 - HIGH, Clear-Text Protocol - HTTP, http://xubster.com:8080/, HTTP/1.1 200 OK

P4 - LOW, Clickjacking,http://xubster.com:8080/,X-Frame-Options: SAMEORIGIN

P4 - LOW, CORS Policy - Allow-Origin Wildcard, http://xubster.com:8080/, Access-Control-
Allow-Origin: *

P4 - LOW, Clickjacking,https://xubster.com:8443/,x-frame-options: SAMEORIGIN

P4 - LOW, CORS Policy - Allow-Origin Wildcard, https://xubster.com:8443/, Access-Control-
Allow-Origin: *

P4 - LOW, Strict Tranposrt Security Not Enforced, https://xubster.com:8443//,

P5 - INFO, Interesting Ports Found, xubster.com, 8080

P5 - INFO, Server Header Disclosure - HTTP, http://xubster.com:8080//, Server: cloudflare
P5 - INFO, Server Header Disclosure - HTTPS, https://xubster.com:8443//, server: cloudflare
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Nmap scan report for 188.114.96.2

Host is up (0.020s latency).

Not shown: 996 filtered tcp ports (no-response)

PORT STATE SERVICE

80/tcp open http

443/tcp open https

8080/tcp open http-proxy



8443/tcp open https-alt

HHHH R
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Nmap scan report for 188.114.96.2

Host is up (0.19s latency).

Not shown: 471 filtered tcp ports (no-response)

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE

80/tcp open http

443/tcp open https

8080/tcp open http-proxy

8443/tcp open https-alt

8880/tcp open cddbp-alt

B R R R R R R A R R R R R R R R R H AR
HHHHHHHHHHHH

Nmap scan report for 188.114.96.2

Host is up.

PORT STATE SERVICE

53/udp openlfiltered domain

67/udp open(filtered dhcps

68/udp open(filtered dhcpc

69/udp open(filtered tftp

88/udp open(filtered kerberos-sec

123/udp openlfiltered ntp

137/udp openlfiltered netbios-ns

138/udp openlfiltered netbios-dgm

139/udp openlfiltered netbios-ssn

161/udp openlfiltered snmp

162/udp openlfiltered snmptrap

389/udp openlfiltered Idap

520/udp open(filtered route

2049/udp openlfiltered nfs

B R R R R R R R R R R
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Nmap scan report for 188.114.96.2

Host is up, received user-set (0.14s latency).

Scanned at 2024-12-14 02:40:53 EST for 106s

PORT STATE SERVICE REASON  VERSION

67/udp open(filtered dhcps no-response



Warning: OSScan results may be unreliable because we could not find at least 1 open and 1
closed port

Device type: general purpose

Running: Linux 4.X

OS CPE: cpe:/o:linux:linux_kernel:4.4

OS details: Linux 4.4

TCP/IP fingerprint:
OS:SCAN(V=7.94SVN%E=4%D=12/14%0T=%CT=%CU=%PV=N%G=N%TM=675D36EF %
P=x86_64-pc-

OS:linux-
gnu)SEQ(II=RI)T6(R=Y%DF=Y%TG=40%W=0%S=A%A=2%F=R%0=%RD=0%Q=)U1(R=N)
OS:IE(R=Y%DFI=N%TG=40%CD=S)

TRACEROUTE

HOP RTT  ADDRESS

1 138.02 ms 188.114.96.2

Final times for host: srtt: 138017 rttvar: 77736 to: 300000

T R
TR

Nmap scan report for 188.114.96.2

Host is up, received user-set (0.14s latency).

Scanned at 2024-12-14 02:42:39 EST for 101s

PORT STATE SERVICE REASON  VERSION

68/udp open(filtered dhcpc no-response

Warning: OSScan results may be unreliable because we could not find at least 1 open and 1
closed port

Device type: general purpose

Running: Linux 4.X

OS CPE: cpe:/o:linux:linux_kernel:4.4

OS details: Linux 4.4

TCP/IP fingerprint:
OS:SCAN(V=7.94SVN%E=4%D=12/14%0T=%CT=%CU=%PV=N%G=N%TM=675D3754%P
=x86_64-pc-

OS:linux-
gnu)SEQ(II=RI)T6(R=Y%DF=Y%TG=40%W=0%S=A%A=2%F=R%0=%RD=0%Q=)U1(R=N)
OS:IE(R=Y%DFI=N%TG=40%CD=S)

TRACEROUTE
HOP RTT  ADDRESS



1 137.65 ms 188.114.96.2

Final times for host: srtt: 137645 rttvar: 77463 to: 300000
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Nmap scan report for 188.114.96.2

Host is up, received user-set (0.14s latency).

Scanned at 2024-12-14 02:44:20 EST for 136s

PORT STATE SERVICE REASON  VERSION

69/udp open(filtered tftp no-response

Warning: OSScan results may be unreliable because we could not find at least 1 open and 1
closed port

Device type: general purpose

Running: Linux 4.X

OS CPE: cpe:/o:linux:linux_kernel:4.4

OS details: Linux 4.4

TCP/IP fingerprint:
OS:SCAN(V=7.94SVN%E=4%D=12/14%0T=%CT=%CU=%PV=N%G=N%TM=675D37DC%
P=x86_64-pc-

OS:linux-
gnu)SEQ(II=RNT6(R=Y%DF=Y%TG=40%W=0%S=A%A=2%F=R%0=%RD=0%Q=)U1(R=N)
OS:IE(R=Y%DFI=N%TG=40%CD=S)

TRACEROUTE

HOP RTT  ADDRESS

1 138.69 ms 188.114.96.2

Final times for host: srtt: 138686 rttvar: 78644 to: 300000

T
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http://188.114.96.2 [403 Forbidden] Country[EUROPEAN UNION][EU], HTMLS,
HTTPServer[cloudflare], IP[188.114.96.2], Script, Title[Direct IP access not allowed |
Cloudflare], UncommonHeaders[referrer-policy,cf-ray], X-Frame-Options[SAMEORIGIN], X-
UA-Compatible[IE=Edge]

HHB B R R R R R R R R R R
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HTTP/1.1 403 Forbidden

Date: Sat, 14 Dec 2024 07:47:15 GMT

Content-Type: text/plain; charset=UTF-8

Content-Length: 16

Connection: close



X-Frame-Options: SAMEORIGIN

Referrer-Policy: same-origin

Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-
check=0

Expires: Thu, 01 Jan 1970 00:00:01 GMT

Server: cloudflare

CF-RAY: 8f1c95b2db8df260-GRU

HTTP/1.1 403 Forbidden

Date: Sat, 14 Dec 2024 07:47:15 GMT

Content-Type: text/plain; charset=UTF-8

Content-Length: 16

Connection: close

X-Frame-Options: SAMEORIGIN

Referrer-Policy: same-origin

Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-
check=0

Expires: Thu, 01 Jan 1970 00:00:01 GMT

Server: cloudflare

CF-RAY: 8f1c95b4a830f20f-GRU
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Nmap scan report for 188.114.96.2

Host is up, received user-set (0.14s latency).

Scanned at 2024-12-14 02:47:17 EST for 126s

PORT STATE SERVICE REASON VERSION

123/udp openl|filtered ntp  no-response

Warning: OSScan results may be unreliable because we could not find at least 1 open and 1
closed port

Device type: general purpose

Running: Linux 4.X

OS CPE: cpe:/o:linux:linux_kernel:4.4

OS details: Linux 4.4

TCP/IP fingerprint:
OS:SCAN(V=7.94SVN%E=4%D=12/14%0T=%CT=%CU=%PV=N%G=N%TM=675D3883%P
=x86_64-pc-

OS:linux-
gnu)SEQ(II=RNT6(R=Y%DF=Y%TG=40%W=0%S=A%A=2%F=R%0=%RD=0%Q=)U1(R=N)
OS:IE(R=Y%DFI=N%TG=40%CD=S)



TRACEROUTE

HOP RTT  ADDRESS

1 138.76 ms 188.114.96.2

Final times for host: srtt: 138763 rttvar: 78232 to: 300000

T R R
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Nmap scan report for 188.114.96.2

Host is up, received echo-reply ttl 59 (0.14s latency).

Scanned at 2024-12-14 02:49:23 EST for 120s

PORT STATE SERVICE REASON  VERSION

161/tcp filtered  snmp no-response

161/udp openl|filtered snmp no-response

Warning: OSScan results may be unreliable because we could not find at least 1 open and 1
closed port

Device type: general purpose

Running: Linux 4.X

OS CPE: cpe:/o:linux:linux_kernel:4.4

OS details: Linux 4.4

TCP/IP fingerprint:
OS:SCAN(V=7.94SVN%E=4%D=12/14%0T=%CT=%CU=%PV=N%G=N%TM=675D38FB%
P=x86_64-pc-

OS:linux-
gnu)SEQ(II=RI)T6(R=Y%DF=Y%TG=40%W=0%S=A%A=Z%F=R%0=%RD=0%Q=)U1(R=N)
OS:IE(R=Y%DFI=N%TG=40%CD=S)

TRACEROUTE

HOP RTT  ADDRESS

1 137.63 ms 188.114.96.2

Final times for host: srtt: 137633 rttvar: 58305 to: 370853
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Nmap scan report for 188.114.96.2

Host is up, received echo-reply ttl 59 (0.14s latency).
Scanned at 2024-12-14 02:51:46 EST for 574s

Not shown: 65522 filtered tcp ports (no-response)

PORT STATE SERVICE REASON VERSION
53/tcp closed domain conn-refused

80/tcp open http syn-ack  Cloudflare http proxy



|_http-title: Site doesn't have a title (text/plain; charset=UTF-8).
|_http-server-header: cloudflare

443/tcp open ssl/http syn-ack  Cloudflare http proxy

| tis-alpn:

| h2

|_ http/1.1

|_ssl-date: TLS randomness does not represent time
|_http-server-header: cloudflare

|_http-title: 403 Forbidden

| tls-nextprotoneg:

| h2

|_ http/1.1

| ssl-cert: Subject: commonName=cdnjs.cloudflare.com

| Subject Alternative Name: DNS:cdnjs.cloudflare.com, DNS:*.cdnjs.cloudflare.com
| Issuer: commonName=WE1/organizationName=Google Trust Services/countryName=US
| Public Key type: ec

| Public Key bits: 256

| Signature Algorithm: ecdsa-with-SHA256

| Not valid before: 2024-11-26T07:25:18

| Not valid after: 2025-02-24T07:25:17

| MD5: 16f3:a797:aec9:d4a3:7116:4cb4:ef0f:ec55

| SHA-1: 643f:5040:e0bd:89cb:a9c8:bee5:74f6:9ed6:2e1a:3202

| MIIDWDCCA2agAwIBAgIRAMMIPEsTVUHzEQR6gWFcoBcwCgYIKoZIzZj0OEAwIwOzEL

| MAKGATUEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWNIczEMMAO0G

| ATUEAXMDVOUxMB4XDTIOMTEYNjA3MjUxOFoXDTI1MDIyNDA3MjUxN1owHzEdMBsG

| ATUEAXMUY2RuanMuY 2xvdWRmbGFyZS5jb20wWTATBgcqhkjOPQIBBggghkjOPQMB

| BWNCAATJ1XOMIjL2/KI1jwi2ulJJEZUNn15xveLBJZbmHBFCwrPJZvOQNpAXiB/ZT

| 9TVZic5/pO8ju3toQdutjQIE/hWMo4ICZTCCAmEwWDgYDVROPAQH/BAQDAgeAMBMG

|
A1UdJQQMMA0GCCsGAQUFBWMBMAWGA1UdEWEB/WQCMAAWHQYDVROOBBYEFOZ/b
oRn

| 3QwvhSp8NH1ILbI36JIYMB8GA1UdIwQYMBaAFJB3kjVnxP+ozKnme9mAeXvMk/k4

| MFAGCCsGAQUFBwWEBBFIwUDANBggrBgEFBQcwAYYbaHROcDovL28ucGtpLmdvb2cv

| cy93ZTEvd3kwMCUGCCsGAQUFBzAChhlodHRwQi8vaS5wa2kuZ29vZy93ZTEuY3J0

| MDcGATUdEQQwWMCG6CFGNkbmpzLmMNsb3VkZmxhcmUuY29tghYgLmNkbmpzLmNsb3Vk
|

ZmxhcmUuY29tMBMGA1UdIAQMMAowCAY GZ4EMAQIBMDY GA1UdHWQVMCOwK6ApoCe
G



| JWhOdHAGLY9LnBraS5nb29nL3dIMS8wYjA3bEt5U2dVMCS5jcmwwggEEBgorBgEE

| AdZ5AgQCBIH1BIHYyAPAAdgDPEVbu1S58r/OHWIIpLpvpGnFnSrAX7KwBO0It3zsw7

| CAAAAZNNnky6UAAAEAWBHMEUCIEUOHDuUVizquOFmMy+3YGSdCh2wqj419eyk/X0/6
| yDISAIEAhoyeNgqEM8qTABbwTHXolmydkiLo8X02mBEmMS1UKTjuEAdgDM+w9qghXEJ
| ZfE6Vm1PO6bJ8lumFXA2XjbapfITA/kwNsAAAAZNnky69AAAEAWBHMEUCIQC8dssH
| 7GfbG1+kgPtb89rjE1t2xclhcfzV9jK/pRod+AlgPRtUs9aFUXEDXrdF50Bq3JFh

| RyrrKcivdZ5M9Ah1kHkwCgYIKoZIzj0OEAWIDSAAWRQINAJ2BOMzXEfsQjRjBUN5SM

| D4LyU3ZhNh8upOzwl+CKCnylAIBNEoWphWXvpVgVwmbnp9lgQVSSCwt+fSTc/Qw2
| 1K/IVEA==

|_-—---END CERTIFICATE-----

2052/tcp open http  syn-ack  Cloudflare http proxy

|_http-server-header: cloudflare

|_http-title: Site doesn't have a title (text/plain; charset=UTF-8).

2053/tcp open ssl/http syn-ack  nginx

|_ssl-date: TLS randomness does not represent time

| ssl-cert: Subject: commonName=cdnjs.cloudflare.com

| Subject Alternative Name: DNS:cdnjs.cloudflare.com, DNS:*.cdnjs.cloudflare.com

| Issuer: commonName=WE1/organizationName=Google Trust Services/countryName=US
| Public Key type: ec

| Public Key bits: 256

| Signature Algorithm: ecdsa-with-SHA256

| Not valid before: 2024-11-26T07:25:18

| Not valid after: 2025-02-24T07:25:17

| MD5: 16f3:a797:aec9:d4a3:7116:4cb4:ef0f:ec55

| SHA-1: 643f:5040:e0bd:89cb:a9c8:bee5:74f6:9ed6:2e1a:3202

| MIIDWDCCA2agAwIBAgIRAMMIPEsTVUHzEQR6gWFcoBcwCgYIKoZIzZj0OEAwIwOzEL

| MAKGATUEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWNIczEMMAO0G
| ATUEAXMDVOUxMB4XDTIOMTEYNjA3MjUxOFoXDTI1MDIyNDA3MjUxN1owHzEdMBsG

| ATUEAXMUY2RuanMuY 2xvdWRmbGFyZS5jb20wWTATBgcqhkjOPQIBBggghkjOPQMB

| BWNCAATJ1XOMIjL2/KI1jwi2ulJJEZUNn15xveLBJZbmHBFCwrPJZvOQNpAXIB/ZT

| 9TVZic5/pO8ju3toQdutjQIE/hWMo4ICZTCCAmMEwWDgYDVROPAQH/BAQDAgeAMBMG

|
A1UdJQQMMA0GCCsGAQUFBWMBMAWGA1UdEWEB/WQCMAAWHQYDVROOBBYEFOZ/b
oRn

| 3QwvhSp8NH1ILbI36JIYMB8GA1UdIwQYMBaAFJB3kjVnxP+ozKnme9mAeXvMk/k4

| MFAGCCsGAQUFBwWEBBFIwUDANBggrBgEFBQcwAYYbaHROcDovL28ucGtpLmdvb2cv

| cy93ZTEvd3kwMCUGCCsGAQUFBzAChhlodHRwQi8vaS5wa2kuZ29vZy93ZTEuY3J0

| MDcGA1TUdEQQwWMCG6CFGNkbmpzLMNsb3VkZmxhcmUuY29tghYgLmNkbmpzLmNsb3Vk



|
ZmxhcmUuY29tMBMGA1UdIAQMMAowCAY GZ4EMAQIBMDY GA1UdHwWQvMCOwK6ApoCe

G

| JWhOdHAGLY9LnBraS5nb29nL3dIMS8wYjA3bEt5U2dVMCS5jcmwwggEEBgorBgEE

| AdZ5AgQCBIH1BIHYyAPAAdgDPEVbu1S58r/OHWOIpLpvpGnFnSrAX7KwBOIt3zsw7

| CAAAAZNnky6UAAAEAWBHMEUCIEUOHDuUVizquOFmMy+3YGSdCh2wqj419eyk/X0/6
| yDISAIEAhoyeNgqEM8qTABbwTHXolmydkiLo8X02mBEmMS1UKTjuEAdgDM+w9qghXEJ
| ZIBVmM1PO6bJ8IumFXA2XjbapflITA/kwNsSAAAAZNNky69AAAEAWBHMEUCIQC8dssH
| 7GfbG1+kgPtb89rE1t2xclhcfzVIjK/pRod+AlgPRtUs9aFUXEDXrdF50Bq3JFh

| RyrrKcivdZ5M9Ah1kHkwCgYIKoZIzjOEAWIDSAAWRQIhAJ2BOMzXEfsQjRjBUN5M

| D4LYyU3ZhNh8upOzwl+CKCnylAIBNEoWphWXvpVgVwmbnp9lgQVSSCwt+fSTc/Qw2
| 1K/VEA==

|_-----END CERTIFICATE-----

| tls-nextprotoneg:

| h2

|_ http/1.1

| tls-alpn:

| h2

|_ http/1.1

|_http-title: 403 Forbidden

|_http-server-header: cloudflare

2082/tcp open http  syn-ack  Cloudflare http proxy

|_http-title: Site doesn't have a title (text/plain; charset=UTF-8).

|_http-server-header: cloudflare

2086/tcp open http  syn-ack  Cloudflare http proxy

|_http-title: Site doesn't have a title (text/plain; charset=UTF-8).

|_http-server-header: cloudflare

2087/tcp open ssl/http syn-ack  nginx

| tis-alpn:

| h2

|_ http/1.1

| ssl-cert: Subject: commonName=cdnjs.cloudflare.com

| Subject Alternative Name: DNS:cdnjs.cloudflare.com, DNS:*.cdnjs.cloudflare.com

| Issuer: commonName=WE1/organizationName=Google Trust Services/countryName=US
| Public Key type: ec

| Public Key bits: 256

| Signature Algorithm: ecdsa-with-SHA256

| Not valid before: 2024-11-26T07:25:18

| Not valid after: 2025-02-24T07:25:17



| MD5: 16f3:a797:aec9:d4a3:7116:4cb4.ef0f.ec55
| SHA-1: 643f:5040:e0bd:89ch:a9c8:bee5:746:9ed6:2e1a:3202

| MIIDWDCCA2agAwIBAgIRAMMPEsTVUHzZEQRG6gWFcoBcwCgYIKoZIzj0OEAwIwOzEL

| MAKGA1UEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWNIczEMMAoG
| ATUEAXMDVOUXxMB4XDTIOMTEYNjA3MjUxOFoXDTI1MDIyNDA3MjUxN1owHzEdMBsG

| ATUEAXMUY2RuanMuY 2xvdWRmbGFyZS5jb20wWTATBgcqghkjOPQIBBggghkjOPQMB

| BWNCAATJ1X0MIjL2/KI1jwi2ulJJEZUNn15xvelLBJZbmHBFCwrPJZvOQNpAXIB/ZT

| 9TVZic5/p08ju3toQdutjQIE/hWMo4ICZTCCAMEwWDgYDVROPAQH/BAQDAgeAMBMG

|
A1UdJQQMMA0GCCsGAQUFBwMBMAwWGA1UdEWEB/WQCMAAWHQYDVROOBBYEFOZ/b
oRn

| 3QwvhSp8NH1ILbI36JIYMB8GA1UdIwQYMBaAFJB3kjVnxP+ozKnme9mAeXvMk/k4

| MFAGCCsGAQUFBwWEBBFIwUDANBggrBgEFBQcwAYYbaHROcDovL28ucGtpLmdvb2cv

| cy93ZTEvd3kwMCUGCCsGAQUFBzAChhlodHRwQi8vaS5wa2kuZ29vZy93ZTEuY3J0

| MDcGATUdEQQWMCB6CFGNKbmpzLMNsb3VkZmxhcmUuY29tghYgLmNkbmpzLmNsb3Vk
|

ZmxhcmUuY29tMBMGA1UdIAQMMAowCAY GZ4EMAQIBMDY GA1UdHwWQvMCOwK6ApoCe
G

| JWhOdHAGLY9LnBraS5nb29nL3dIMS8wYjA3bEt5U2dVMC5jcmwwggEEBgorBgEE

| AdZ5AgQCBIH1BIHYyAPAAdgDPEVbu1S58r/OHWOIpLpvpGnFnSrAX7KwBOIt3zsw7

| CAAAAZNNnky6UAAAEAWBHMEUCIEUOHDuUVizquOFmMy+3YGSdCh2wqj419eyk/X0/6

| yDISAIEAhoyeNgEM8qTABbwTHXolmydkiLo8X02mBEmMS1UKTjuEAdgDM+w9qhXEJ

| ZfIBVmM1PO6bJ8IumFXA2XjbapflITA/kwNsSAAAAZNNky69AAAEAWBHMEUCIQC8dssH

| 7GfbG1+kgPtb89rjE1t2xclhcfzV9jK/pRod+AlgPRtUs9aFUXEDXrdF50Bq3JFh

| RyrrKcivdZ5M9Ah1kHkwCgYIKoZIzj0OEAWIDSAAWRQINAJ2BOMzXEfsQjRjBUNSM

| D4LYyU3ZhNh8upOzwl+CKCnylAiBNEoWphWXvpVgVwmbnp9lgQVSSCwt+fSTc/Qw2

| 1KIVEA==

|_-----END CERTIFICATE-----

|_http-title: 403 Forbidden

|_ssl-date: TLS randomness does not represent time

|_http-server-header: cloudflare

| tiIs-nextprotoneg:

| h2

|_ http/1.1

2095/tcp open http  syn-ack  Cloudflare http proxy

|_http-title: Site doesn't have a title (text/plain; charset=UTF-8).

|_http-server-header: cloudflare

2096/tcp open ssl/http syn-ack  nginx



| tis-nextprotoneg:

| h2

|_ http/1.1

| ssl-cert: Subject: commonName=cdnjs.cloudflare.com

| Subject Alternative Name: DNS:cdnjs.cloudflare.com, DNS:*.cdnjs.cloudflare.com
| Issuer: commonName=WE1/organizationName=Google Trust Services/countryName=US
| Public Key type: ec

| Public Key bits: 256

| Signature Algorithm: ecdsa-with-SHA256

| Not valid before: 2024-11-26T07:25:18

| Not valid after: 2025-02-24T07:25:17

| MD5: 16f3:a797:aec9:d4a3:7116:4cb4.ef0f.ec55

| SHA-1: 643f:5040:e0bd:89cb:a9c8:bee5:74f6:9ed6:2e1a:3202

| MIIDWDCCAZ2agAwIBAgIRAMMIPEsSTVUHzEQR6gWFcoBcwCgYIKoZIzZjOEAwIwOzEL

| MAKGA1UEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWNIczEMMAoG
| ATUEAXMDVOUxMB4XDTIOMTEYNjA3MjUxOFoXDTI1MDIyNDA3MjUxN1owHzEdMBsG

| ATUEAXMUY2RuanMuY 2xvdWRmbGFyZS5jb20wWTATBgcqhkjOPQIBBggghkjOPQMB

| BWNCAATJ1XO0MIjL2/KI1jwi2ulJJEZUNn15xvelLBJZbmHBFCwrPJZvOQNpAXIB/ZT

| 9TVZic5/p08ju3t9QdutjQIE/hWMo4ICZTCCAmEwWDgYDVROPAQH/BAQDAgeAMBMG

|
A1UdJQQMMA0GCCsGAQUFBwMBMAwWGA1UdEWEB/WQCMAAWHQYDVROOBBYEFOZ/b
oRn

| 3QwvhSp8NH1ILbI36JIYMB8GA1UdIwQYMBaAFJB3kjVnxP+ozKnme9mAeXvMk/k4

| MFAGCCsGAQUFBwWEBBFIwUDANBggrBgEFBQcwAYYbaHROcDovL28ucGtpLmdvb2cv

| cy93ZTEvd3kwMCUGCCsGAQUFBzAChhlodHRwQi8vaS5wa2kuZ29vZy93ZTEuY3J0

| MDcGATUdEQQwWMCBCFGNkbmpzLmMNsb3VkZmxhcmUuY29tghYgLmNkbmpzLmNsb3Vk
|

ZmxhcmUuY29tMBMGA1UdIAQMMAowCAY GZ4EMAQIBMDY GA1UdHWQVMCOwK6ApoCe
G

| JIWhOdHAGLY9jLnBraS5nb29nL3dIMS8wYjA3bEt5U2dVMC5jcmwwggEEBgorBgEE

| AdZ5AgQCBIH1BIHYyAPAAdgDPEVbu1S58r/OHWOIpLpvpGnFnSrAX7KwBOIt3zsw7

| CAAAAZNNnky6UAAAEAWBHMEUCIEUOHDuUVizquOFmMy+3YGSdCh2wqj419eyk/X0/6

| yDISAIEAhoyeNgEM8qTABbwTHXolmydkiLo8X02mBEmMS1UKTjuEAdgDM+w9qghXEJ

| ZfIBVmM1PO6bJ8IumFXA2XjbapflITA/kwNsSAAAAZNNky69AAAEAWBHMEUCIQC8dssH

| 7GfbG1+kgPtb89rjE1t2xclhcfzV9jK/pRod+AlgPRtUs9aFUXEDXrdF50Bq3JFh

| RyrrKcivdZ5M9Ah1kHkwCgYIKoZIzj0OEAWIDSAAWRQINAJ2BOMzXEfsQjRjBUNSM

| D4LyU3ZhNh8upOzwl+CKCnylAiBNEoWphWXvpVgVwmbnp9lgQVSSCwt+fSTc/Qw2

| 1K/VEA==



|_-----END CERTIFICATE-----

|_ssl-date: TLS randomness does not represent time

|_http-title: 403 Forbidden

|_http-server-header: cloudflare

| tls-alpn:

| h2

|_ http/1.1

8080/tcp open http  syn-ack  Cloudflare http proxy
|_http-server-header: cloudflare

|_http-title: Site doesn't have a title (text/plain; charset=UTF-8).
8443/tcp open ssl/http syn-ack  Cloudflare http proxy

| ssl-cert: Subject: commonName=cdnjs.cloudflare.com

| Subject Alternative Name: DNS:cdnjs.cloudflare.com, DNS:*.cdnjs.cloudflare.com
| Issuer: commonName=WE1/organizationName=Google Trust Services/countryName=US
| Public Key type: ec

| Public Key bits: 256

| Signature Algorithm: ecdsa-with-SHA256

| Not valid before: 2024-11-26T07:25:18

| Not valid after: 2025-02-24T07:25:17

| MD5: 16f3:a797:aec9:d4a3:7116:4cb4.ef0f.ec55

| SHA-1: 643f:5040:e0bd:89cb:a9c8:beeb5:7416:9ed6:2e1a:3202

| MIIDWDCCAZ2agAwIBAgIRAMMIPESTVUHzEQR6gWFcoBcwCgYIKoZIzZjOEAwIwOzEL

| MAKGA1UEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWNIczEMMAoG

| ATUEAXMDVOUxMB4XDTIOMTEyYNjA3MjUxOFoXDTI1MDIyNDA3MjUxN1owHzEdMBsG

| ATUEAXMUY2RuanMuY 2xvdWRmbGFyZS5jb20wWTATBgcqhkjOPQIBBggghkjOPQMB

| BWNCAATJ1XO0MIjL2/KI1jwi2ulJJEZUn15xvelLBJZbmHBFCwrPJZvOQNpAXIB/ZT

| 9TVZic5/p08ju3t9QdutjQIE/hWMo4ICZTCCAmEwWDgYDVROPAQH/BAQDAgeAMBMG

|
A1UdJQQMMA0GCCsGAQUFBwMBMAWGA1UdEWEB/WQCMAAWHQYDVROOBBYEFOZ/b
oRn

| 3QwvhSp8NH1ILbI36JIYMB8GA1UdIwQYMBaAFJB3kjVnxP+ozKnme9mAeXvMk/k4

| MFAGCCsGAQUFBwWEBBFIwUDANBggrBgEFBQcwAYYbaHROcDovL28ucGtpLmdvb2cv

| cy93ZTEvd3kwMCUGCCsGAQUFBzAChhlodHRwQi8vaS5wa2kuZ29vZy93ZTEuY3J0

| MDcGA1TUdEQQwWMC6CFGNkbmpzLmMmNsb3VkZmxhcmUuY29tghYgLmNkbmpzLmNsb3Vk
|

ZmxhcmUuY29tMBMGA1UdIAQMMAowCAY GZ4EMAQIBMDY GA1UdHwWQvMCOwK6ApoCe
G

| JIWhOdHAGLY9jLnBraS5nb29nL3dIMS8wY]jA3bEt5U2dVMC5jcmwwggEEBgorBgEE



| AdZ5AgQCBIH1BIHYyAPAAdgDPEVbu1S58r/OHWOIpLpvpGnFnSrAX7KwBOIt3zsw7

| CAAAAZNNnky6UAAAEAWBHMEUCIEUOHDuUVizquOFmMy+3YGSdCh2wqj419eyk/X0/6
| yYDISAIEAhoyeNgqEM8qTABbwTHXolmydkiLo8X02mBEmMS1UKTjuEAdgDM+w9qghXEJ

| ZfI6VmM1PO6bJ8IumFXA2XjbapflITA/kwNsSAAAAZNNky69AAAEAWBHMEUCIQC8dssH

| 7GfbG1+kgPtb89rjE1t2xclhcfzVIjK/pRod+AlgPRtUs9aFUXEDXrdF50Bq3JFh

| RyrrKcivdZ5M9Ah1kHkwCgYIKoZIzjOEAWIDSAAWRQIhAJ2BOMzXEfsQjRjBUN5SM

| D4LyU3ZhNh8upOzwl+CKCnylAiBNEoWphWXvpVgVwmbnp9lgQVSSCwt+fSTc/Qw2

| 1K/IVEA==

|_-----END CERTIFICATE-----

|_http-title: 403 Forbidden

|_http-server-header: cloudflare

| tls-alpn:

| h2

|_ http/1.1

|_ssl-date: TLS randomness does not represent time

| tls-nextprotoneg:

| h2

|_ http/1.1

8880/tcp open http syn-ack  Cloudflare http proxy

|_http-title: Site doesn't have a title (text/plain; charset=UTF-8).

|_http-server-header: cloudflare

OS fingerprint not ideal because: Didn't receive UDP response. Please try again with -sSU
No OS matches for host

TCP/IP fingerprint:
SCAN(V=7.94SVN%E=4%D=12/14%0T=80%CT=53%CU=%PV=N%G=N%TM=675D3B50%
P=x86_64-pc-linux-gnu)

SEQ(SP=106%GCD=1%ISR=10B%TI1=Z2%II=RI%TS=22)
OPS(01=M53CST11NWD%02=M53CST11NWD%03=M53CNNT11NWD%04=M53CST11N
WD%05=M53CST11NWD%06=M53CST11)
WIN(W1=FFFF%W2=FFFF%W3=FFFF%W4=FFFF%W5=FFFF%W6=FFFF)
ECN(R=Y%DF=Y%TG=40%W=FFFF%O=M53CNNSNWD%CC=Y%Q=)
T1(R=Y%DF=Y%TG=40%S=0%A=S+%F=AS%RD=0%Q=)

T2(R=N)

T3(R=N)

T4(R=Y%DF=Y%TG=40%W=0%S=A%A=2%F=R%0=%RD=0%Q=)

T5(R=N)

T6(R=N)

T7(R=N)



U1(R=N)

IE(R=Y%DFI=N%TG=40%CD=S)

Uptime guess: 0.001 days (since Sat Dec 14 03:00:09 2024)
TCP Sequence Prediction: Difficulty=262 (Good luck!)

IP ID Sequence Generation: All zeros

TRACEROUTE

HOP RTT  ADDRESS

1 139.13 ms 188.114.96.2

T R R R R R R T R R T
TR

Nmap scan report for 188.114.96.2

Host is up (0.14s latency).

PORT STATE SERVICE VERSION

53/udp open(filtered tcpwrapped

67/udp open(filtered dhcps

68/udp openlfiltered dhcpc

69/udp open(filtered tftp

88/udp open(filtered kerberos-sec

123/udp openl|filtered ntp

137/udp openlfiltered netbios-ns

138/udp openlfiltered netbios-dgm

139/udp openlfiltered netbios-ssn

161/udp openlfiltered snmp

162/udp openlfiltered snmptrap

389/udp openlfiltered Idap

520/udp open(filtered route

2049/udp openlfiltered nfs

Warning: OSScan results may be unreliable because we could not find at least 1 open and 1
closed port

Device type: general purpose

Running: Linux 4.X

OS CPE: cpe:/o:linux:linux_kernel:4.4

OS details: Linux 4.4

TRACEROUTE

HOP RTT  ADDRESS

1 137.66 ms 188.114.96.2

T R R R T R R R R R T
T AR



address mac name os_name os_flavor os _sp purpose info comments

188.114 Linux 4.X server

.96.2

Services

host port proto name state info

188.114.96.2 53 tcp domain closed

188.114.96.2 53 udp domain unknown

188.114.96.2 67 udp dhcps unknown

188.114.96.2 68 udp dhcpc unknown

188.114.96.2 69 wudp tftp unknown

188.114.96.2 80 tcp http open Cloudflare http proxy
188.114.96.2 88 wudp kerberos-sec unknown

188.114.96.2 123 udp ntp unknown

188.114.96.2 137 udp netbios-ns unknown

188.114.96.2 138 udp netbios-dgm unknown

188.114.96.2 139 udp netbios-ssn unknown

188.114.96.2 161 udp snmp unknown

188.114.96.2 162 udp snmptrap  unknown

188.114.96.2 389 udp Idap unknown

188.114.96.2 443 tcp ssl/http open Cloudflare http proxy
188.114.96.2 520 udp route unknown

188.114.96.2 2049 udp nfs unknown

188.114.96.2 2052 tcp http open Cloudflare http proxy
188.114.96.2 2053 tcp ssl/http  open  nginx

188.114.96.2 2082 tcp http open Cloudflare http proxy
188.114.96.2 2086 tcp http open Cloudflare http proxy
188.114.96.2 2087 tcp ssl/http  open  nginx

188.114.96.2 2095 tcp http open Cloudflare http proxy
188.114.96.2 2096 tcp ssl/http  open  nginx

188.114.96.2 8080 tcp http open Cloudflare http proxy
188.114.96.2 8443 tcp ssl/http  open  Cloudflare http proxy
188.114.96.2 8880 tcp http open Cloudflare http proxy

T R R R
HHHH B R R R
Nmap scan report for xubster.com (172.67.161.11)



Host is up (0.17s latency).

Other addresses for xubster.com (not scanned): 104.21.15.22 2606:4700:3036::6815:f16
2606:4700:3035::ac43:a10b

Not shown: 996 filtered tcp ports (no-response)
PORT STATE SERVICE

80/tcp open http

443/tcp open https

8080/tcp open http-proxy

8443/tcp open https-alt

Host script results:

| dns-brute:

| DNS Brute-force hostnames:

| ns1.xubster.com - 104.21.15.22

| ns1.xubster.com - 172.67.161.11

| ns1.xubster.com - 2606:4700:3035::ac43:a10b

| ns1.xubster.com - 2606:4700:3036::6815:f16

| ns2.xubster.com - 104.21.15.22

| ns2.xubster.com - 172.67.161.11

| ns2.xubster.com - 2606:4700:3035::ac43:a10b

| ns2.xubster.com - 2606:4700:3036::6815:f16

|  www.xubster.com - 104.21.15.22

|  www.xubster.com - 172.67.161.11

|  www.xubster.com - 2606:4700:3035::ac43:a10b
|  www.xubster.com - 2606:4700:3036::6815:f16

| ftp.xubster.com - 104.21.15.22

| ftp.xubster.com - 172.67.161.11

| ftp.xubster.com - 2606:4700:3035::ac43:a10b
| ftp.xubster.com - 2606:4700:3036::6815:f16
HHHHHHH R R R R R R
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Nmap scan report for 188.114.96.2

Host is up (0.17s latency).

PORT STATE SERVICE VERSION

21/tcp filtered ftp

22/tcp filtered ssh

23/tcp filtered telnet

25/tcp filtered smtp

53/tcp filtered domain

80/tcp open http Cloudflare http proxy



|_http-title: Site doesn't have a title (text/plain; charset=UTF-8).
|_http-server-header: cloudflare

110/tcp filtered pop3

135/tcp filtered msrpc

139/tcp filtered netbios-ssn

143/tcp filtered imap

443/tcp open ssl/http  Cloudflare http proxy

| tis-alpn:

| h2

|_ http/1.1

| ssl-cert: Subject: commonName=cdnjs.cloudflare.com
| Subject Alternative Name: DNS:cdnjs.cloudflare.com, DNS:*.cdnjs.cloudflare.com
| Not valid before: 2024-11-26T07:25:18

|_Not valid after: 2025-02-24T07:25:17

|_http-title: 403 Forbidden

|_http-server-header: cloudflare

| tls-nextprotoneg:

| h2

|_ http/1.1

|_ssl-date: TLS randomness does not represent time
445/tcp filtered microsoft-ds

3306/tcp filtered mysql

3389/tcp filtered ms-wbt-server
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[INFO] Date: 14/12/24 | Time: 02:23:55

[INFO] ------ TARGET info------

[*] TARGET: https://xubster.com/?op=payments

[*] TARGET IP: 172.64.80.1

[INFO] NO load balancer detected for xubster.com...
[*] DNS servers: donald.ns.cloudflare.com.

[*] TARGET server: cloudflare

[*] CC: US

[*] Country: United States

[*] RegionCode: CA

[*] RegionName: California

[*] City: San Francisco



[*] ASN: AS13335

[*] BGP_PREFIX: 172.64.0.0/16

[*] ISP: CLOUDFLARENET, US

[INFO] SSL/HTTPS certificate detected

[*] Issuer: issuer=C=US, O=Google Trust Services, CN=WE"1

[*] Subject: subject=CN=xubster.com

[INFO] DNS enumeration:

[*] ftp.xubster.com  172.64.80.1

[*] ns1.xubster.com  172.64.80.1

[*] ns2.xubster.com  172.64.80.1

[INFO] Possible abuse mails are:

[*] abuse@cloudflare.com

[*] abuse@xubster.com

[INFO] NO PAC (Proxy Auto Configuration) file FOUND

[ALERT] robots.txt file FOUND in http://xubster.com/robots.txt

[INFO] Checking for HTTP status codes recursively from http://xubster.com/robots.txt
[INFQO] Status code Folders

[INFO] Starting FUZZing in http://xubster.com/FUzZzZzZz7z...

[INFQO] Status code Folders

[*] 200 http://xubster.com/download

[ALERT] Look in the source code. It may contain passwords

[ALERT] Content in http://xubster.com/ AND http://www.xubster.com/ is different
[INFO] MDS5 for http://xubster.com/ is: bb953fd2206892da0641fdc54e4437e0
[INFO] MD5 for http://www.xubster.com/ is: cb0c635cc6fd308eaec9dd194c4811b5
[INFO] http://xubster.com/ redirects to http://xubster.com/

[INFO] http://www.xubster.com/ redirects to http://www.xubster.com/

[INFO] Links found from https://xubster.com/?op=payments http://172.64.80.1/:
[*] http://downloadwiki.blogspot.jp/2014/10/xubster.html

[*] http://www.soonerbuy.com/index.php?route=product/product&product_id=230
[*] http://www.soonerbuy.com/index.php?route=product/product&product _id=231
[*] http://www.soonerbuy.com/index.php?route=product/product&product_id=232
[*] http://www.soonerbuy.com/xubster30

[*] http://xubster.com/

[*] https://apseller.com/intl/product/xubster-premium-license-180-days/

[*] https://apseller.com/intl/product/xubster-premium-license-30-days/

[*] https://apseller.com/intl/product/xubster-premium-license-365-days/

[*] https://apseller.com/intl/product/xubster-premium-license-90-days/

[*] https://item.taobao.com/item.htm?ft=t&id=678629876954

[*] https://item.taobao.com/item.htm?ft=t&id=749277018440



[*] https://item.taobao.com/item.htm?ft=t&id=749365539153

[*] https://item.taobao.com/item.htm?ft=t&id=749365967168

[*] https://preaka.jp/product/xubster/

[*] https://premiumkeyvip.shop.shay360.com/#/goods?id=89

[*] https://premiumkeyvip.shop.shay360.com/#/goods?id=90

[*] https://premiumkeyvip.shop.shay360.com/#/goods?id=91

[*] https://premiumkeyvip.shop.shay360.com/#/goods?id=92

[*] https://premiumland.net/xubster/

[*] https://premiumland.net/xubster/d180

[*] https://premiumland.net/xubster/d31

[*] https://premiumland.net/xubster/d365

[*] https://premiumland.net/xubster/d90

[¥] https://presoku.com/product/xubster/

[*] https://xubster.com/

[*] https://xubster.com/?op=change_lang&lang=arabic

[*] https://xubster.com/?op=change_lang&lang=dutch

[*] https://xubster.com/?op=change_lang&lang=french

[*] https://xubster.com/?op=change_lang&lang=german

[*] https://xubster.com/?op=change_lang&lang=hebrew

[*] https://xubster.com/?op=change_lang&lang=hungary

[*] https://xubster.com/?op=change_lang&lang=indonesia

[*] https://xubster.com/?op=change_lang&lang=japan

[*] https://xubster.com/?op=change_lang&lang=polish

[¥] https://xubster.com/?op=change_lang&lang=russian

[*] https://xubster.com/?op=change_lang&lang=spanish

[*] https://xubster.com/?op=change_lang&lang=thai

[*] https://xubster.com/?op=change_lang&lang=turkish

[*] https://xubster.com/?op=checkfiles

[*] https://xubster.com/?op=forgot_pass

[*] https://xubster.com/?op=payments&amount=112.95&type=alfacoins&r=rilovq
[*] https://xubster.com/?
op=payments&amount=112.95&type=fshpay&submethod=paypal&r=rilovq

[*] https://xubster.com/?op=payments&amount=24.95&type=alfacoins&r=rilovq
[*] https://xubster.com/?
op=payments&amount=24.95&type=fshpay&submethod=paypal&r=rilovq

[*] https://xubster.com/?op=payments&amount=49.95&type=alfacoins&r=rilovq
[*] https://xubster.com/?
op=payments&amount=49.95&type=fshpay&submethod=paypal&r=rilovq

[*] https://xubster.com/?op=payments&amount=86.95&type=alfacoins&r=rilovq



[*] https://xubster.com/?
op=payments&amount=86.95&type=fshpay&submethod=paypal&r=rilovq
[*] https://xubster.com/?op=redeem

[¥] https://xubster.com/?op=registration

[*] https://xubster.com/contact.html

[*] https://xubster.com/faq.html

[*] https://xubster.com/login.html

[*] https://xubster.com/pages/advertising.html

[*] https://xubster.com/pages/affiliate.html

[¥] https://xubster.com/pages/dmca.html

[*] https://xubster.com/pages/privacy.html

[*] https://xubster.com/pages/resellers.html

[*] https://xubster.com/premium.htmi

[*] https://xubster.com/tos.html

cut: invalid field range

Try 'cut --help' for more information.

[INFO] Shodan detected the following opened ports on 172.64.80.1:
[INFQO] ------ VirusTotal SECTION------

[INFO] VirusTotal passive DNS only stores address records. The following domains resolved
to the given IP address:

[INFO] Latest URLs hosted in this IP address detected by at least one URL scanner or
malicious URL dataset:

[INFO] Latest files that are not detected by any antivirus solution and were downloaded by
VirusTotal from the IP address provided:

[INFO] ------ Alexa Rank SECTION------

[INFO] Percent of Visitors Rank in Country:

[INFO] Percent of Search Traffic:

[INFO] Percent of Unique Visits:

[INFO] Total Sites Linking In:

[INFO] Useful links related to xubster.com - 172.64.80.1:

[*] https://www.virustotal.com/pt/ip-address/172.64.80.1/information/

[*] https://www.hybrid-analysis.com/search?host=172.64.80.1

[*] https://www.shodan.io/host/172.64.80.1

[*] https://www.senderbase.org/lookup/?search_string=172.64.80.1

[*] https://www.alienvault.com/open-threat-exchange/ip/172.64.80.1

[*] http://pastebin.com/search?q=172.64.80.1

[*] http://urlquery.net/search.php?q=172.64.80.1

[*] http://www.alexa.com/siteinfo/xubster.com

[*] http://www.google.com/safebrowsing/diagnostic?site=xubster.com



[*] https://censys.iolipv4/172.64.80.1

[*] https://www.abuseipdb.com/check/172.64.80.1

[*] https://urlscan.io/search/#172.64.80.1

[*] https://github.com/search?q=172.64.80.1&type=Code

[INFO] Useful links related to AS13335 - 172.64.0.0/16:

[*] http://www.google.com/safebrowsing/diagnostic?site=AS:13335
[*] https://lwww.senderbase.org/lookup/?search_string=172.64.0.0/16
[*] http://bgp.he.net/AS13335

[*] https://stat.ripe.net/AS13335

[INFO] Date: 14/12/24 | Time: 02:24:12

[INFO] Total time: 0 minute(s) and 17 second(s)
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[digitorus] xubster.com
[hackertarget] checkout.xubster.com
[hackertarget] ns1.xubster.com
[hackertarget] ns2.xubster.com
[hackertarget] u2.xubster.com
[hackertarget] www.xubster.com
[hackertarget] x12.xubster.com
[hackertarget] x13.xubster.com
[hackertarget] x16.xubster.com
[hackertarget] x17.xubster.com
[hackertarget] x18.xubster.com
[hackertarget] x19.xubster.com
[hackertarget] x20.xubster.com
[hackertarget] x21.xubster.com
[hackertarget] x5.xubster.com
[leakix] www.xubster.com
[leakix] x16.xubster.com
[leakix] x13.xubster.com
[leakix] x17 .xubster.com
[leakix] checkout.xubster.com
[leakix] x5.xubster.com

[leakix] x12.xubster.com
[leakix] x18.xubster.com
[leakix] x19.xubster.com



[leakix] u2.xubster.com
[crtsh] x20.xubster.com
[crtsh] x19.xubster.com
[crtsh] xubster.com

[crtsh] x21.xubster.com
[crtsh] x16.xubster.com
[crtsh] x18.xubster.com
[crtsh] x17.xubster.com
[crtsh] x13.xubster.com
[crtsh] x12.xubster.com
[crtsh] u2.xubster.com
[crtsh] www.xubster.com
[crtsh] x5.xubster.com

[crtsh] checkout.xubster.com
[crtsh] www.checkout.xubster.com
x20.xubster.com
x19.xubster.com
x5.xubster.com
x21.xubster.com
x16.xubster.com
ns2.xubster.com
www.xubster.com

x17 .xubster.com
x12.xubster.com
ns1.xubster.com
www.checkout.xubster.com
u2.xubster.com
x18.xubster.com
checkout.xubster.com
x13.xubster.com
xubster.com
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<html>

<head>

<meta name="robots" content="noindex" />
<meta charset="UTF-8">
<meta http-equiv=content-Type content="text-html; charset=UTF-8">



<meta name="description" content="XUBSTER.COM - Free file upload service">
<meta name="keywords" content="XUBSTER Remote Storage Solutions">

<script type="text/javascript'>
if (top !== self) top.location.href = self.location.href;
</script>

<title>XUBSTER.COM - Fast. Remote. Secure.</title>
<l--link rel="nofollow" href=" type="image/x-icon"/>-->
<link rel="nofollow" href=" type="image/x-icon"/>
<link rel="nofollow" type="text/css"
href="https://justpaste.it/redirect/eo575/https%3A%2F %2Fxubster.com%2Fcss%2F style.css"/
>
<script language="JavaScript" type="text/javascript" CHARSET="UTF-8"
src="https://xubster.com/js/jquery-1.9.1.min.js"></script>
<script type="text/javascript" src="https://xubster.com/js/jquery.paging.js"></script>
<script type="text/javascript" src="https://xubster.com/js/jquery.cookie.js"></script>
<script type="text/javascript" src="https://xubster.com/js/paging.js"></script>
<script type="text/javascript">
$(document).ready(function() {
$("#showallarch").click(function() {
$(this).css('display', 'none'),
$("#fileinfoarch").css('height’, '100%"),
$("#grad").css('display’, 'none');
b;
};
</script>
<script type="text/javascript">
(function($) {
$(function() {
$('ul.tabs’).on('click’, 'li:not(.current)', function() {
var section = $(this).parents('div.section:first');
var idx = $(this).index();
$(this).addClass('current').siblings().removeClass(‘current');
$(section).find("> div.box').eq(idx).fadeln(150).siblings('div.box’).hide();
$.cookie($(section).attr('id') + 'tab', idx);
b;



$('.section').each(function(i, e) {
if('e.id) return;
var idx;
if(idx = $.cookie(e.id + 'tab'))
{
$(e).find("> ul > Ii").eq(idx).click();
}
1;
)
H(iQuery)
</script>
</head>
<body>
<body>

<div class="wrapper">
<div id="header">
<div class="container1">

<div id="logo" style="float: left;"
onclick="location.href="https://justpaste.it/redirect/eo575/https%3A%2F %2F xubster.com';"><!--
start logo-->

</div><!--end logo-->

<div id="mainmenu"><!--start main menu-->

<ul>

<li><a
href="https://justpaste.it/redirect/eo575/https%3A%2F %2Fxubster.com%2Flogin.html">Login</
a>&nbsp; &nbsp;</li>

<li><a class="btn_blue"
href="https://justpaste.it/redirect/eo575/https%3A%2F %2Fxubster.com%2F %3Fop%3Dregistr
ation">Sign Up</a>&nbsp; &nbsp;</li>

<li><a
href="https://justpaste.it/redirect/eo575/https%3A%2F %2Fxubster.com%2F %3Fop%3Dforgot
pass">Forgot your password?</a></li>

</ul>

<div id="language">



<ul>
<|i>
<a>
<span class="trf trf-english"></span>
</a>

<ul>

<|i>
<a
href="https://justpaste.it/redirect/eo575/https%3A%2F %2Fxubster.com%2F %3Fop%3Dchang
e_lang%26amp%3Blang%3Drussian">
<span class="trf trf-russian"></span><span
class="langname">Russian</span>
</a>
</li>

<li>
<a
href="https://justpaste.it/redirect/eo575/https%3A%2F %2Fxubster.com%2F %3Fop%3Dchang
e_lang%26amp%3Blang%3Dgerman">
<span class="trf trf-german"></span><span
class="langname">German</span>
</a>

</li>

<li>
<a
href="https://justpaste.it/redirect/e0575/https%3A%2F %2F xubster.com%2F %3Fop%3Dchang
e_lang%26amp%3Blang%3Dfrench">
<span class="trf trf-french"></span><span
class="langname">French</span>
</a>

</li>

<|i>
<a
href="https://justpaste.it/redirect/e0575/https%3A%2F %2F xubster.com%2F %3Fop%3Dchang
e_lang%26amp%3Blang%3Darabic">
<span class="trf trf-arabic"></span><span



class="langname">Arabic</span>
</a>
</li>

<|i>
<a
href="https://justpaste.it/redirect/e0575/https%3A%2F %2F xubster.com%2F %3Fop%3Dchang
e_lang%26amp%3Blang%3Dturkish">
<span class="trf trf-turkish"></span><span
class="langname">Turkish</span>
</a>
</li>

<|i>
<a
href="https://justpaste.it/redirect/eo575/https%3A%2F %2Fxubster.com%2F %3Fop%3Dchang
e_lang%26amp%3Blang%3Dpolish">
<span class="trf trf-polish"></span><span
class="langname">Polish</span>
</a>

</li>

<li>
<a
href="https://justpaste.it/redirect/e0575/https%3A%2F %2F xubster.com%2F %3Fop%3Dchang
e_lang%26amp%3Blang%3Dthai">
<span class="trf trf-thai"></span><span class="langname">Thai</span>
</a>
</li>

<li>
<a
href="https://justpaste.it/redirect/e0575/https%3A%2F %2F xubster.com%2F %3Fop%3Dchang
e_lang%26amp%3Blang%3Dspanish">
<span class="trf trf-spanish"></span><span
class="langname">Spanish</span>
</a>

</li>



<|i>
<a
href="https://justpaste.it/redirect/e0575/https%3A%2F %2F xubster.com%2F %3Fop%3Dchang
e_lang%26amp%3Blang%3Djapan">
<span class="trf trf-japan"></span><span
class="langname">Japan</span>
</a>

</li>

<|i>
<a
href="https://justpaste.it/redirect/e0575/https%3A%2F %2F xubster.com%2F %3Fop%3Dchang
e_lang%26amp%3Blang%3Dhungary">
<span class="trf trf-hungary"></span><span
class="langname">Hungary</span>
</a>
</li>

<|i>
<a
href="https://justpaste.it/redirect/e0575/https%3A%2F %2F xubster.com%2F%3Fop%3Dchang
e_lang%26amp%3Blang%3Dindonesia">
<span class="trf trf-indonesia"></span><span
class="langname">Indonesia</span>
</a>
</li>

<li>
<a
href="https://justpaste.it/redirect/eo575/https%3A%2F %2Fxubster.com%2F %3Fop%3Dchang
e_lang%26amp%3Blang%3Ddutch">
<span class="trf trf-dutch"></span><span class="langname">Dutch</span>
</a>
</li>

<|i>
<a
href="https://justpaste.it/redirect/eo575/https%3A%2F %2Fxubster.com%2F %3Fop%3Dchang
e_lang%26amp%3Blang%3Dhebrew">



<span class="trf trf-hebrew"></span><span
class="langname">Hebrew</span>
</a>

</li>

</ul>
</li>
</ul>
</div>
</div>
</div><!--end main menu-->
</div> <l--end header-->

<div class="clear"></div>

<div class="clear"></div>
<div id="container">

<div id="content" style="width: 980px">
<div class="container" style="position: relative;top: 50%; transform:
translateY(15%)">
<div class="prompic" style="">
<a
href="https://justpaste.it/redirect/eo575/https%3A%2F %2Fxubster.com%2F %3Fop%3Dupload
">

<div class="col">

</div>
</a>
</div>
<div class="splashbar promsign">

<a
href="https://justpaste.it/redirect/eo575/https%3A%2F %2Fxubster.com%2F %3Fop%3Dregistr
ation">

<div class="col">
<div class="pheader">



<l--<span><img
src="https://xubster.com/images/icon_sup_blue.png"></span>-->
<span>SignUp</span>
<div class="clear">
</div>
</div>
And start using <b>XUBSTER.COM</b>. Secure and
anonymous remote data storage, fast access to files from anywhere in the world. Custom
solutions for your needs.
</div>
</a>
</div>
<div class="splashbar promprofit">
<a
href="https://justpaste.it/redirect/eo0575/https%3A%2F %2Fxubster.com%2Fpages%2F affiliate.
htm|">
<div class="col">
<div class="pheader">
<l--<span><img
src="https://xubster.com/images/icon_profit_blue.png"></span>-->
<span>Become a Partner</span>
<div class="clear">
</div>
</div>
With <b>XUBSTER.COM</b>. Sell your digital content and get
up to 75% rewards. Custom features for site owners. Daily payouts and Friendly support.
</div>
</a>
</div>
<div class="clear"></div>
</div>
</div>

<style>
body {
overflow:hidden;
}
footer {
position: fixed;



bottom: O;

.splashbar a, .splashbar a:hover {
color: #3f4a5a;

}

.prompic a, .prompic a:hover {
color: #3f4a5a;

}

</style>

</div>
<div class="clear"></div>
<!l--<div class="container1" style="padding-top:15px">
<a
href="https://justpaste.it/redirect/eo575/https%3A%2F %2Fpassport.webmoney.ru%2Fasp%2F
certview.asp%3Fwmid%3D403126937856" target="_blank" style="float:right">
<img border="0"
src="//cdn.web.money/passport/atstimg/88x31_user/88x31_wm_v_blue_on_transparent_en.p
ng"/>
</a>
<a href="https://justpaste.it/redirect/eo575/https%3A%2F % 2Fwww.megastock.ru%2F"
target="_blank" style="float:right">
<img src="https://xubster.com/images/wmmegastock.png" alt="www.megastock.ru"
border="0">
</a>

</div> -->

</div>
<div class="page-buffer"></div>
<div class="clear"></div>
<footer>

<div class="container1">
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