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LiteHTTP Setup Guide

Prerequisites

The things you will need to set up LiteHTTP are:
A VPS or Webhosting w/ databases
7Zip, WinRAR, or any archive management tool
Time

| will be using a VPS running CentOS as a demonstration.

Step 1 - Setting up the panel

To start, download the file linked below.

Once you have the file downloaded, go ahead and extract it wherever you like. Next, we want

to upload our panel files to our host. Since | am using a VPS, I'm using a tool called WinSCP.

This tool is similar to FileZilla, which can also be used. Fill in the information to your VPS like
SO:


https://justpaste.it/26zcr

Session
.. Stored sessions Host name: Port number:
E!Wln:lnment your servers ip or hostname (ex. 1.1.1.1) =
i Directories
S5H User name: Password:
Preferences

Your senvers usemame

Private ey file:

Protocol
Eile protocaol: SFTP  w| [+]Allow SCP falback

Select color

[ ] Advanced options

About .. Languages Save... Close

Once you've filled everything out, you can save the login for future use, or just click the Login
button. Once you are signed in, you will probably see something similar to this:

Aot
MName Exl: Size Changed Rights Chwner
i 32015 FdEe...  r-xr-xr-x root
S .pki 12/5/2014 11:3.. rwser----- root
J .55h 347200510000, reee------ root
|| .bash_history 2147 3/4/2015 1147, rwe---ee- root
|| bash_logout 18 5/20/2009 &:45%... rw-r--r-- root
|| bash_profile 176 5/20/2000 f:d5:...  rw-r--r-- root
|| .bashrc 176 9/22/2004 11:5..  rw-r--r-- roct
|| .eshre 100 9/22/2004 11:5...  rw-r--r-- root
L] -mysqgl_history 12 12/5/201411:3..  nw------- root
|| .teshre 129 12/3/2004 4420, rw-r--r-- root

The next step is to upload our files. This is as easy as opening the LiteHTTP-master folder,
and dragging the Panel directory into the WinSCP window. The files will begin to copy onto
your server.

While the files are transferring, we can install a few things we're going to need on our VPS. Go
ahead and open Putty and enter the information to your VPS:
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Here we can execute commands to manage our server. We will use this to install: PHP,
MySQL, Apache, and phpMyAdmin (database management).

To install software on our CentOS VPS, we are going to use the yum install command. First
we'll install Apache by typing this command:

‘yum install httpd

It should look like this in your console:

Once it's typed in, hit enter. Yum will do it's pre-install operations, and sooner or later you'll be
asked a question to respond with yes or no (y/n), type 'y' and hit enter.

Once yum has completed, Apache is now installed. To make sure Apache starts up if your
server is shut down or rebooted, type this command:



“chkconfig httpd on®

Now we are going to do the same thing for MySQL by typing this command:
“yum install mysql mysql-server’

Follow the same steps as we did with Apache but changing httpd to mysqld, and MySQL will
then be installed. This does not mean that MySQL is ready yet, as we still need to setup our
root login. To do this, start off by typing:

“service mysqld start’

This will start the MySQL server so that we can use it to manage databases. To setup the root
login, type the following, but changing "thisismypassword" to your root password:
‘mysqladmin -u root password 'thisismypassword"”

After hitting enter, the password for the MySQL root user should now be what you set it to. To
test this, type the following command and hit enter:
‘mysql -u root -p°

It will ask you for your password, which is the password you supplied in the last step. If you
see a screen like this, your password is set:

Copyright (c) 200¢

You can exit MySQL by using CTRL+C. Once you are out of mysql, we're now going to install
PHP by typing:
‘yum install php php-devel php-cli php-pdo php-mysql®



This will install PHP for Apache. Now, installing phpMyAdmin is a little more tedious since we
can't install it with yum (yet). In order to install phpMyAdmin with yum, we need to add what is
called a “repository’ that contains the files we need. To do this, type the following:

‘rpm -ivh http://ftp.jaist.ac.jp/pub/Linux/Fedora/epel/6/i386/epel-release-6-8.noarch.rpm’

If this command asks you yes or no, type y and hit enter. Now that we have the repository
installed, we can then install phpMyAdmin by typing:
“yum install phpMyAdmin®

Please note that this command is case-sensitive (the M and A). Once phpMyAdmin is installed,
we need to edit Apache's configuration before we can access phpMyAdmin from our
webbrowser. To do this, use WinSCP or your transferring client and go to the root directory */°
by double-clicking the "..." directory at the top:

Mame Bxt Size  Changed Rights Owhner
+ 312015 26, r-xr-xr-x root

Next, double-click on “etc’, and once inside etc, find the "httpd" directory and double-click it as
well. Once you are inside the httpd directory, double-click on "conf.d". Once you are here, you
should see 3 files:

Mame Exl: Size Changed Rights Owner
i 12752004 113 rwaer-xr-x root
|| php.conf 674 1030720014 &0, rwe-r--r-- roct
|| phpMyAdrmin.conf 1,809 12/5204 14, rwe-r--r-- root
| README 392 10/16/2014 10:...  nw-r--r-- root

We need to edit ‘phpMyAdmin.conf’ so that we can access phpMyAdmin from our browser. To
edit the file, right-click it and click on Edit. Once the file is open in the editor, we need to add a
line inside this block:



#

# Allows only localhost by default

#

# But allowing phpMyRdmin to anvone other th
# dangerous unless properly secured by 35L

Klias /phpMyRdmin /fusr/share/phpMyldmin
Rlias /phpmyadmin fusr/fshare/phpMyidmin

<Directory /usr/share/phpMyidmin/>
LddDefaul tCharset UTIF-8

<IfModule mod authz core.cr
# Lpache 2.4
<Requirelnys
Bequire ip 127.0.0.1
Bequire ip ::1
</Bequiredny>
</ IfModules
<IfModule !'mod authz core.c>
# Lpache 2.2
Order Deny,RAllow
Deny from A1l
Bllow from 127.0.0.1
Bllow from ::1
</ IfModule>
</Directory>

<Directory /usr/share/phpMyidmin/setup/>
<IfModule mod authz core.cr

After the line "Allow from 127.0.0.1°, make a new line and enter:
"Allow from YOUR _IPADDRESS®

Where YOUR _IPADDRESS is your IP address (can be found from http://ipcow.com).
Once you've added this line, save and close the file. Now return to your console and type this

command
“service httpd start’

If everything is configured and installed correctly, you will see:

The warning about the hosthame can be ignored, as it's not going to cause any problems. Now
that Apache is running, we can access our phpMyAdmin from the browser. To do so, open a
new tab or new window, and type:

‘yourserversip/phpMyAdmin’ or "http://mydomain.com/phpMyAdmin’



Once you've opened this URL, you'll see a page like this:

php
Welcome to phpMyAdmin
Language
Engli=h v
Log in @
Username:
Password:

G0

The username is ‘root” and the password is the one you specified earlier in the MySQL setup.
Once logged in, it'll look something like this (maybe a different theme):



php

86 e 0 e i Databases | L] SQL (g, Status = Users [} Export =} Import 4° Settings

Il Replication = ¢>| Variables = Charsets # Engines
(Recent tables) v

+-_| information_schema

F-() myb & Change password « Server Lacalhost via UNIX socket
; .

+- ) mysql Server connection collation ) - | utfB_general_ci v Server type: MySQL

« Server version: 5.1.73 - Source distribution
« Protocol version: 10

+ User root@localhost
Settings « Server charsst: UTF-8 Unicode (utf8)

& Language @ - | English v

) Theme: | pmahomme ¥ ER

- Fontsize:| 82% v + Apachei2.2.15 (CentOS)
. « Database client version: libmysql - 5.1.73
& More settings « PHP extension: mysgli @

« Version information: 4.0.10 6, latest stable version- 4.3.11.1
+ Documentation

o Wiki

« Official Homepage

¢+ Contribute

« Get support

+ List of changes

A newer version of phpMyAdmin is available and you should consider upgrading. The newest version is 4.3.11.1, released on 2015-03-04.

To create our database, click on "Databases’ in the navigation menu, and fill in a name for your
database and click Create.

Now that we have created a database, we can upload our SQL file, which is located in the
Panel folder from the extracted archive. To upload it, click on your newly created database,
and you'll see a screen similar to this:

php ™ 7] Server: localhost » @ Database: litehttp
&8 @0 € B4 Structure | Lf SQL | 4 Search | Query [& Export = Import #®° Operations | Privil
(Recent tables) .. v Mo tables found in database
-I|-— /| information_schema “q Create table
—— | litehttp
FH o myb
.||._ | mysql Name: MNumber of columns:

Click on the “Import’ button in the navigation menu. Once there, you'll want to click on "Choose
File® and find the SQL file on your computer. Once you've found it, double-click it and then click
"Go’ at the bottom of the phpMyAdmin screen. phpMyAdmin will then import all the required
tables for the bot.

At this point, we're done with phpMyAdmin and it can be closed. Now that we have set up our
database, we can move our previously uploaded 'Panel’ directory to Apache's directory. To get
back to the ‘root™ of your server, keep double-clicking the 3 dots at the top of the current
directory. Once at the root, double-click on ‘root’. There should be a "Panel’ directory that we
want to move.



To move this directory, right-click on it, and click on "Move To’, and in this box, type in:
*var/www/html/®

This will move the Panel directory to Apache's root directory. Next, we'll want to move to the
same directory. Go back to the root of your server, double-click on “var® -> ‘'www" -> "html".

Now that we're here, enter the Panel directory, then enter “inc’, and right-click on “config.php’.
Once the editor is open, there are a few settings we need to change:

k2php

sdbhost = "localhost™; S/ The host of your database

sdbuser = ""; S/ The database username

tdbpass = S/ The database password

sdbname = f{ The database name

fdeckey = "randomstringuntilbuild"™; /¢ The decrypticn key (generated con stub build)

The "dbhost’ stays the same if you are using a VPS, otherwise this is the host of your MySQL
server.
The "dbuser’ is ‘root” if you are using a VPS for this tutorial.
The “dbpass’ is the password you set in the MySQL setup.
The "dbname’ is the database name you chose, in my case litehttp’.

At this point, we don't yet have a "encryption/decryption key' yet, because this is generated by
the builder. This will come in a later step, but for now, save and close the file. This will make it
SO we can sign into our panel. To do so, open a new tab or new window, and type in:
“serverip/Panel/login/® or "http://mydomain.com/Panel/login/*

This will bring up the login page. Currently, the username and password are: "admin’
Once signed in, you'll be at the dashboard of the panel. It is highly recommended that you
change the password. To change your password, click on your username in the top-right of the
screen, and click on "Edit Account’.

Once there, type in the current password, then your new password, and click on "Change
Password’. Once your password is changed, it will take effect the next time you attempt to sign
in.

We are now done with the panel setup!

Step 2 - Building a bin



To build a bin, navigate to the extracted folder and enter the Builder directory. When you open
the builder, it will look like this:

Gl x

m il

Panel URL (ex. http://google.com): Startup

Startup Key Name:

] ] Catalyst Control Center
Path to gate file {ex. /directory/page.php):

Icon

[ 1 change Icon
Request or "Knock” Interval (in minutes);

5 - Icon Path:
z Browse
- - . Gen
Encryption / Decryption Key:
Azsembly Title:
The encryption key above is autematically generated by using a Assembly Description:
combination of the panel url and the path to the gate file, and
some randomly generated characters. This value is then hashed Assembly C _
to create a proper length key. sembly Compary:
Assembly Product:
Build Bin Assembly Copyright:

Now, before we get into building the bin, there needs to be some clarification about the
settings.

Panel URL - This would be the main URL of your server, whether it be your domain or the IP.
For example, if your domain is google.com, in the Panel URL box it should look like this:
“http://google.com’ or “http://your_servers_ip’

Path to gate file - This is the path to your gate file. This would be everything that comes after
the domain or IP address. If you followed this tutorial exactly, you should enter:
‘/Panel/page.php’

Request Interval - This is how often your bot checks in with the panel, in minutes. If you
change this value, you need to update the setting in the panel by clicking on the *Settings’
option in the panel
Encryption / Decryption Key - This is the encryption key that is generated for your bin. Don't be
alarmed if it has been changing while you're typing your other settings, this is to ensure a true
random key. After building your bin, the panel's config.php file needs to be updated with this
key in the “$deckey variable
Startup Key Name - This can be changed or left blank, but this is the name of the registry key
to ensure the bot starts back up if the computer is shut down or restarted
Change Icon - You can optionally change the output bin's icon if you wish to do so.



Assembly Info - This is the infomation that is displayed when you hover over the file, or view
it's "details" under the file's properties

Now that we've clarified the settings, we can build the bin. Once the bin is built, copy the
encryption key and update the panel with this key before closing the window.

Now that the bin has been built, we can test it. | do not suggest testing it on your own system,
unless you absolutely know what you are doing. It's a safer option to run the file in a Virtual
Machine to see if it connects to the panel.

The output bin is most likely not going to be FUD, and will probably require a crypter. If you
aren't sure if the crypter you are using is compatible with the bot, it's best to ask the
seller/developer of the crypter.

This bot is intended for research purposes only! | am against using this for malicious purposes
on systems you do not own or do not have permission to be on. Keep in mind that | am not
held responsible for your actions, and you bear the full responsibility.



