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Xakep - Camas gbipsisasg OC. CpaBHuBaem 6e3onacHocTtb iOS, Windows, Android, Sailfish n
Tizen
nopaywall

PAY WALL

https://t.me/nopaywall
Oner AGYOHVH

CopoepaHue cTaTby

¢ Y10 Takoe 6e3onacHOCTbL?

o Crapuyku: BlackBerry 10

e Jk3oTuka: Tizen u Sailfish

e Jolla Sailfish

e Samsung_ Tizen

* Apple iOS

e Y710 Yy Hac co cnexkou 3a nosb3oBaresnieM u ¢ yreykamm?
e Windows 10 Mobile

e Google Android

e Ckonbko TenedoHoB ¢ Android 3awmndpoBaHo?

e Bbonbuion bpat cnegut 3a Tobon

e CnoBo peaakTopa

e MoxHo nu caenatb Android AencTBUTENbHO 6e30nacHbIM?

¢ 3aknwyeHue

Mbl yacTo nuwem o 6esonacHoCcTn MobunbHbix OC, NyGnukyem MHOpMaLMIO 0 HANOEHHbIX
YysI3BUMOCTSIX, ONUCbIBaeM criabble CTOPOHbI 3aLMTbl 1 CNocobbl B3noma. Mbl nucanu n o
cnexke 3a nonb3oBatenamu Android, n 0 3noBpeaHbIX MPUNOXEHUSIX, KOTOPbIE BCTPanBatoTCs
NPSIMO B NPOLUMBKY, N O HEKOHTPONUPYEMOWN YTEeYKe NOfb30BaTENbCKUX AaHHbIX B 06rnako
npounssoanTens. Kakas e n3 coBpeMeHHbIX MOBUIbHLIX Nnatdopm Hanbonee 6esonacHa
Ans nonb3oBarens — unu xots bl HanmeHee HebesonacHa? NMNonpobyem pasobpatbes.
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UTo Takoe Oe3onacHOCTbL?

Henb3sa roBoputb 0 6€30nacHOCTX YCTPONCTBA, HE ONpeaenmB, YTO Mbl, COGCTBEHHO, UMEEM B
Buay. Pnsnyeckyro 6e30nacHOCTb AaHHbIX? 3awmTy OT METOAO0B HN3KOYPOBHEBOIO aHanmsa c
N3Bre4YEeHNEM MUKPOCXEMbI NAMATN UK XKe NPOCTO 3aLMTy OT NOBONbLITHLIX, KOTOPbIE HE
3HaKOT Naposs U He yMeloT oOMaHbIBaTb CKaHep oTnedvaTkos nanbues? MNepenada AaHHbIX B
00rako — nnc 3TO UM MUHYC C TOYKM 3peHnsa besonacHocTn? A B kakoe obnako, Komy n
KyOa, Kakux MMEeHHO AaHHbIX, 3HaeT N 06 3TOM NoNb3oBaTeNb N MOXET NN OTKAUYUTL? A
HACKOJSTbKO BEPOATHO Ha TOW UK MHOW nnaTtopme NoaxBaTuUTb TPOAHLUA U paccTaTbCAa He
TONbKO C MNaposisiMK, HO U C AeHbraMmn Ha c4eTe?

AcnekTbl 6e30nacHOCTN MOBUSIbHBIX MNAAaTOPM HEBO3MOXHO paccMaTpuBaTh B OTpbIBE ApYr
oT gpyra. besonacHOCTb — 3TO KOMIMIEKCHOE peLleHne, OXBaTbiBaloLLee BCe rpaHun
MCMOSib30BaHNA YCTPOMCTBA OT KOMMYHUKALMA 1 N30NALUN NPUITOXKEHUN 0O HU3KOYPOBHEBOM
3aWMThbl U LWNPOBAHNA OAHHbIX.

CerogHsa Mbl KOPOTKO OMULLIEM OCHOBHbIE AOCTOMHCTBA M NPobrembl BO BCEX COBPEMEHHbIX
MobunbHbIX OC, KOTOpblE UMEIOT XOTb Kakoe-TO pacnpocTtpaHeHune. B cnncok Bxogat Google
Android, Apple iOS n Windows 10 Mobile (ysbl, Ho Windows Phone 8.1 Ha3BaTb COBpeMEHHOM
y>xe Henb3s). boHycom nongyT BlackBerry 10, Sailfish 1 Samsung Tizen.

Ctapuuku: BlackBerry 10

[Mpexae Yyem NpuUCTynaTb K ONMCaHUIO akTyarnbHbIX NnaTdopM, CKaxkeM napy crnos o
BlackBerry 10, koTopas yxe cowna ¢ guctaHumu. Noyemy BlackBerry 10?7 B cBoe Bpems
cMCTeMa aKkTMBHO NpoABuranach kak «camasa 6esonacHas» mobunbHaa OC. B yem-To 310
ObIN0 4ENCTBUTENBHO Tak, YTO-TO, KaK Bcerga, NpeyBennynnm, YTo-To ObIfo akTyanbHbIM Tpn
roga Hasapg, Ho 6e3HaZiexHO ycTapero cerogHs. B uenom Ham HpaBuncs nogxon KoMnaHum
BlackBerry k 6esonacHoCTH; BNpoyeM, He oboLlunock 1 6e3 nposanos.

[ntocebl:

* MuKposiaepHasa apxuTeKkTypa 1 cuctema 4OBEPEHHOM 3arpy3kn — 310 AEeNCTBUTENbHO
6e3onacHo. [paB cynepnonb3oBaTens 3a BCce BPeMS CyLLEeCTBOBaHUS CUCTEMbI HE
NONy4Ynn HUKTO (MexXady NPoYnM, NMblTanMCb HEOAHOKPATHO, B TOM YMCIE B CEPbE3HbIX
koHTOpax — BlackBerry naneko He Bcerga 6bina aytcangepom).

» Tarke HeBO3MOXHO 000MTM Naponb Ha pa3brokMpoBaHMe YCTPONCTBA: CNYCTA OECATb
Heyaa4HbIX NOMbITOK AAHHbIE B YCTPONCTBE MOMHOCTBI YHUUTOXAOTCS.

* HeT HMKaKkux BCTPOEHHbIX 06nayHbIX CEPBUCOB N HET LieNeHanpaBneHHOM CIIEXKN 3a
nonb3oBaTenem. [laHHble HE NepeaalTCca Ha CTOPOHY, €CNK TOMbKO NoSb30BaTeNb HE



PEeLUNT yCTaHOBUTb 0BNavYHoOe NpUNOXeHNe CaMoOCTOATENBHO (ONLMOHANbHO
noagepXxmBatoTcs Takme cnyxobl, kak OneDrive, Box.com, Dropbox).

» OOGpasuoBas peanusaunsa KOprnopaTuBHbIX NONNUTUK BE30MacHOCTM 1 yaaneHHoro
kKoHTpons yepe3 BES (BlackBerry Enterprise Services).

* HapgexHoe (HO onuuoHanbHoe) WngpoBaHME Kak BCTPOEHHOIO HAKOMUTENS, Tak U KapT
namsaTu.

e ObGnayHbIX pe3epBHbIX KOMUA HET COBCEM, a NoKarbHble WNGPYOTCH C NOMOLLbIO
BGesonacHoro kntoda, npmuesisaHHoro Kk BlackBerry ID.

MwuHycChbl:

e [laHHble NO yMOn4yaHuto He WwudpytoTca. Bnpovem, KoMnaHmMst MOXET akTUBMPOBAaTb
LUNppoBaHMe Ha YCTPOMUCTBaX COTPYAHUKOB.

» LlncpoBaHne aaHHbIX BrI0MHOE, OQHOPAHIOBOE; OTCYTCTBYET NMOHATUE KIAacCOB 3aLMThl
n 4yto-nnbo, xota 6bl oTAaneHHo HanoMmuHarwee Keychain B iOS. Hanpumep, oaHHbie
npunoxexns Wallet MOXXHO n3Bneyb U3 pe3epBHON KOMUN.

e B yyeTHyto 3anuck BlackBerry ID MOXHO 3aTy NpOCTO C NIOMTMHOM U Naporem;
ABYXdhakTopHas ayTeHTuduMKauna He nogaepxmeaetcs. CerogHs Takon noaxopn
coBepLleHHO Henpuemsriem. Kctatu, ecnn nssecteH naporsib ot BlackBerry ID, MoxHO
N3BneYb Krkod, C MOMOLLbIO KOTOPOro paclundpyeTca CoO34aHHbIN NMPUBSA3aHHbLIM K
AaHHON y4yeTke 6akan.

e 3awwmTa oT cbpoca K 3aBOACKMM HACTpPOMKaM M 3alumTa OT Kpaxkm o4yeHb cnabas. OHa
obxoaguTcsa npocTon 3ameHomn npunoxexus BlackBerry Protect npu cbopke
aBTo3arpysuuka unm (oo BB 10.3.3) noHmxeHnem Bepcumn NPOLLMBKU.

e OtcyTtcTByeT paHgommsaumna MAC-agpeca, 4To NO3BONSAET OTCNEXMBaTb KOHKPETHOE
YCTPOMCTBO C nomoLbio Todek goctyna Wi-Fi.



Encryption

You can encrypt all of your personal data and files for additional
security.

Depending on the size of your files, encryption might take a while.
You can continue to use your Device during this time.

Device Encryption

Media Card Encryption

Encrypted media cards will become inaccessible if the device
is wiped. Please decrypt them before wiping your device.

<

BlackBerry 10 ymeeT wngpoBatb Kak BHYyTPEHHIOK NamaTb, Tak u SD-kapTty

Ewe oanH 3BoHouek: BlackBerry o0XoTHO coTpyoHMYaeT ¢ npaBoOXpaHUTENbHLIMU OpraHamu,
OKa3blBad MakCMMaribHO BO3MOXHYIO MOMOLLIb B MOUMKE MPeCTYMHUKOB, KOTOPbIE NOMb3YyHTCA
cmapTtdgoHamu BlackBerry.

B uenom npu rpamoTHOM HacTponke (a nonb3oBaTenu, BoldpaBwumne BlackBerry 10, kak
npaBuIo, HacTpamBatT CBOM YCTPOMCTBA BMNOSHE rpaMoOTHO) cuctemMa crnocobHa obecneunTb
Kak npuemMnemMbl ypoBeHb 6e30nacHOCTU, Tak U BbICOKUI YpOBEHb NpUBATHOCTU. Bnpoyem,
«OMbITHbIE MOMb30BaTeNM» MOryT CBECTU BCE NPeuUMyLLecTBa Ha HEeT, yCTaHOBMB Ha CMapTdOH
B3romMaHHyto Bepcuto Google Play Services 1 nony4ms Bce npenectu npucmoTpa «borbLoro
Bpata».
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Qk3oTumka: Tizen u Sailfish

Tizen n Sailfish — aBHble ayTcangepsbl poiHka. Aytcangepbl gaxe B 60nbLUen CTENEHN, YEM
Windows 10 Mobile nnu BlackBerry 10, gons kotopon ynana Hwke otMmeTkun 0,1%. Ux
GesonacHoCTb — 3T0 6€30MacHOCTb «HEeYroBMMOro [ko»; O HEN Mano YTO M3BECTHO NULLb
MOTOMY, YTO OHW Mario KOMY MHTEPECHDI.

Hackornbko onpaBgaH Takor Noaxon, MOXHO CyaAuTb NO HEAABHO

ony6rnmMkoBaHHOMY UccneaoBaHuI0, B KOTOPOM OBHapyXeHO nopsaka copoka KpUTUYeckux

yFI3BVIMOCTel71 B Tizen. TyT MOXHO pa3Be 4YTO NOoAbITOXNTb AAaBHO U3BECTHOE.

* Ecnu He npoBOAMNNCH CEpPbE3HblEe HE3aBUCUMbIE CCIEA0BaHNSA, TO FOBOPUTL O
6esonacHocTn Nnatopmbl HeNb3dA. Kputnyeckme yss3BMMOCTM BCKPOKOTCS HE paHbLue,
4yem nnardopma Nony4YnT pacnpoctpaHeHme. Ho 6yaet no3gHo.

» 3noBpeaHoro MO HeT nuwb 13-3a cnabor pacnpocTpaHeHHOCTN nnaTtdopmbl. Toxe B
KakOM-TO pofe 3aluumTa.

e MexaHn3ambl 6€30NacHOCTN HeQOCTaTOYHbI, OTCYTCTBYIOT UIN ONMCaHbl Wb Ha Bymare.

e Jliobble cepTudmKaumm roBopsaT MWL O TOM, YTO YCTPONCTBO NPOLUSIO CepTUdDUKaLMIO,
HO POBHbIM CYETOM HUYETO HE FOBOPAT O hakTUYECKOM YPOBHE 6E30MacHOCTMW.

Jolla Sailfish

C Sailfish cutyauusa HeogHo3HavHada. C 0gHOM CTOPOHLI, cUCTeMa Kak Obl XXnBa: Ha ee OCHOBE
BPEMS OT BpEMEHM aHOHCUPYIOTCS Kakne-To YCTPOMCTBa, U gaxe «lMoyta Poccuny» npuobpena
GonbLyO NapTUO YCTPOWCTB C 3anpenesibHO BbICOKUMM LieHHUKoM. C gpyron —
nonb3oBaTenam npegnaratoT 3annaTtnutb CTOMMOCTb KPENKOro cepeaHsiyka Ha Android 3a
mMoaenb nog ynpaesneHnem Sailfish, obnagatowlyo xapakTepucTmkamm KWTanckoro AeLeBoro
cmapTdoHa TpexneTtHen (1) gasHocTu. Takon noaxoa cpaboTaeT B €AMHCTBEHHOM Crydae:
ecnu mogenu Ha Sailfish 6ygyT 3akynaTtbca 3a 6r04KeTHbIE AeHbIM, NOCNe Yero pasgaBaTbCs
rocy4apCTBEHHbBIM CRyXaLlnM HUXHEro 3BeHa. PasymeeTcd, 0 Kakon-To Tam 6e3onacHoCTum
npwv TakoMm Nogxoae aymaTtb y4acTHUKaM CLENKM COBCEM HE MHTEPECHO.

N paxe Hann4umne rocygapCTBEHHbIX CEPTUPUKATOB HE JaeT HUKAKOM rapaHTUM TOYHO TaK Xe,
Kak ee He JaeT OTKpbITbIN UcxoaHbIn koa. K npumepy, yassmumocTb Heartbeat 6bina
obHapyxeHa B NpoLIMBKax pOyTEPOB, NCXOAHbIN KOA AN KOTOPbIX Obif1 B OTKPbITOM 4OCTYNe
Gonee gecatu net. B onepaunoHHon cucteme Android, KoTopas Takke obnagaer OTKpbITbIM
NCXOLHbIM KOOOM, HOBbIE YSI3BUMOCTM ODHapyXMBarTCa perynspHo.

Jk3o0Tnyeckme OC — 3TO OTCYTCTBUE MHPPACTPYKTYPbI, KpanHe orpaHUYeHHbIn Habop
YCTPOWCTB U MPUNOXeHU, HegopasBuTble CPeACTBa YrpaBieHnUsl KopnopaTUBHbIMU
nonutTukamm 6esonacHoOCTn 1 Bonee 4eM CoOMHUTENbHAA 6e30NacHOCTb.
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Samsung Tizen

HecKkonbko 0COBHSIKOM OT OCTasbHbIX «3K30TUYECKUX» nnaTtdopm ctont Samsung Tizen. B
otnnume ot Ubuntu Touch u Sailfish, Tizen — BnonHe pacnpocTtpaHeHHas cuctema. loa ee
ynpaBneHnem paboTaloT 4eCATKN Mofernen YMHbIX TENEBM30POB Samsung, a Takke YMHble
Yacbl N HECKOMBKO BIogKeTHbIX cMapTgoHoB (Samsung Z1-Z4).

Kak Tonbko Tizen nony4duna 3aMmeTHOE pacnpocTpaHeHue, 3a CUCTEMY B3SNIUCb HE3aBUCUMbIE
nccneposatenu. PesynbraT HeyTeluMTeNeH: B nNepsble Xe Mecsaubl 6bino HangeHo 6onee
COpOKa KpUTU4eCcknx ysassumocTen. MNpoumntmpyem cnosa AMmnxas Hengepmana, Kotopbiv
nposen nccnegoeaHne 6esonacHoctn Tizen:

Bo3MOXHO, 3TO XyALUWIA KOf U3 TeX, YTO MHe JOBeNnochb BMAeTb. Bee owmnbku,
KOTOPble MOXXHO ObINo AoNYCTUTL, ObiNK gonyweHbl. O4eBNaHO, YTO KoA nucan
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NN NPOBEPSN KTO-TO, KTO HNYEro He NoOHMMaeT B 6e3onacHoCTU. OTO BCe paBHO
YTO MNOMPOCUTb LLKOMNbHMKA HaNMcaTb Ans Bac nporpammHoe obecneveHme.

B uenom BbIBOA MNOHATEH: NCMNOSbL30BaTb 9K30TUHECKYIO, MasiopacrpocCTpaHEHHYIO CUCTEMY B
KOpHOpaTMBHOﬁ cpene — OTKpPbITOE npurialeHne anda Xxakepos.
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Tenesnsop Samsung nog ynpasneHnem Tizen

Apple iOS

Apple mbl 6yaem xBanuTb. [la, 3T0O 3akpbiTas akocuctema, n aa, LeHHMK HECONOCTaBUM C
TEXHNYECKNMUN BO3MOXHOCTAMM, HO TEM HE MEHEE YCTPOMCTBA NoAa ynpaeneHmem iOS 6binm n
ocCTalTCHa caMbiMn 6Ge3onacHbLIMN N3 pacnpOCTPAHEHHbIX KOMMEPYECKUX peLleHni. B
OCHOBHOM 3TO KacaeTcs TeKyLMx mogenen nokoreHun iPhone 6s n 7 (n, noxanyn, SE).
Bonee ctapble ycTponcTBa obnagatoT MeHbLUMM 3arnacoM NpoYHOCTU. [Ans ctapeHbkux iPhone
5¢c, 5s 1 6 yxxe ecTb cnocoObl pa3dbnoKMpPOBaHUSA 3arpy3dmka U atakm Ha naporb YCTPOWCTBa
(3a nogpobHOCTAMN MOXHO 06paTUTLCA K paspabotymkam — komnaHum Cellebrite). Ho gaxe
AN 9TUX yCTapeBLUNX YCTPOMCTB B3MIOM 3arpy3ynka — Aeno TpyAoeMKoe 1 BeCbMa
HegeweBoe (B Cellebrite npocaT 3a ycnyry HeCKonbKo Thicsiy gonnapos). [ymato, Mo nnu
TBOW TeNedOH HMUKTO Taknm Cnocobom fiomaTb HE CTaHeT.

NTak, 4TO Mbl UMEEM Ha CErOAHSALLHUIA AeHb. HauHeMm ¢ dpuanyeckon 6e3onacHoCTu.
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. Bce iPhone n iPad iOS 8.0 1 Bbliwe (a B HacTosLWwmin MOMeHT akTyarnbHa iOS 10.3.2,
KoTopas ewe 6onee 6e3onacHa) NPUMEHSAIOT HACTONbKO CTOMKME METOAbI 3aLUMThl, YTO
Aaxke Ux Npon3BoanTErNb Kak odpuumansHoO, Tak U PakTUYeCcKM OTKa3biBaeTCH U3BIeKaTb
NHopMaLmio 13 3abroKMpPoBaHHbLIX YCTPOUCTB. HesaBucnMble nccnegoBaHns (B ToM
yucne B nabopatopumn «ANKOMCodT») NOATBEPXKAAIT 3aaBrneHnsa Apple.

. B iOS npegycmoTtpeHa (M genctentensHo pabotaeT) cuctema 3almThbl JaHHbIX B Criyvae
KpaXkn unm notepu yctponctaa. [JoCTynHbl MeXaHWU3Mbl yaaneHHOro CTUpaHnsa OaHHbIX U
BNoKnMpoBKM yCcTponcTBa. YKpageHHOe YCTPOMCTBO HEBO3MOXHO ByaeT pa3bnokuposaTtb
N nepenpoaartb, eCNu 3rI0YMbILUNIEHHUKY HEN3BECTHbI Kak Naporib Ha YCTPOWCTBO, Tak U
oTAenbHbIM Naporb OT y4eTHon 3anucu Apple ID Bnagenbua. (Bnpoyem, Kutanckmm
ymernbLam JOCTYMHO BCe, U BMELLATENbCTBO B annapaTHy 4YacTb YCTPOMUCTBA CNOCOBHO
obonTun aty 3awmTy... Ang iPhone 5s n 6onee crapbix yCTPOMCTB.)

. MHoroypoBHeBoOE LIMGPOBaHNE AaHHbIX «13 KOPOOKN» naeanbHO CNPOEKTUPOBAHO U
peanu3oBaHo. Pazgen gaHHbIX WndpyeTca Bceraa; ncnonb3yercs 6novHbi wmdp ¢
KniovYamu, YHUKanNbHbIMU ANA KaK4oro otaensHoro 6rnoka, npu aToM nNpu yganeHum
drarna COOTBETCTBYIOLLME KITHOUN YOANATCA — a 3HAaYUT, BOCCTAHOBUTL YOaneHHble
AaHHble B MPUHLUMUNE HEBO3MOXHO. Kntoun 3alumLLeHbl BblAeNeHHbIM COMPOLLECCOPOM,
BXoOsALWMM B cucteMy Secure Enclave, 1 BbiTalwmTb X OTTyAa Henb3s gaxe c jailbreak
(Mbl npoboBanu). [laHHbIE NPW BKIHOYEHUN OCTAKOTCSA 3aUNPOBaHHBIMK, MOKa Thbl HE
BBeJeLLb NpaBurbHbIN Naporb. bonee Toro, HEKOTOpbIE AaHHbIE (HanpuMep, Naponu K
Beb-canTam, ckadaHHas Ha YCTPOMCTBO ANEKTPOHHAA NoYvTa) AOMNOMHUTESNBbHO
LUMPPYIOTCA B 3alUMLLEHHOM XpaHunue Keychain, npuyem 4yacTb U3 HUX HEBO3MOXXHO
N3BneYvb Aaxe C AKeNnodpemnkom.

. Tbl HE MOXeLLb NPOCTO BOTKHYTb B KOMMbIOTEP iPhone n ckayaTb C HEro AaHHble (Kpome
doTorpadcun). B iOS npegycmoTpeHa BO3MOXHOCTb YCTaHOBIEHUSI AOBEPUTENbHbIX
OTHOLLUEHWUI ¢ KoMMbtoTepamu. Mpun aToM cosgaeTcsa napa KpunTorpaduyecknx Kroyen,
NO3BOSIAOLLMX JOBEPEHHOMY KOMMbIOTEPY AenaTtb ¢ TenedoHa pesepBHble konuu. Ho
Aaxke 3Ty BO3MOXXHOCTb MOXXHO OrpaHUyuUTb C MOMOLLIbIO KOPNopaTUBHOMW MOSTUTUKM
6esonacHocTn nnn ompmeHHbiM npunoxexHmem Apple Configurator. BesonacHocTb
6akanoB obecneunBaeTcs BO3MOXHOCTbIO YCTaHOBUTb COXHbIV Naposb (Naponb
TpebyeTcs NCKIYNTENBHO A4S BOCCTAHOBMEHNA AAaHHbIX U3 Pe3epPBHON KONUKU, NOSTOMY
B peXume noBceaHEBHOIO MCMOMNb30BaHUSA MeLLaTbCs He ByaeT).

. Pasbnokmposka iPhone caenana Ha goctatoyHo 6e3onacHoM ypoBHe. [ns
pa3broKMPOBKM MOXHO MCNOMb30BaTh Kak cTaHaapTHbIM PIN-kog 3 yetbipex undp, Tak
n 6onee CrnoXHbIn Napornb. EQMHCTBEHHbIM AOMNONHUTENBHBIN cCNoco® pa3bnoknpoBaHns
yCTpoOUCTBa — OTne4yaTok nansua. lNpun aTom peanusaums mexaHm3ma TakoBa, YTo y
3M0yMbILWIIEHHUKa ByaeT o4eHb Mano BO3MOXHOCTEN UM BOCMNONb30BaTbCs. [JaHHbIe
oTnedvartka 3awwmdpoBaHbl 1 OyayT yaaneHsl U3 onepaTMBHON NamMATN YCTPONCTBA Nocne
BbIKMOYEHUS U Nepes3arpyskn; Yyepes HEKOTOpoe BPeMS!, ECNIN YCTPONCTBO HU pa3y He



pa36J'IOKI/IpOBaJ'IOCb; nocrne nAT Heyaa4vHblX MNOnbITOK; Yepe3 HEKOTOPOE BpeEMA, €CIN
nosib3oBartesib HXU pa3dy He BBOAWIT Naposib ASA pa36n0|<|/|pOB|<|/| yCTp0I7ICTBa.
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{ Settings Touch ID & Passcode

USE TOUCH ID FOR:

iPhone Unlock 0
iTunes & App Store o

Use your fingerprint instead of your Apple ID
password when buying from the iTunes & App
Store.

Custom Alphanumeric Code

FINGERPRINTS

Custom Numeric Code S et

4-Digit Numeric Code Add a Fingerprint...

Cancel Turn Passcode Off

PIN-kog vnn gatyumnk otneyaTkoB — pewaTb Tebe
6. B iOS ecTb onumsa, no3sonstoLas aBToMaTMYeckn yaansaTb AaHHbIE NOcne AecATu

HeyaaudHbIX NONbITOK Bxoda. B otnuune ot BlackBerry 10, aTa onuna KOHTponupyeTtcs Ha
YPOBHE onepaunoHHON cuctemsl; ans ctapbix Bepcun iOS (Bnnote go iOS 8.2)
CyLLEeCTBYIOT cnocobbl ee o6onTu.
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¢ General Restrictions Set Passcode Cancel

Enable Restrictions

Enter a Restrictions Passcode
ALLOW:

ABC DEF

4 5 6
GHI JKL MNO

7/ 8 9
PQRS TUV WXYZ

0 &

B iOS MOXHO orpaHMynTb 3anyck NPUNoOXeHU oTAeNbHbIM Naponem

UTO y Hac co crexkon 3a nonb3oBartenem u ¢ yredkamm?

B iOS ecTb oTkno4aemMasa cCMHXpoHM3aLUms ¢ obnakom Yyepes cobCcTBeHHbIN cepauc Apple
iCloud. B yactHocTu, B iCloud 06bI4MHO COXpaHATCS:

e pes3epBHble KONUWN JaHHbIX YCTPOWUCTBA;

* CUHXPOHM3NPOBAHHbIE AAHHbIE — XXYPHan 3BOHKOB, 3aMETKM, KarieHgapu, naponu B
iCloud Keychain;

* Maponu n NCTopus NoceLLeHna pecypcos B bpaysepe Safari;

e ¢poTorpadomn 1 gaHHbIE MPUITOXKEHUN.

Bce Buabl obnaqyHon cMHXpoHu3aummn B iOS MOXHO OTKIIHOYMTL, NPOCTO BbikAo4mB iCloud u
neaktnemnpoas iCloud Drive. [Nocne atoro HUKakue gaHHble He 6yayT nepegaBaTbCs Ha
cepBepbl Apple. HecMOTps Ha TO YTO HEKOTOPbIE MEXaHN3Mbl paboTaloT HE CIULLKOM
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NHTYUTUBHO (Kak npumMep — ANs1 BbIKMIOYEHNA CUHXPOHU3aLUN 3BOHKOB HY>XHO OTKIOYaTb
iCloud Drive, BoobLle-TO npeaHasHa4YeHHbIn 49 CUHXPOHM3auumn darnnos 1 potorpacun),
NOMNHoe BbIKNtoYeHNE 06naYHbIX CEPBUCOB CUHXPOHM3ALMIO NOMTHOCTLHO XKE OTKI0YaEeT.
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£ iCloud Keychain € Settings iCloud

® iCloud Drive

iCloud Keychain u # Photos
iCloud Keychain keeps the passwords and
credit card information you save up to date on '!. !. Mail .
the devices you approve. Your information is
encrypted and cannot be read by Apple. E
- Contacts )
A

= Calendars

Reminders

(@ Safari

Home

OlOLOAGLOLE

Notes

=] Wallet

p

Keychain

JTobble BMAbI CUHXPOHU3ALMM MOXHO OTKIOYUTD
B iOS npegycmoTpeH MexaHu3M A51s NpefoTBpaLLeHNs CRexXKn (Cuctema MoxeT

npeacTaBnNATb BHELWHEMY MUPY cinyYanHble naeHtudukaropbl moaynen Wi-Fi n Bluetooth
BMECTO (PMKCUPOBAHHbLIX HACTOALLMX).

XopoLlo, a kak 06cTodaT gena co 3nospegamn? B iOS npakTnyeckn UCKoYeHa BO3MOXHOCTb
ycTaHoBku 3nospegHoro MO. EguHuyHble cnyyvam Obinuv (Yepes NnpunoxeHns, cobpaHHble ¢
NCNonb3oBaHMEM B3fTOMaHHbIX MHCTPYMEHTOB Ans pa3paboTkn), HO OHM BbICTPO
rfiokanusoBanucb U ucnpasnanuce. [axe torga 6onbLWOro Bpeaa NpUHnHUTL 3TN NPUNOXKEHNS
He cmornun: B iIOS Kaxgoe NpunoXeHne HageXXHo N30NMPOBaHO Kak OT CaMOn CUCTEMbI, TaK K
OT OPYrnX NPUIOXEHWI C MOMOLLbIO NECOYHMLbI.

Hy>kHO OTMeTUTb, 4TO B iIOS AaBHbIM-A4aBHO Obin peanu3oBaH rpaHynspHbIN KOHTPOIb 3a
paspeLleHnaMn NpUNoXeHnn. Tel MOXeLLb MO OTAENbHOCTM pa3peLunTb U 3anpeTuTb
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Ka)KOOMY MPUMNOXEHMIO Takne BeLuy, Kak BO3MOXHOCTb paboTbl B (OOHOBOM pexnme (B
«4mctom» Android Takon BO3MOXHOCTU HET!), AOCTYN K MECTOMNOMNOXEHNIO, yBEAOMMNEHUAM U
ToMy nogobHoe. Hannune aTmx HacTpoek No3BonsAeT 3PPEKTUBHO OrpaHNYMBaTb CIEXKY CO
CTOPOHbI MPUIIOXKEHUI, KOTOPbIE CAENanu Takyto CrEXKY CBOMM OCHOBHbIM BM3HECOM (3TO
KacaeTcs kak npunoxeHun knacca Facebook, Tak n urp Hanogobue Angry Birds).

HakoHeu, Apple perynsapHo obHoBnseT iOS gaxe Ha cTapbixX yCTPOMCTBAX, NPaKTUYECKU
MOMeHTasnbHO (B cpaBHeHUn ¢ Android) ncnpasnasa HangeHHble ysa3BUMOCTU. [1pu aTom
OOHOBIEHNS NpuneTaT OAHOBPEMEHHO BCEM MOMb30BaTENsIM (CHOBA «B OTIIMYME OT»).
UTto nHtepecHo, iOS HaumHasa ¢ 9-11 Bepcum 3alymuieHa 1 oT atak knacca man in the middle ¢
nepexsaTtom u nogmMmeHom ceptudunkata. Yl ecnm B nabopatopun «3nNKoMcodpT» yaanochb
oTpeBepcuTb NnpoTtokon 6akanos iCloud B 8- Bepcun cuctemsl, To B 6onee HoBbix OC aTOro
cAaenaTtb He BbILWSIO MO TeXHMYEeCKMM npudnHam. C ogHOM CTOPOHBDI, NOnyyYyaemM rapaHTumio
GesonacHoOCTM NnepegaBaemMbiX AaHHbIX; C OPYroM — Y HAaC HET BO3MOXXHOCTU JOCTOBEPHO
ybeanTbcs B TOM, YTO Ha cepBepbl He ByaeT oTnpaBneHa «UWHAA» nHopMaums.
HakoHel, Henb3sa He ckaszaTb 0 MUdUYecknx «3aknagkax» B OC, 13-3a BO3MOXHOIO Hanmyms
KOTOPbIX YAHOBHMKM NPeanodTyT «cepTumumnpoBaHHble» ycTponcTsa ¢ Sailfish Bmecto
oTnaxeHHbIx iPhone. B «9nkomcodT» TwaTensHo nccnegosann aecatku mogenen iPhone,
Ha4YnHaga ¢ caMblx paHHUX. B coBcem cTapbix mogensax (4o iPhone 4 BkNioYMTENbHO) Bbinn
YA3BUMOCTU, KOTOPbIE NONYYMNOCh YCNeLHO ncnonb3oBatb. HaumHasa ¢ iPhone 4s Hn
YSI3BMMOCTEN, HU «4YEePHbIX X040B» NOA0BHOro ypoBHS HAaM OBGHapPYXUTb HE yaanocs.
Jlornka noagckasbiBaeT, 4To, ecnm 6bl OHM 6binn, PBP He npuwnock 6bl NNaTMTb MUIINOH
ponnapos komnaHum Cellebrite 3a Banom eguHcTBeHHoro iPhone 5c. Ta xe Cellebrite
TWaTenbHO CKpbIBaET (B NepByto ovepenb — oT Apple) nHgopmauuio 06 ya3BMMOCTSIX,
KOTOpble OHa UCNONb3yeT AS1s B3nomMa 3arpy3yvvka. «Mbl noTpaTtunm nontopa roga, Ytoobl
0BOHapYXuTb 3Ty ya3BUMOCTb. Y Apple 3armeT nontopbl Heaenn, YTobbl ee yCTpaHuTby —
AOCMOBHasg uMTata npeactaBuTens KOMNaHUM Ha KoHdepeHumn. Ha aTom TeMy Luano4vek 13
doonbrn npegnaraemM 3akpbiTb.

B T0 e Bpemsa Apple uenmkom 1 NosTHOCTbIO KOHTPONMPYEeT COOCTBEHHYHO 0BnayHyto
MHPPaCTPYKTYpPY M rOTOBA BblAaBaTb AaHHbIE U3 0braka rno 3anpocy NpaBoOXpPaHUTENbHbIX
opraHoB. A B obnake, Mexay npo4mMM, XpaHUTCSA AOBOSIbHO MHOFO MHTepecHoro. CtatucTunka o
KOnu4yecTBe yO0BMNETBOPEHHbIX 3anpocoB MONHOCTLI0 NybnuyHa. C 6onee nogpobHon
aHanMTUKON MOXHO O3HAKOMUTBLCS Ha canTe «ArkoMmcodTay.

B uenom 6e3onacHoctb Apple iOS 10.3 Ha ycTponcTBax iPhone SE, 6s, 7 n ux sepcuax Plus
HaxoaMTCcsa Ha BbicovaneM ypoBHe. Mpuapatbcst 0cob0 He K YeMy, a UMEKLLMECS N3bsHbI
Nerko NCNpaBnsaTCS WTaTHbIMU CpeacTBaMM.

Windows 10 Mobile
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Android Mbl OCTaBUM Ha 3aKyCKy, a noka nocMOTpUM Ha cMapTdOHbI Mo, ynpaBneHnem
Windows 10 Mobile. B nepByto o4yepeab HaM UHTEPECHbI, KOHEYHO Xe, doriarMaHbl
npounssoacTea camon Microsoft — ato Lumia 950 n 950 XL. [leno B TOM, 4TO 9TK YCTpPOMCTBa
N3HavyanbHO paspabaTbiBanIMCb MMEHHO OIS HYX KOPrNopaTUBHbLIX NOTpebutenen.
NHTepecHenwasa ocobeHHocTb Windows 10 Mobile B Tom, 4TO 3TO eguMHCTBEHHAst MOBUbHas
OC, He ocHoBaHHas Ha Ton unn nHon Bepcumn UNIX. CoBCTBEHHbIV NOAX04 K NPOEKTMPOBAHMIO
a4pa u caMon cUcTeMbl, oTnnyHas ontummsaumst OC m Bcero copra nog orpaHNYEHHbIN
CNNCOK nogaepxuBaemblx ymnceto nomewatroT Windows 10 Mobile rge-T1o nocepeguHe
MeXay MosTHOCTbIO 3akpblTor iIOS 1 NOMHOCTLIO OTKPbLITEIM Android.

B OC komnaHun Microsoft ecTb BO3MOXXHOCTb NOMHOAMCKOBOIO LUMPOBaHUS (HO, B OTNMYMNE
ot Apple iOS, MHOoroypoBHeBas 3aLiuTa AaHHbIX 34eCb OTCYTCTBYET), KOTOPYHO, BNPOYEM,
MO>XHO BKIOMaTh M OTKMOYaTh MO XenaHuio nonb3oBaTtend (UM ceTeBOro agMMHUCTpaTopa).
Tarke MOXHO HaCTpPOUTb LLUMGPOBaAHME AaHHbIX HA BHELUHUX HOCUTENSX (KapTax popmarta
microSD, ecrnv oHM NCNOoNb3YHTCSA).

PasbnokupoBka TenedoHa BO3MOXHa Kak ¢ MOMOLLbIo TpaanumoHHoro PIN-koga, Tak n no
BuomeTprnyecKkomMy JaTUMKy — CKaHepy pagy>kHor 060mnoyku rrnasa (Tonbko Ans Moaenemn
Lumia 950 n 950 XL). o ckopocTh n yaobcTy paboTbl CKaHep pagy>XKu 3aMeTHO yCTynaeT
CKaHepy oTneyaTka nanbua B yctponcTteax iOS, ga n B coBpeMeHHblx Android. besonacHocTb,
BrnpoyeM, Ha yposHe. B otnuumne ot Android, B Windows 10 Mobile He npegycmoTpeHbl 1
HegonycTUMbl HebesonacHble CNOCcoObl ayTeHTUDMKaLMN.
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Sign-in options ®

Looking for you...

*Some settings are hidden or managed by your
organisation.

Require sign-in

If you've been away, when should Windows
require you to sign in again?

15 minutes

« Windows Hello

[ ]
Sign in to Windows, apps and services by teaching O 8 o 3 5

Windows to recognise you.

Tuesday, 15 November

Iris (Beta) Conrad Electronic
50% REDUZIERT: 3er SPAR-Set Energiespar-Regler!
Improve recognition

Remove

AyTeHTUMKaUmna No pagyxHom 06onoYke BKNHOYAETCS B HACTPOMKaX
[paHynNapHbIA KOHTPOSb 3a paspeLleHns MU MPUNOXEHU NPUCYTCTBYET: €CTb BO3MOXHOCTb
orpaHuYmnBaTb AOCTYM MNPUSTOXKEHUI K MECTOMNOSOXEHUIO NONb30BaTENSA N BO3MOXHOCTb

3anpetutb paboTy B hoHe.
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Location Radios

Cortana .

Location history must be on for Cortana Radios

to work
Some apps use radios—such as Bluetooth—in
your device to send and receive data. Sometimes,

: apps need to turn these radios on and off to work
DB Naw%a;for their magic.

Let apps control radios

DB Navigator (Beta)
8 @ off ® on

ﬂ Ex Iorerfor eBay

Choose apps that can control radios

Facebook
£ S

6 Microsoft Authenticator ® On
(’\) Gadgets
N4 ® On

Know your privacy options

. K;eée)Anozfeflgen Learn how this setting impacts your privacy.

CneBa: NpuUnoxeHns ¢ 4OCTYNOM K reofjaHHbIM, CripaBa: nepekntoyatens AocTyna K TenedoHum
N3onsaumsa npunoxxeHui B necoyHuLe npucyTcTeyeT. Bo3MOXHOCTb YCTaHOBKM NPUMOXEHUN U3
CTOPOHHNX UCTOYHMKOB MO YMOMYaHUIO 3abnokMpoBaHa 1 MOXeT ObiTb AOMOMHUTENBHO
ycuneHa ¢ nNoMoLLbIO KOpNopaTuBHOW NOMNUTUKM Be30nacHOCTH, 3anpeLuaroLLein Norb3oBaTento
BKIMOYATb BO3MOXHOCTb YCTAHOBKWN HEMOAMUCAHHbLIX NPUITOXXEHW.

Kctatn, gna Windows 10 Mobile cywectyeT aHarnor jailbreak, no3sonstowmn nonyyunTs
acKkanauuio NpuBMnernin, AOCTYN K peaakTMpoBaHuo peectpa (OH, K CNoBY, MPakTU4eCcKn He
oTnuyaeTcsa ot peectpa «bonbwon» Windows 10) u dpannosor cucteme. YctaHaBnmBaTb €ro
He CMULLIKOM NPOCTO, HO BCe AenaeTcsa C NOMOLLbIO BNOSTHE LWTaTHLIX CPeACTB U3 pexuma ars
pa3pabOoTUMKOB: HN O KaKOW AKCMyaTaumm ya3BUMMOCTEN pevn He MAET, Cnocob faBHO
N3BECTEH N coxpaHsieT paboTtocnocobHocTb BO Bcex Bepcusix Windows 10 Mobile, Bkntovas
obHoeneHne oo Creators Update.

[noC 3TO NN MUHYC C TOYKM 3peHns 6e30MacHOCTN — CKa3aTb CIIOXHO; B KOHLE KOHLIOB, Ha
pas3brnokupoBaHue TenegoHa nnu 4ocTyn K 3andpoBaHHbIM LaHHbIM TakOM «B3MTOM» HUKaK
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He BNuAeT (B oTnnyme ot jailbreak B iOS, ¢ NOMOLLIbIO KOTOPOro YCNeLHO 06xoaaTcs
BCTPOEHHbIE B CUCTEMY MEXaHU3Mbl 6e30nacHOCTK).

Tak e kak n Apple, Microsoft cobupaet nHpopmaumio 0 nonb3oBaTeNsiXx CBOMX YCTPOUCTB. Mo
00beMy AaHHbIX U MaclwTaby «CNexkn» KOMnaHus CHOBa nocepeanHke mexay Apple n
Google. B obnake Microsoft OneDrive TenegoHbl co34at0T pe3epBHbIE KONUK (B TOM YnUCHe
AAHHbIE NPUNOXEHWI), CUHXPOHU3UPYIOT 3BOHKM U SMS (a BOT iOS CUHXPOHM3UPYET TOSbKO
3BOHKMN, HO He coobLeHns). Takke CUHXPOHU3NPYHOTCS Naponu n nctopus bpaysepa.
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Backup Backup options

. % Escape Fast!
Back up to OneDrive e 4 bytes

Make it easier to get your preferred settings and v~ | TripAdvisor
apps on a new device. 4 bytes

Tuneln Radio
4 bytes
Back up content from participating apps

‘& ¥ Riptide GP2
® On ig i\ 4 bytes

accounts and passwords 76,6 KB

Back up settings like my Start screen layout, . VLC

® On

B Cut the Rope 2
@ 4 bytes

Remove backups

Go online to see all your backups and remove the
ones you don't need.

®yHKUMIO GaKana MOXHO OTKITHOUUTbL AN OTAENbHO B3ATbIX MPUNOXKEHUI

CepBuC 3aLMTbI OT KpaXun 1 yganeHHoro 6rnokmposaHus yctponctea Find My Phone ecTb, HO
BOT cepsuc, aHanormnyHbln iCloud Lock (Apple) nnun Factory Reset Protection (Google),
AOCTYMEH NCKMIOYNTENBHO B MOAESSIX, BbINYLLEHHbIX OS5 aMEPUKAHCKOrO pbIHKa.

Kak n B criydae ¢ iOS, Bce 3Tn BO3MOXHOCTU A0CTATOYHO fIErKO OTKMIOYMTL Kak B HACTpOMKax
YCTPOWCTBA, TakK U C MOMOLLbIO KOPNOpaTUBHOM MONMUTUKM 6e30nacHOCTH.

Microsoft Tak xe, kak n Apple, perynsapHo obHOBMSIET CBOM YCTPONCTBA U OrnepaTuBHO
ncnpaenset HangeHHble ys3BMMOCTU. CuTyaumns ¢ OGHOBNEHNAMM 30eCb ropas3fo fyylle, Yem
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B Android. Bnpoyem, Manasi pacnpocTpaHeHHOCTb CUCTEMbI M criabasi 3aMHTepecoBaHHOCTb
camoi Microsoft B 6yayLiem nnatopMbl HUBENUPYIOT MHOTME ee NpeuMyLLecTBa.

Google Android

HakoHeu-To mbl gownu ao Android. lNpo 6e3onacHocTb B Android HanncaHbl 4eCATKN ThbiCSY
cTaTen U COTHU KHUT. PadymeeTcs, Mbl He ByaeM NblTaTbCs 00bATb HEOOBATHOE; BMECTO 3TOrO
nonpodyemM OKMHYTb B3rMS40M 3KOCUCTEMY B LIENOM.

CkaxeM cpasy: cMapTdoHbl Ha Android camble pacnpocTpaHeHHbIe, HO Mpy 3TOM HauMeHee
GesonacHble. Bepcun Android 4.4 n HWKe MOXXHO Ha3BaTb AblPSIBbIM BEAPOM, HE CITULLKOM
norpeLnB NPoOTUB UCTUHbI. KpuTruyeckne ya3smMmMocTu n susitome 6pewm B 6e3onacHoCTH
6bInn (1 ecTb) B cbopkax 5.0-5.1.1. MuHMMmanbHO npuemnemMbl ypoBeHb 6e30nacHOCTU B
Android 66151 AOCTUTHYT TOMBKO € Bepcuen 6.0, npuyeM TOMbKO B TEX YCTPOMCTBAX, KOTOpbIe
BbIXoaunu ¢ 3aBoga yxe ¢ Android 6.0 Ha 6opTy. A BOT B Android 7 (oTHOCUTENbHasA 4ors
KOTOPOro 40 cux nop He nepesanuna 3a 8% ycTponcTs) usndeckasi 6e3onacHoCTb yxe
pearnvsoBaHa BMNofiHe Hensioxo.

HasbiBas Android abipsiBbiM BEAPOM, HEMb3S HE YTOYHUTL, YTO MO aBCOMOTHOMY YUCHY
HangeHHbIX yassumocTten iOS ganeko snepeaun. OgHako ecnun Apple ncnpasnsert ya3BumMocTn
N BblNyckaeT OOHOBMEHME B TEYEHME ABYX-TPEX HEAENb, TO YA3BMMOCTU, HANOEHHbIE B
Android, 6ygyT ncnpasneHsbl B «cepmuyeckoM KoHe B Bakyymey, nonymmdpunyeckom AOSP.
OOGbIYHbIE Xe Nonb3oBaTesniu MOryT MOSyYUTb UX BMECTE C eXXeMeCsiHHbIM 0OBHOBEHEM
BGe3onacHOCTM (TONbKO AN akTyanbHbIX doniarMaHoB Yy n3bpaHHbIX Npou3soguTenen),
Nnony4YnTb Yepes nosiroga-rog UnNu He nNosny4vuTb HUKorga. [lnarpamma pacnpocTpaHeHHOCTH
pasHbix Bepcuin Android HamekaeT, YTO akTyarnbHble naTyn 6e30NacHOCTM CBOEBPEMEHHO
NOCTYNAT K OT cunbl 7% nornb3oBaTenen.

B cny4yae ¢ Android 3Ha4yeHne MMeEeT He TOMbKO Kakasi BepCUsS CUCTEMbI YCTAHOBSIEHA, HO U C
Kakown Bepcuen yCTPONCTBO BbILWNO € 3aBoda. Tak, Android 6.0 «13 Kopobku» No ymMon4aHuio
LWndopyeT pasaern ¢ nosib3oBaTenbCKUMU AaHHbIMU, HO CMapTdOHOB, OOHOBMBLLMXCSA A0
Android 6 no Bo3gyxy, 9TO He KOCHETCA.

Ckonbko TenedgoHoB ¢ Android 3awmndppoBaHo?

Ha Google I/O coobwmnu, yto nopsagka 80% yctponcTs nog ynpasneHnem Android 7 n
nopsaka 25% nopa ynpaeneHmem Android 6 3alimdpoBaHbl. YTO 9TO 03HAYaET Ha NpakTuke?
CpaBHu1M pacnpocTpaHeHHOCTb Bepcuin Android ¢ 4aHHbIMU O LWIMOPOBaHMMK:

e Android 5.1.1 n 6onee ctapble: ~62% pblHKa (OaHHbIX O LWMGPOBAHUM HET);



e Android 6: 0,31 (31% pbiHka) * 0,25 = 0,078;
e Android 7: 0,07 (7% pbiHka) * 0,80 = 0,056.

Ntoro nonyyaem undpy B 13,4%. 310 — uncno yctponcTte Ha Android, KOTopble TOYHO
3awmndpoBaHbl. OCHOBHas 3acnyra 3gecb npuHagnexmnt Google, kotopas 3actasuna
NpOn3BOANTENEN YCTPOMNCTB, BbIXxoasawwmx ¢ Android 6 nnmn 7 Ha 6opTy, obs3aTenbHO
akTMBMpoBaThb WndpoBaHme. [JaHHbIX O WndpoBaHMM Bonee cTapbiX BEPCUIN HET, HO MOXHO
NPEeAnoNOXNTb, YTO UX NONb30BATENN HE FOPAT XenaHnem 3amegnsaTb paboTy yCTponcTea,
BKMNIOYMB OnumoHanbHoe wngposaHme. C y4eToM 3TOro BpsA N KoOHevHast undpa
3awmndpoBaHHbIX «AHAPONoB» NpeBbIcUT 15%.
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< Encrypt phone

You can encrypt your accounts, settings,
downloaded apps and their data, media and
other files. After you encrypt your phone,
assuming you've set up a screen lock (that is,
a pattern or numeric PIN or password), you'll
need to unlock the screen to decrypt the phone
every time you power it on. The only other way
to decrypt is to perform a factory data reset,
erasing all your data.

Encryption takes an hour or more. You must
start with a charged battery and keep your

phone plugged in throughout the process. If you
interrupt it, you'll lose some or all of your data.

Please charge your battery and try again.

Please plug in your charger and try again.

HecmoTpsa Ha To 4To Android, kak 1 iOS, 3anyckaeT npunoXXeHusi B NeCOMHULAXx, TyT ropasgo
Gonblwe ceobonbl. [prUnoXeHns MOryT BMeLnBaTbLCS B paboTy ApyrMx NpUoXxeHunin (B
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nepByto ovepeab 310 pasHoobpasHble crnyxbbl Accessibility, KoTopble MOryT aaxe HaxnmaTb
KHOMKMW, U CTOPOHHUE KraBuaTypbl, KOTOPblE aBTOMATUYECKM MOory4atoT BO3MOXHOCTb
LUNMOHNTbL 3a nornb3osarenem). [NpunoxeHus MoryT cobupaTb AaHHblE O NPUBNN3NUTENBHOM
MECTOMONOXEeHUM Morb3oBaTers, Aaxe ecrnn CoOOTBETCTBYIOLLME NpaBa OTCYTCTBYOT
(MexaHu3M NHTEPECHbIN, YacTO NPUMEHSETCS Ha MPaKTUKE U 3acry>X1UBaeT OTAElTbHON
ctatbn). MHOrouncneHHble 3noBpeabl NOABMASIOTCA eXeHeaenbHO, a B HEKOTOPbIX TernedoHax
(O Takmx Mbl NUCann) OHM CUASAT NPSMO B NMPOLUMBKAX N N36aBUTLCS OT HUX BO3MOXHO TOSTbKO C
NMOMOLLbIO NEePENPOLLNBKN.

[a, aTa 0cobeHHOCTb, a To4YHee cTeneHb cBO6OAbI 3anoxeHa B cuctemMy (To ecTb 9TO donya, a
He 6ar), n Te xe cepucbl Accessibility n ctopoHHMe knaBmaTtypbl TPebYHOT OTAENBHOIO
NoATBepXAeHUs Ans akTneaumu. Ho noeepb, TBoemMy pebeHky, Tewle nnmn 6abyLuke cuneHoO
nerye OT 3TOr0 He CTaHET, Kak Obl Tbl HX MbITancsa HaTackaTb UX Ha «Ctoga He TbiKal HUKOr4ay.
A pasbnoknpoBaHue cmaptdoHa? Kazanoch 6bl, npocTenee gencrane, KOTopoe
HEBO3MOXHO MCMopTUTb... Ho HeT, padpaboTymkn Android (vmeHHO Android AOSP) — cmornu.
B Android BcTpeyvatoTcs nobble, camble HebesonacHble cnocobbl ayTeHTUdUKaLmm.
Hanpumep, Smart Lock — aBTomaTtuyeckoe pasbnokmpoBaHue tenegoHa no
MECTOMONOXEHUIO (NpeacTaBb CUTyauuto, B koTopon PBP He npuxoguTes nnaTtute MUSTIMOH
Aonnapos 3a B3nom iPhone 5¢ — BMeCTO 3TOro areHT npocTo gowen 4o AoMa
nogospesaemoro). inu pasbrnokupoBaHue npu coegmHeHun ¢ gosepeHHbiM Bluetooth-
YCTPONCTBOM (@reHT BKIHOYAET TPEKEP aKTUBHOCTWN UITM MarHUTONYy B MalLMHe
nogo3peBaemMoro).

Ewe MOXHO aBTOpPU30BaTLCA MO NULY Nonb3oBaTens nnu ero otorpadun. Hekotopble
Crnocobbl MOXXHO 3anpeTUTb C MOMOLLLIO KOPNopaTUBHOW NONUTUKN 6e30MacHOCTU, HO AJ1S
3anpeta HeobxogMMO NepeyvncnuTb UX B SBHOM Buae. CncagMuH 3abbin 3anpetuTb
pa3brnoknpoBky no Bluetooth-yctponcream? 3Ton nasenkon HenpeMeHHO BOCMNoNb3ytoTcs. Hy
N ecnn NoABUTCA HOBbIM Hebe3onacHbI cnocob pasbroKMpoBKkM — ero NpUAeTcs 3anpeLwaTb
AONOSTHUTENBHO.
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Smart Lock :

: On-body detection

) Keep your device unlocked while it's on you
Screen lock
PIN 0 Trusted places
Add location where device should be unlocked
Fingerprint
1 fingerprint set up Trusted devices
(o0 HUAWEI WATCH 5648, Mazda unlock this device
when nearby
Smart Lock
¢ Trusted voice
N Set up voice recognition
Encrypt phone

Set up SIM card lock

Make passwords visible

JTiobble BMAbI pa3bnokMpoBKM Ha TBOW BKYC

[a, HamepeHus Bbinn GrnarMmmn: XoTb Kak-To NonpoboBaTb 3aCTaBUTb NONb30BaTeENen
yCTponcTB 6€3 faTuMka oTne4aTkoB nanbLeEB yCTaHaBNMBaTb ko4 6riokmpoBku. BoT Tonbko
Bped OT Takmx cnocoboB NpOCTO KaTacTpodMYeCKMiA: NONb30BaTeNto BHYLIAETCH NOXHOE
4YyBCTBO 6E€30MaCHOCTU, HA CaMOM Xe ferne «3awmTon» nogobHble cnocobbl MOXHO Ha3BaTb
nuwWb B KaBblykax. bonee Toro, Smart Lock octaeTcs 4oCTynHbIM gaxe B nocrneaHmnx cbopkax
Android n gaxe B yCTpOMCTBaXx, yke 060pyaoBaHHbIX 4aTYMKOM OTrNeYaTKoB nanbLueB. Her,
ncnonb3doBatb Smart Lock Teba HUKTO He 3acTaBuT, HO BeAb 3TO Xe TaK yAo6HO. ..

K cyacTblo, C MOMOLLBIO NOANTUKM BE30MaCHOCTN HEKOTOPbIE BUAbI Pa3brioKMPOBKM MOXHO
OrpaHMyYnTb agMUHUCTPATUBHO:
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e Action not allowed

This action is disabled. Contact your
organisation's administrator to find out
more.

More details

Bripoyem, HET HMKaAKOM BO3MOXHOCTW MOMELLIATb NOSIb30BaTENIO AeaKTUBMPOBaTb TakKyto
NONMUTUKY:
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Device administrator < Device administrators

Android Device Manager

Allow Android Device Manager to lock or
delete a lost device

e Exchange device admin

This administrator is active and allows the ) )
BlackBerry Hub+ Services app to perform the e Exchange device admin
following operations: Enables server-specified security policies

Erase all data Authenticator 0

Set password rules
@ Fingerprint Quick Action 0
Monitor screen-unlock attempts

Lock the screen ° More Shortcuts 0

Turn off and lock the screen.

Set screen lock password expiry Nova Launcher O
. e Screen Lock Nova Action
Set storage encryption
Now Gesture Tweaks 0
Disable cameras T
Disable some screen lock features % Tasker 0

Deactivate this device administrator

Cancel

B Android ecTb BO3MOXHOCTb YCTaHOBUTbL CBOW cepTudmkaTt ans cHudpuHra HTTPS-Tpaduka:
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Credential Details

Adguard Certificate

one CA certificate

REMOVE

Tenepb y npunoxeHns Adguard ecTb BO3MOXHOCTb Bblpe3aTb peknamy n3 HTTPS-tpacduka.
Ho Ha ero mecte Morno okasaTtbCs YTO YroaHO.

bonblion bpat cnegnt 3a Tobon

Google cobupaeT orpoMHOe KOnmM4ecTBO MHopmaLmm o nonb3oBaTtensx Android. Ee
AetanbHOCTb 1 NpopaboTka NPOCToO haHTaCTUYECKNE: Tbl MOXELLb NOAPOBHO yBMAETD, rae Thl
ObIN 1 YTO genan B Takoe-TO BPEMsI TaKOro-TO Yncna 3a nocrnegHue WwecTb Nnet. YTo
xapaktepHo, Google 3HaeT He Tornbko 2de Tbl Obln B TEPMUHAX reorpadmnyecknx KoopauHart, HO
N 8 KakoMm mecme Tbl NodbIBan. FoCTUHUUA, pecTopaH, 6oynuHr, Teatp, napk — Google Buant
TBOW KOOPAMHATbl U COOTHOCUT UX C MECTOMOSTOXKEHNEM APYrnX Nofb3oBaTenen (a ux —
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MI/IJ'IJ'IVIap,EI,bI). Pe3yanaT — KOMNaH1 n3BeCTHO BCeE BIJ10OTb A0 TOrMo, CKOMMbKO BPEMEHN Thl

npocuaen 3a CTofIMKOM B pecTopaHe B oxuaaHuy nepsoro 6nroga.
Ckaxellb, 51 crywato kpacku? Huuaytoukn. Mbl yxke nucanu o Tom, 4To cobmnpaeT Google 1 kak

Ao aton nHdopmaumm gobpatbes.
2 Timeline & TODAY

2017 ~  May - 16 - 1P

4 ).
_._||__Iu_llll.l..___lu_lIlllulll._

E] ® Barons Court Station -

London W14 SEA, United Kingdom

& Walking - 0.7 mi 10

@ ® Holiday Inn Express London - Earl's 2:21 PM - 3:52 ,
Court PM *
295 North End Rd, London W14 9NS, UK
16 mins

ﬁ Walking - 1.0 mi

London and Rye —I 5 Monday
May 2017

May 15 - 20,2017

Google 3HaeT o0 Tebe 6onbLue Tebs
Camo cobon pasymeetcs, B Google ecTb cTaTUCTUKA 3anycka 1 MCNOSib30BaHUS MPUNOXKEHWMN,

nctopus Gpaysepa 1 NoMcKoBbIX 3anpocoB, NoriHbl 1 naponu Chrome, cnosa, KOTopbie
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BBOAMNUCH C KnaBmaTtypbl Gboard, ronocoBble 3anpockl, (POCMOTPeHHbIe Ha YouTube ponuku
N MHOroe, MHoroe gpyroe.

a, cnexky n cbop nHpopmMaunm Tbl MOXELLb OrpaHNYnNTb, a yXXe cobpaHHble AaHHble —
yoanutb, HO pasHoobpa3une aTUX AaHHbIX TAKOBO, YTO TOSbKO UX NepedncrieHne sanmer
HeCKomnbKo cTpaHuy, yéopuctoro Tekcta. bonee toro, Bpems ot BpemeHn Google 6e3
npeaynpexaeHns BKNYaeT cOop HOBbIX TUMOB AAHHbIX (SPKUI NpUMEP — CUHXPOHU3aLNA
MHpopmaunm o 3BoOHKax 1 SMS Ha HEKOTOPbLIX YCTPOMCTBAX); Kak OTKIHYUTL UX cbop 1
XpaHeHue, He Bcerga siCHO aaxe cneuynanuctam. B aByx crosax: orpaHnymTb cbop AaHHbIX
MOXHO, HO rapaHTUK TOro, 4YTO 3anpeLleH cbop BCeX TBOUX AaHHbIX, — HUKAKOMN.
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Activity controls
aoleg78@gmail.com

Only you can see your activity a

Web & App Activity
On

Device Information
On

Voice & Audio Activity
On

YouTube Search History
On

YouTube Watch History
On

Google Location History
On

JInwb vyacTb TOro, YTo cobupaet
Google
BonbwunHcTBO TenedoHoB ¢ Android NOCTaBnseTCA C HE3aKPbITbIMU PEXUMaMN CEPBUCHOIO
[OCTyna K NaMsTh, KOTopble U3HavyarnbHO co3aBasnvchb 4N NPOLUMBKM YCTPOUCTB B Criyvae
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HEUCNPaBHOCTU. JTU XKe PEXMMbI MOXXHO MCMNONb30BaTb N A5 U3BIEYEHNSA OAHHbIX U3
YCTPOWCTBA, AaXe €CNN OHO BbIKNIOYEHO UIn 3abnoknposaHo. B 4acTHoCTH, 31O npucyLule
B6onbwnHcTBy npoueccopoB Qualcomm (pexumbl 9006 n 9008), npakTmnyeckn Bcem MediaTek,
Rockchip, Allwinner, Spreadtrum, HekoToOpbIM YCTpOMUCTBaM Ha ocHoBe Samsung Exynos.
Cob6CTBEHHbIN HN3KOYPOBHEBBIM CEPBUCHBIN NPOTOKON eCTb B TenedoHax LG, n
BOCMNOMNb30BaTbLCA UM AJ15 U3BMEYEHNS AAaHHbIX — [er0 TEXHUKN.

cnonb3oBaHMe CEPBUCHOIO pexmma N9 KpaXkn JaHHbIX He OCTaBNsAeT crefos. 3almnTUTbCs
OT KpaXkn MHopMaLmm Yepes CePBUCHbIN PEXUM AOBOMBHO MPOCTO: 4OCTAaTOMHO BKMIOYUTD
lWwnppoBaHme aaHHbIX (Npy aToM pekomeHayetca Android 6.0 nnu Beiwe, HO gaxe B Android 5
LWndopoBaHWE YxKe BMOSTHE HAOEeXHO).

[paHyNApHbIA KOHTPOSb 3a paspeLleHnamMu npunoxeHun B Android — 6onbHas Tema. B
«4mctom» Android (AOSP) KOHTPOMb 3a UCNONb30BaHNEM paspeLLeHU NOSIBUIICS TOSMbKO C
BbIx04oM Bepcumn 6.0. B CTOPOHHUX NpoLuMBKax OH ObiS U paHbLUue, HO paboTan YpesBbliYaiHO
HecTabunbHO. [pn 9TOM KOHTPOSb AarneK OT COBEPLUEHCTBA: 3anpeTnTb NPUITOXKEHUIO
paboTaTb B )OHe WTaTHbIMW CpeAcTBaMM HEBO3MOXHO, a OrpaHn4eHne Joctyna K
paspeLUeHnto JOCTyna K MECTOMNONOXEHMIO MPUBOAUT TOMBKO K TOMY, YTO npunoxeHue dyaet
onpenensitb MecTonosoXeHne yCTPoMUCTBa ApyrMmmn cnocobamm ¢ noOMOLLbH MCMOMb30BaHUS
paspeLUeHnii, rpaHyspHbIA KOHTPOIb KOTOPbIX HEBO3MOXEH AaXe B CBeXMX Bepcusax Android.
HakoHeL, MHOrve npunoXeHus NPoOCTo He NOAAEPXKMBAKOT rpaHynspHoOe ynpasneHue
paspeLleHnamMu, 1 norb3oBarerib No-NpeXxHeMy cornallaeTcs ¢ 3anpocoM Ha npegocTasreHne
Liernoro nakeTa paspeLUeHnin, 4acTb M3 KOTOPbIX BOBCE He 6e3obuaHa.

C nomoLLbo KOPNopaTUBHBIX NONUTMK 6GE30MAaCHOCTN MOXHO 3anpeTnTb NONb30BaTesNo
HeKoTopble (HO, K COXaneHuto, Aaneko He Bce) crnocobbl 000MTU BCTPOEHHbIE B CUCTEMY MepbI
BesonacHocTu. Hanpumep, MOXHO 3acTaBuTb ero ucnonb3oBatb PIN-kog, oTknountb Smart
Lock, 3actaBuUTb UCNoOSb3oBaTh BCTPOEHHOe WwundpoBaHue. ELle MoXHO KynnTb Android-
cmapTtdgoH BlackBerry; Ha HUX, no kpanHen mepe, CBOEBPEMEHHO NPUXOOAT naTyu
6e30nacHOCTU 1 aKTUBEH PEXMM JOBEPEHHON 3arpy3ku. Brnipodem, oT AeiCTBUIA CamMoro
nonb3oBaTens, CNEeXKN N yTeYkn AaHHbIX B 06nako pmpmeHHbin codt BlackBerry He
3amLaeT HUKaK.

B Android npocTo He cywlecTBYeT Kakon-To obLuen moaeny 6e3onacHoCTK, KoTopas Morna 6bl
obesonacuTb YCTPONCTBO M AaHHbIE NOMb30BaTeNA Ha BCEX YPOBHAX. MOXHO BKNHOYNTD
KNOX, MOXXHO BblIOpaTb TeNedOH C AOBEPEHHON 3arpy3KoN... HO BCe 3TO He nomeLlaeT
caMoMy NoSb30BaTeSN0 YCTAaHOBUTb Kakoe-HMOYadb NpUoXKeHne, KOTopoe BOCMNOSb3yeTcs
«ocobeHHocTamm» Android (Hanpumep, Overlay n Accessibility) ons aBTomatnyeckon
YCTaHOBKM OMacHbIX 3r0BPeaoB, U Te, CHOBA NCNOSb3ys YA3BUMOCTU CUCTEMbI, NONbITAOTCA
NnonyyYnTb root-4OCTyN U NponucaTbCa B CUCTEMHOM pasfere.

CnoBo pegaktopa



CTOoUT OTMETUTBL, YTO, XOTSA aBTOP NpaB B TOM, cMapTdoH Ha kakon OC 6onee ys3B1MM K
B3r1OMY, crieayet UMeTb B BMAY, YTO peyYb MMEHHO O cMapTdoHax, HO He 06 Android kak
onepaumoHHon cucteme. [la, Android 3acnyxun crnasy OblpsiBOM ONepaLMOHKN U paccagHuKa
BUPYCOB, HO €Cnn BAyMaTbCs: a YTo ecTb Android? 3TO TO, YTO YCTAHOBMEHO Ha cMapTdOHax
LG nnn Samsung, Te caMmble CUITbHO MOANMULMPOBAHHLIE ONEpPaLMOHKK, KOTOPbIE KaXyTCs
COBCEM He MOXOXNMU Ha «rosbin»y Android? OTO NPOLLMBKM MEHEE pacnpOCTPaHEHHbIX
OpeHaoB, KOTOpble YCTaHaBNMBAKOTCA Ha CMapTdOHbI, rogaMn He nony4yarLwme oOHOBNEHNN?
Nnn, MOXeT ObITb, 3TO YTO-TO Apyroe?

TexHnyeckn OC Android — 310 TO, 4TO Google B hopmMe NCXOLHMKOB BblKNagbiBaeT BO
Bceobwmi goctyn B pamkax npoekta AOSP. 3To TOT cambiii YncTbii Android, KOTopbii
KOMMNaHusa npeaycrtaHaBnueaeT Ha cMapToHbl Nexus 1, B crnerka u1smeHeHHOM Buae, Ha
cmapTdoHbl Pixel. Bce octanbHble NPOLLMBKX, CUNBHO U HE O4EHb CUITbHO
MOANULNPOBaHHbIE, B TEPMMHAX Open source HasbiBatoTcsa oopkamu. 1o cyTn aTo yxe
HEeYTO Apyroe, HO BCe 3TO TEM HE MEHee NPUHATO Ha3biBaTb 06LWKMM nmeHem Android.
BesonacHee nn ynctbin Android npownBok oT npoussoanTenen? [la, MHoXxecTBo 6aroB 6b110
Hau4eHo MMeHHO B nameHeHHoM Android oT npoussoauTens. K tomy xe B unctom Android atn
Garn ncnpaensTcs HAMHOMO BbICTpee N OOHOBEHMS, C HEDOMNbLLOW 3a4ePXXKON, NoMyYatoT
cpasy Bce to3epbl Nexus n Pixel. O6wun cpok noaaepxku aTux cMapTgOoHOB COCTaBnseT ABa
roga aonst KpynHbix 06HOBNEHUN 1 ewe rog Ans o6HoBNeHnn 6e3o0nacHOCTW.

Kak npaBunbHo otmeTun Oner, no obLemy Konnm4ecTBy Han4EHHbIX KPUTUYECKNX YSI3BUMOCTEN
Android octaetcsa nozagmu iOS, npnyem 6onbLue NOMOBUHBI 3TUX BaroB HAXOAAT BOBCE HE B
Android, a B 3aKpbITbiX gpariBepax xenesa. [lepeuncneHHble B cTatbe npobnemsl
cMapTdOHOB BPOAE TOro e CEPBUCHOrO pexnma K Android OTHOLLEHUSI HE UMEIOT, 3TO
npobnema npoussogutens yctponcrtea. OgHako B TOM e Nexus CEPBUCHbIN PEXUM OOCTYMNEH
— NOMMYHO, ECIN YYECTb, YTO 3TO CMapTdOH AN pa3paboTYMKOB.

CepbesHas npobnema Android — 370 BOBCE He ObIPABOCTb U He Be3rpamoTHasa apxuTekTypa
OC. B koHue KoHUoB, aaxe Bepcusa Android 1.0 Bkntodana B cebs Takne BeLUn, Kak
NONHOLEHHbIE NECOYHULbI ANSA NPUNOXEHUA, cCUCTEMa OOMeEHa AaHHbIMU MeXay
NPUNOXEHNAMM Yepe3 TUNN3MPOBAHHbIE KaHarbl C MPOBEPKOW MOTHOMOYMIA, MHOIOYpPOBHEBAS
npoBepKa NermMTUMHOCTU TeX U NHbIX 3anNPOCOB K AaHHbIM unu oyHkumnam OC n memory
safe a3blk Java, HuBenupyowmin 90% BO3MOXHbIX ysi3BuMocTen. O 6onee No3gHUX BEPCUAX C
WHTErPUPOBAHHOW CUCTEMOM MaHOATHOroO KOHTpons goctyna SELinux, necodHnuyamm Ha
ocHoBe seccomp, ASLR, MexaHn3amMoM JOBEPEHHON 3arpy3ku, LUIMAOPOBAHNEM U LIEMBIM
ByKETOM MPOYNX TEXHOMOMMIN rOBOPUTL BOOOLLE HE CTOWUT.

CepbesHas npobnema Android — 370 Ta camas hparmeHTaums, bnarogaps KOTopown
Android’om Ha3biBaeTcs Bce, 4To 6b1510 0cHoBaHO Ha AOSP, a no cakTy yxe He siBnsatoLleecs
Android’om. KomnaHusa Bbinyckaet cmaptdoH Ha Android, 3abmBaeTt Ha ero o6HOBNEHNe, Yem
CTaBWT MOp Yrpo3y nonb3oBartesnsi, — BMHOBHbIM 06baBnstoT Android. Samsung



moamdmumpyet Android, gonyckasi oLnModKy B peanuaawumm nokckpmHa, — suHoBat Android.
KuTanubl noctaBnatoT cMapTdOHbI C He3ano4YeHHbIM 3arpy34mkom — 370 Android gbIpsiBbIN.
Takke He cToUT 3abbiBaTb O ropas3go bonbLlnx, B cpaBHeHUN ¢ iIOS, BO3MOXHOCTSX CUCTEMBI.
Bce atun Accessibility, oBepneun v gpyrne dyHKLMU, KOTOpblE aBTOP MPEnOAHOCUT Kak
YA3BUMOCTU, — 3TO CTaHgapTHada YacTb Android, koTopasa 4OCTYNHA CTOPOHHUM
npunoxeHnam. Yem GonbLlue gyHKUMOHANLHOCTN Npeanaraet cuctema, Tem donbLue
BO3MOXHOCTEN NCMNOSMb30BaTh €€ B MPSA3HbIX Lensx.

CpasHuBaTth iOS, cnctemy ¢ cusibHO 0bpe3aHHON PYHKLMOHANbHOCTLIO, OTCYTCTBUEM
BO3MOXHOCTU CTaBUTb MPUNOXKEHUS U3 CTOPOHHNX MCTOYHUKOB U 3aKPbITOM 3KOCUCTEMOW, C
OTKpbITbIM Android, KOTOpbIN JaeT ropasao 6orbLle BO3MOXHOCTEN N AOCTYNEH AN
cBOOOAHOrO CKayMBaHUsa U MoanUKaLmMm KOMy YyrogHoO, HEKOPPEKTHO. OTO BCE paBHO YTO
cpaBHuBaTb nosnHoueHHyt OC tuna Windows u kakyto-Hnbyabe Chrome OS.

MoxkHo nu caenaTtb Android AencTBUTENbHO De3onacHbIM?

Ecnu TenedpoHom nonbayetcs pebeHok, 6abyLuka unm 4YenoBek, KOTOPbI YBEeKaeTcs Yem
YrogHo, TOfnbKo He BonpocaMmu 6e30nacHOCTM MOBUIbHBLIX ONepPaunoHHbIX CUCTEM, — HET. B
nx pykax tenedgoH Ha Android HuKorga He Byget 6e3onacHbIM, axe ecnu 3To Samsung ¢
aktnsmpoBaHHbiM KNOX unu BlackBerry ¢ nocnegHmum natdem 6e3onacHocTtu. MNpuynHa?
CnuwkoM MHOro 3r10BpedoB M CrnLWKOM bonbLuasa aAns cpegHero rnorb3oBaTens CTeneHb
cBoboabl, no3sonsowasn ybpartb «MmeluaroLme» cpeacrsa 6e30nacHOCTU, OTKITHOYNTD
LWndopoBaHMe Ha aTane 3arpysku, akTMBMPOBaTb YCTAaHOBKY NPUNOXEHUA N3 CTOPOHHMUX
MCTOYHUKOB M Npogenatb Maccy ApYrnx rnynocten, Kotopble Tebe faxe TpyaHO BOo6pasuThb.
Ecnun e ycTponcTBO AaTb B pyKn cneumanucty n yCTpPOMCTBO 3TO — aKTyalnbHbI oriarmaH
OOHOrO 3 M3BpaHHbIX Npon3BoauTenen, He NpeHebperarLwmnx exxeMecavyHbIMM naT4amm
BGe3onacHOCTW, TO NP JOSMKHON HacTponke (3anpeT Smart Lock, wndposaHme ¢
obsa3arenbHbIM 3anpocoM Naporns Ans AanbHeunwen 3arpy3kn YCTpoMUCTBa, — He nyTaTh C
PIN-kogom pas3bnokmpoBkn! — Mcnonb3oBaHME agMUHUCTPATUBHOW MOMUTUKK, XKECTKO
3anpeLlaroLLen yCTaHOBKY U3 CTOPOHHUX NCTOYHUKOB, 3anpeT OBeprieeB U CEPBUCOB
Accessibility, TOCTOSIHHbIN KOHTPONb 3a TEM, KaKyt MHpopMaLmio Mbl pa3peLlaem o cebe
cobupaTb 1 KOMY UMEHHO) AN 06bIYHOrO NOrb3oBaTeNs BNOMHe conget. Brnipoyem,
YUHOBHUMKWN, NPE3NAEHTbI, TEPPOPUCTbLI U NPECTYNHUKN BCE paBHO He ByayT Tak puCKOBaTb; UX
Bblbop 4o cux nop — BlackBerry 10 nnn iOS.

TpagnunoHHo nocnegHun naparpad — npo obHoBneHMsa 1 natyun 6esonacHocTn. Cneundumka
Android TakoBa, 4TO Npon3BoANTENN MOryT OBHOBNATL, @ MOrYT Y HE OOHOBSATL CBOU
YCTPOWCTBA A0 akTyarbHbIX Bepcu Android 1 natyen 6e3onacHocTn. HaaeHHble ya3BUMOCTH
MOTYT UCMPaBNATbLCS, @ MOTyT He UCnpaBnATbCH (B 60MNbLUMHCTBE CNyYyaeB — He
ncnpasnstoTcs). bornee-meHee perynsapHble 06HOBNEHNs 6biBatoT y priarMaHoB U3BECTHbIX



NPON3BOANTENEN, HO JaXe B 3TOM Cllydae CPOKM MOAAEPKKM 3aMETHO KOpoYe, YeM Y
ycTponcTtB nponssoactea Apple nnn Microsoft. TenedoHbl ¢ Android no ypoBHto
Ge3onacHOCTW HeNb3si CTaBUTb Ha ofHy cTyneHb ¢ i0S unu gaxxe Windows 10 Mobile. Yem
AeLleBne YyCTPOMUCTBO, TEM XyXe Y Hero byayT ob6¢cTonTb Aena ¢ 6e30nacHOCTLIO YxKe Yepes
HEeCKOSbKO MecsLeB nocre Bbinycka. CoBceM aelleBble YCTPOMUCTBA HECYT AOMNONHUTENbHbIE
PUCKN, CBSI3AHHbIE C OTCYTCTBMEM OBHOBMEHMI (B TOM YMCIE UCNPABIIEHUIN KPUTUYECKNX
YSI3BMMOCTEN), (PU3NYECKUMU YA3BMMOCTSIMU Ha YPOBHE YCTPOUCTB U BCTPOEHHBIMU B
NPOLLMBKM 3r10BpeAHbIMU «BOHYycaMmy.

3akJio4yeHne

Ecnu pacctaBuTb cuctemsl No ypoBHIO Be3onacHoCTH, To pag OyaeT BbirmMageTb cneayrowmm
obpasom: Apple iOS (iPhone SE, 6s/7), Windows 10 Mobile (Lumia 950 n 950 XL), Android
(ny4ywe Bcero gena obCcToAT y cBexuX pnarmaHoB Samsung, BlackBerry n gpyrnx KpynHbix
npousBoanTenen; Xyxxe Bcero — y 61oKeTHbIX MoAernemn KUTancknx nponssoguTenen, C
MOMHbLIM CMEKTPOM PELLEHUA MeXAY 3TUMU KpanHOCTAMMK). YTo 13 atoro ctomt Bpatb? Bee
3aBUCUT OT TBOMX NpuoputeToB. [Anga 6onblUIMHCTBA Nonb3oBaTtenen OyaeT BnonHe JOCTaTOYHO
TOro HEBLICOKOIO YPOBHS 6Ge30nacHOCTH, KoTopbir npegnaraet Android, — pasymeeTtcs, npu
ycnosumn, 4to y Tebst yctaHosrneH PIN-kog n BKMOYEH AaTymK OTNeYaTKoB nanbueB (HO TOMbKO
ecnu ctomt Android 6.0 unu Beiwe 1 TONLKO ecnn OH cepTuduumposaH Google); ecnn HeT root
1 3abroKMpoBaH 3arpy34uK; ecriv akTMBMPOBaHO MOMHOAMCKOBOE LWN(POBAHNE U BbIKIIOYEHDI
Hebe3onacHble cnocobbl ayTeHTUMKaumMm Smart Lock; ecnu... Bnpodem, 310 nepevncreHune
y>Xe TAHET Ha OTAErNbHYI CTaTbHo.

B cnyyae ¢ Apple Bce HamHOro npotue: ceexuve driarmaHbl No4 ynpasneHneM CBEXuX Bepcum
iOS 6e3onacHbl, HO ecnn Tbl 03ab04EeH NPMBATHOCTLIO CBOMX AaHHbIX — OTKI04YM 0Bnako.
Bonblie H1Yero genatb He HY>KHO.

«Heynosumble [xxo» (Sailfish, Tizen, Ubuntu Touch 1 npoyas ak3oTnka) Hebe3onacHbl 40 Tex
nop, Nnoka He ByaeT gokasaHo obpatHoe. Npo Tizen BbIBOAbI YXXe caenaHsbl, Sailfish — Ha
ovepeam.

UunTtanTe ewé 6onblue nnaTtHbIX ctaten 6ecnnatHo: https:/t.me/nopaywall
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