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B cBoem passutmum Windows npoluna gonrum nyTb OT rpadouyeckon Haactporkm Hag MS-DOS
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CTaHeT 4YyTouKy 6e3onacHee n He Takon CBOEHPaBHOMN.
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WARNING

I'Ipe>|<p,e 4YyeM SKCrnepnMmeHTnpoBaTb C peeCTpoM u CJ'Iy)K6aMVI, coBeTyeM Co30aTb TOYKY
BOCCTaAHOBIIEHUA, a elle JNydlle — caernartb NosHbIA 63Kan CUCTEMHOrO pasgena.

bakanum peecTtp

OavH n3 cnocobos caenartb 6akan peectpa — 370 3anyctuTb B koHconn REG EXPORT.

reg export HKLM hklm_backup.reg

Takon KomMaHLoM Mbl 3aaem co3gaHne panna

hk1lm_backup.reg

CO BCeWN UHdopMaLmen n3 BeTku

HKEY_LOCAL_MACHINE

. AHanorn4yHo NoBTOpsieM KOMaHAy AN APYrMX BETOK peectpa (CM. CKPMHLLOT).



BB C:\Windows\system32\cmd.exe

HKLM hklm

. " 17:05
A T i) ENG S EI

Cosnaem 63kan peecTtpa
Tak ke MOXXHO 63KanuUTb OTAENbHbIE KNOYM Nepea nx naMeHeHnemM. Ecnmn 4to-to nonaert He
TakK, Tbl BCeraa oTKaTULLb M3MEHEHUS NPOCTbIM 3anyckom .reg-canna.

[Monyyaem JocTtyn K peecTpy

MporpammMunCTbl HaKNenanu OecsATKN pasHbIX TBUKEPOB cucTeMbl. Bce oHM oGeluatoT Yyaeca u
paboTaloT HEMPO3paYHO, HO peanbHo Bce NX DYHKLMN CBOASTCS K TPEM NPOCTbIM BeLLaM:

* N3MEHEHUIO OTAENbHbIX KITHOYEN peecTpa,
* OCTaHOBKe HeBOCTpe6OBaHHbIX CJ'Iy)K6;
* yoareHuto nnn nobasneHunio 3agaHunm nnaHNpoOBLUUKA.

YacTo aTn npouenypbl B3aMmocBsa3aHbl. Hanpumep, 3anylieHHas cnyx6a He gacT yaanuTb
CBOW KIOY peecTpa nnu asToMmaTnyeckm BOCCTaHOBUT OTMEHEHHOE 3aJaHne B
nnaHupoBLwuke. NosToMy Mbl pacCMOTPUM Kaxayto 3agady nogpobHO, HE OrpaHMyYMBasiChb
CTaHOapPTHbIMU PEKOMEHOALNAMN.

HayHeMm c nonyyeHus gocTyna K peectpy. OTo otaenbHas npobrnema B HoBbIx Windows,
0ocobeHHo gecaTon Bepcun. o ymonyaHmio agMMHUCTPATOP HE MOXET N3MEHUTb 3HAYEHNS
KNKYen BO MHOMMX BETKaX peecTpa unv yaanutb dannbl no cBoemy ycmotpeHuto. OH Bpoae
KaK XO3§IMH, HO HE COBCEM.
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TunudHas cxema ynpasneHus npusunernammn goctyna Windows yauenseT nMHykconaa Tem,
4TO cucTemMa umeeT Bornee BbICOKME NMOMTHOMOYMS, YeM NIOON akkayHT B rpynne agMuHos. B
aedonTHbIX HacTporkax SYSTEM moxeT Bce, a Administrators — TonbKo 403BOSIEHHOE.
NcnpaBuTb 37O HegopasyMeHne MOXXHO PasHbIMU «XaKepCcknummny cnocobamu, HO

BGONbLINHCTBO U3 HMUX OCTaBNAIOT BpeLlb B CUCTEME M CHKAKOT 6e30MacHOCTbL BMECTO TOro,
4yT106bI €€ noBbiwaThb. MoaTomy paccMoTpum Gonee akkypaTHble MeToabl. HesaBucmumo ot
obbekTa (KnYa peecTpa, panna, katanora) cHayana npuaeTca ctaTb ero Bnagenbuem un
nuWb 3aTeM Ha3Ha4yaTb cebe npasa gocTyna.

Metoag 1 — 4depes regedit

Yno6CcTBO 3TOro MeToaa B TOM, YTO B HEM He TpebyeTcs AONONMHUTENBHO YCTaHaBNMBaTb
Kakon-nnbo codt. HeynobctBo — B HEO6XOAMMOCTU 3afaBaTb paspeLLEeHNs AN KaXaoro
KOHKPETHOrO Knto4a Yepes rpadpnyeckyto 060noyky. XoTa KOMy-TO 3T0, HA0OOOPOT, NOKaXKETCH
YOOOHbIM.

Kopanria

i
®aiin Mpaska Bug Mabpawroe Cnpaska
Komnsrotep\HKEY_LOCAL_MACHINE\SYSTEM\ResourceP olicyStore\ResourceSets\Policies\ExternalResources\Cortana

| Input || Vmn Tun 3Hauenne
Keyhoard Layout

a5 (Mo ymonuanuo] REG_SZ (sHaueHme HE NpUCsoeHo)
2| AppSenvice REG_DWORD Dx00000001 (1
1| CoreAudioln REG_DWORD D+00000001 (1

}

)

We| CorefudioOut REG_DWORD 000000001 (1)

BesonacHocTs )
)

}

- | Maps
Mounte
- | Resour¢

v Resour¢
il R 2| DeviceAscociationDiscovery REG_DWORD 000000001 (1

| Tpynnst ani nonesosaTen: W InterruptiveAudio REG_DWORD 000000001 (1
2 CO3MNATENL-BNADOENELL ~| !n:\M\cmphnne REG_DWORD 000000001 (1
i S CUCTEMA ﬁﬁpeechRamqnitmn REG_DWORD 0x0DD00001 (1

JononnuTenenele napamerps: Gesonacioctn gns "Cortana’ O X

v

Bnagenew; CUCTEMA Usuerure
Paspewerins Jeiicrayrowue npaga goctyna

Mapanetp *[leficTeyroLume Npasa ADCTYMa" PaspeLLAET BaM MPOCMATPHETE ASACTEYIOLLME NPaBa AOCTYNE A1A YUETHON SamAck

NONIb30BATENA, PYAMs! AW YCTPOCTEa. ECAH yHETHaR 33MHCh ABMAETCA YNEHOM AOMERA, Sbl TAKKE MOYKETE OLEHHTE BAVAHHE

BOSMOKHBIX A0BEENEHIi} INEMEHTOS & TOKEH BESONACHOCTI 4717 yHETHOH samuck. Tpu ouerKe ENUAHIS 4o6a8neHMA rpynns), niabas

[PYNNa, B KCTOPYIO BXQAWT FPYMNA MPEAHAIHEMEHHAA ANA 40BABACHUR, AOMKHE A0BIBNATECH OTAENBHC,

Monksosarens unn rpynna:  BeiSpats nonesosatena

MpoctoTpeTs fEfACTEYILLIAE paspELLSHIR

MeHnsiem Brniagensua anga KoptaHbl

[MpocTo 3anyckaem oT agMmuHa regedit, Bblaensem xenaembl KNy U B KOHTEKCTHOM MEHIO
(BbI3bIBAETCS NMpaBbiM KIMKOM MbIlLK) nepexoamMm B napameTp «PaspelueHna» (Permissions),
rae MeHsieM BnagenbLua u 3aTemM nponucbiBaem nobble paspeLleHms.


https://justpaste.it/redirect/1f3dm/https%3A%2F%2Fxakep.ru%2F2016%2F09%2F29%2Fbypassing-office-pc-restrictions%2F
https://jpcdn.it/img/bf0dc7e2e2b43c146121b6fed1fddc47.jpg
https://jpcdn.it/img/bf0dc7e2e2b43c146121b6fed1fddc47.jpg

Kopsura

[ Peaaxrop peectpa
©aiin  Mpaeka Bug WsBpawroe Cnpaska
Komnerorep\HKEY_LOCAL_MACHINE\SYSTEM\ResourceP olicyStore\ResourceSets\ Policies\ExternalResources\ Cortana

Input Al vma Tan Inauerme
- Keyboard Layout
Maps

a8 (Mo ymonyannme) REG_SZ (SHaYEHME HE NPUCEOEHD)
e REG_DWORD 000000001 (1
REG_DWORD 000000001 (1
REG_DWORD (x0DDC0001T (1
viceAssociationDiscovery REG_DWORD 000000001 (1
Bl poficias | nterruptiveAudio REG_DWORD 000000001 (1
CPU Microphone REG_DWORD 000000001 (1
w . | ExternalResources echRecognition REG_DWORD 000000001 (1
ApplicationService %4 SpeechSynthesis REG_DWORD 0x00000001 (1
- | ApplicationServiceNetworkSponsor
BackgroundAudioPlayer
-, Cortana
EmCrea PassephyTs
-, Extende

.| MountedDevices
ResourceManager
~ - | ResourcePolicyStore
v | ResourceSets

)
)
)
)
)
)
)
)

Cozgate
FileProv

- Foregro

None Yaanute
- Paused

Haiimu...

; Mepevenosats
Pausing

- PPLE 3KCNopTUpOEaTL
-, Resourc

Standar
. UiExtenc KonupoeaTe uma pazaena

Paspeilena...

UiQverlay

- | VoipBackground
VoipCall

- VoipLegacy
WebAuthSignin

Lo 1308
A B ) NG oy L

3apaem paspelleHus Ansa nsMeHeHus HacTpoek KopTaHsi

MeTtopg 2 — 4epes wratHyto ytunuty SublnACL

Ckaumsaem ytunuty SubInACL c¢ canta Microsoft. B cnucke nogaepxusaembix OC HeT
Windows 10, Ho nycTb Teba 310 He cmyLlaet. lNpoBepsinu, paboTaeT. [1pOCTO MOMHU, YTO
nporpaMmmy Hafo 3anycTUTb U3 KOHCOMKN OT UMEHU agMUHUCTpaTopa. [ns atoro yaobHee
CHayana cKkonupoBaTb

SubInACL.exe

B cucteMHbIn katanor Windows (

%Windir%\System32\

), 4TOObI He BOGMBaTb kaxablil pa3 nyTb 40 UCMOMHsSieMoro dhanna.
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® Ceoiictea: subinacl

MogpoGHo Mpensimywme sepcim
Obuwe CoBMeCTMMOCTS BesonacrocTe

=1
I. | Isub\nac\

Tin daina; Mpunoxerme {exe)

Onucarie: SublnAc

283 KB (250 304 BaiiT)

Ha micke: 284 KB (290 816 Bartr)

Cosgan: 11 wiona 2004r., 16:33:28
Wameren 11 wioHa 20041, 16:33:28

Omkpra: 21 pewatps 20171, 17:15:13

AmpuByter: [] Toneko uterme  [] Crpermit DOpyrve

A~ F1 ) ENG
Konupyem SubInACL B cuctemHbIn katanor
[anee ansa

SubInACL

HY>KHO yKa3aTb UMs moanduumpyemoro obbekta, ero Tun u xenaemoe genicrene. O6bekT
MOXeT ObITb 0gHOro 13 cneaytowmx Tunos: dann (file), katanor (folder), onpegeneHHbIN Krou
peecTtpa (keyreg) nnm sanncb peectpa co BCEMU ee JOYEepPHUMM Kntovamm (subkeyreq).

Kak o6bl4HO: npexae YemM Ha3HavaTb npaBa 06bEKTY, HY)KHO CTaTb ero Bnagensuem. [1sa
AeNCTBUS Nnerko obbeamMHUTL B OQHY KOMaHAay, nepevncnus nx Yepes npoben. Hanpumep,
crnegywouwaa koMaHga cHadvana caenaet rpynny «AQMUHUCTpaTOpPbI» BNagenbuem Kroya
AutoLogger (oH oTBeYaeT 3a TPacCCUPOBKY COBLITUI, MPOMCXOAALLMX HA HaYanbHbIX 3Tanax
3arpy3ku OC), a 3aTeM NpegocTaBUT agMMHaM MOSHbIN OCTYN K HEMY.

SUBINACL /keyreg "HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\WMI\AutoLog
ger'" /setowner=XTester /grant=XTester=f

BmecTo

XTester

noacTaBb Be3de UMS CBOEN yquH0|7| 3aruncu.
|/|CI'IOJ'Ib3y$| ob6bekTbl TMNa

subkeyreg
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, NNErko NonHoCTbLIO pa3dnoknpoBaTh peecTp. [POCcCTo Nepedncnv ero KOpHeBbIE BETKM MO
obpasuy Huxe:

subinacl /subkeyreg HKEY_LOCAL_MACHINE /grant=XTester=f subinacl /subkeyreg H
KEY_CURRENT_USER /grant=XTester=f

W Ttak nanee.

Kopauria

7:21

Lo
ARG o B

[Mpumep ncnonb3oBaHmsa SublnACL
AHanorn4yHo B 04Hy KOMaHgy CTaHOBUMCS Bnagenbuamu Bcex hannos 1 Katanoros Ha
YyKa3aHHOM AMCKe.

subinacl /subdirectories %SystemDrive% /grant=XTester=f

MeToa 3 — 4epes CTOpoHHI becnnaTtHyto yTunnty SetACL

B uenom meTtog aHanorn4yeH Ncnonb3oBaHuIo WTaTHoW yTunuTel SubInACL. OTnuuna —

MUHUMarllbHbIE.

CHavyana ckaunBaem upuBapHY COTUHY.
PacnakoBbiBaem apxvB 1 Konupyem 13 Hero goamn

SetACL.exe

B KaTtanor
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%Windir%\System32

(vnn 64). lNMoToMm 3anyckaem KOHCOMb OT aaMUHa 1 BbidbiBaeM SetACL. [MonHbIA CUHTaKCKC
MCMNONb30BaHWs 3TOW YTUMNUTBI ONUCaH B pykoBoacTBe. KpaTkas cnpaBka Bbi3biBaeTCs Npu
3anycke C Kro4yom

help

Jlorvka ytmnutbl Ta xe, 4to 1 y SubInACL: Hy>XHO yka3aTb UMs 0OObeKTa, ero Tun u 4encTeme.
Tonbko B crniyvae SetACL aT10 nyywe genartb oTaenbHbiMW KOMaHgamu. Hanpumep, komaHaa
HWXe caenaeT ykasaHHoro nornb3oBatens (XTester) Bnagenbuem Krova aBTonorrepa.

SetACL.exe -on "HKEY_LOCAL_MACHINE\SYSTEM\ControlSet0@@i\Control\WMI\AutoLogge
r' -ot reg -actn setowner -ownr "n:XTester"

Cﬂeﬂ,leLLl,aﬂ Xe KOMaHAa npenoctaBuT yKa3aHHOl7I YYEeTKE NOSTHbIN OOCTyNn K 3TOMY KIto4vy
peecTpa, TO eCTb NO3BOJIUT NSMEHATL €T0.

SetACL.exe -on "HKEY_LOCAL_MACHINE\SYSTEM\ControlSet@@1\Control\WMI\AutoLogge
r'' -ot reg -actn ace -ace "n:XTester;p:full"

Kopsuta

BE Aamunnctpatop: KomaHgHan cTpoka

17:26

NI ENG oy R

Ncnonb3yem SetACL ansa 3agaHus npae goctyna
Mocne Toro Kak Tbl NOMy4YnsT BO3MOXHOCTb MEHSATb N0ObIE KMo4YM peecTpa, camoe BpeMS
NPUCTYNUTb K €ro Moanukaunu.
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OTtkrnovaem KopTaHy

KopTaHa cunbHO nHTerpmpoBaHa B cucteMy. OHa cBsizaHa co cnyxbou novcka, nonntukamm
NpMBaTHOCTU U Tak Aaanee. [oaTomy 3anncen 0 Hel B peecTpe MHOro, U C KaxabiM 6ungom
Windows 10 nx ctaHoBuTCA BCce bonbLue.

[Mocne «pa3bnokMpoBKU» peecTpa Nbon KoY nerko MeHsTb Yepes regedit. Korga nx MHoro,

y,uo6Hee co3gaTb BaTHUK U MOMEHSATb UX BCE CKOMOM U3 KOHCOIN.

reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\Windows Search" /v "AllowCo
rtana" /t REG_DWORD /d 0 /f reg add "HKLM\SOFTWARE\Microsoft\PolicyManager\de
fault\Experience\AllowCortana" /v "value" /t REG_DWORD /d O /f reg add "HKLM
\SOFTWARE\Microsoft\Windows\CurrentVersion\Search" /v "CortanaEnabled" /t REG
_DWORD /d 0 /f reg add "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Searc
h" /v "CortanaEnabled" /t REG_DWORD /d 0@ /f reg add "HKCU\SOFTWARE\Microsoft
\Windows\CurrentVersion\Search" /v "CanCortanaBeEnabled" /t REG_DWORD /d © /f

OTkrtovyaem cbop faHHbIX

Moa Bnaom cbopa «amarHocTmyeckmx» gaHHbix Windows 10 nepegaet B Microsoft rurabantbi
AaHHbIX, CPEAN KOTOPbIX MOMYT OKa3aTbCs U KOHMaeHumanbHble. o CyTn aTo YTO-TO Bpoae

BCTPOEHHOrO Kewnsorrepa.
UToObl M30aBUTLCSA OT ATOW NAKOCTW, CHavyana octaHaBnmMBaeM (POHOBbIE CIYXObl. TO MOXHO

caenartb 4epes3 OCHaCTKy

services.msc

nnn nNpAamMo N3 KOHCOInu.

net stop DiagTrack



Kopsura

BH Aaumnncrparop: Komamgras crpoka

is\system32»>net stop DiagTrack
y "OYHKUMOHANEHEE BO3MOXHOCTM ANA MOAK/KW4EHHBIX NONb30BaTened W TeneMeTpus” OCTAHABNMESETCA..
Cnyx6a "OYHKUMOHANLHLIE BOIMOXHOCTH ONA NOAKMWYEHHLX NONL30BaTened M TENeMeTpHA”™ YCMEWHO OCTaHOBNEHA

C:\Windows\system32>_

13:51

AT NG oy B

OcTtaHaBnueaem crnyxoy Tenemerpum

sc config DiagTrack start=disabled

Kopauria

B Aamunuctpatop: KomaraHas cTpoka

C:\Windows\system32>sc config DiagTrack start-disabled
[5C] ChangeServiceConfig: ycnex

C:\Windows\system32>

1252
AT NG oy B

OTkntovaem aBTOCTapT CJ'Iy)K6bI TenemeTpumn

net stop dmwappushservice sc config dmwappushservice start=disabled
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Daiin Mpaska Bug Mspanroe Crpaska

Kemnerotep\HKEY_LOCAL_MACHINEYSYSTEM\CurrentContrelSet\Services\diagnosticshub.standardcollector.service

. | DiagTrack
Disk

-\ DméEnrellmentSvc
dmvsc

.| dmwappushservice
Dnscache

- | DoSvc
dot3sve

- | DPS
drmkaud

« | DsmSvc
DsSve

- | DusmSve
DXGKrnl

- | E1GE0
Eaphost

- | EFS
EhStorClass

- EhStorTegDrv
embeddedmode

- EntAppSvc

- | EmDev
ESENT

. Eventlog
EventSystem

- | exfat
fastfat

- | Fax
fdc

diagnaosticshub.standardcollector.service

A Hias

| 2b) (Mo ymonuaHuk)
| 25| Description
| .*,5 DisplayName
| &% ErrorControl
| *E\magePath
| 28] ObjectName
w b RequiredPrivileges
4] ServiceSidType
| )start
| 24 Type

Tun

REG_SZ
REG_SZ
REG_SZ
REG_DWORD
REG_EXPAMD_SZ
REG_SZ
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD

3navenne

(3HAYEHME HE NPUCEOEHD)

@%5ystemRoot %\ system32\DiagSvesi\DiagnosticsHub. StandardCollector. ServiceRes.dll, - 1001
@%5ystemRoot 3\ system32\DiagSves\DiagnosticsHub StandardCollector. ServiceRes.dll, - 1000

000000001 (1}
%SystemRoote\system32\DiagSves\DiagnosticsHub. Standard Collector. Service.exe
LocalSystem

SelmpersonatePrivilege SeSystemProfilePrivilege SeDebugPrivilege

000000001 (1)

0::00000004 (4)

0:00000010 (16)

B8 Aamuructpa

Komargnas crpoka

N3meHsiem ntobble KIoun peectpa Yepes KoOHconb unu regedit

[anee no aHanornm octaHaBnNMBaeMm CJ'Iy>K6bI M 3anpeuwlaemM nx aBTo3anyck:

e diagnosticshub.standardcollector.service;

DcpSvc;
WerSvc;
PcaSvc;
DoSvc;

WMPNetworkSvc.

Cnmncok cnyx6 Bcerga nogdbupaerca MHAnBMAyanbHO, HO B NEPBYHO ovepenb Mbl

nocnenoBaTteribHO OTKITHOHaeEM:

e DiagTrack (cnyx6a oTnpaBku «gnarHOCTUYECKNX» OaHHbIX);

e Diagnostics Hub Standard Collector (cnyx6a cbopLimnka ueHTpa «anarHOCTUKN»

Microsoft);

* dmwappushservice (cnyxbta mapLupytnsauyum push-coobuieHmnn WAP).

Tenepb nopa NpaBuUTb peecTp.

oo 1335
A 10 PYC 214220

reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\DataCollection" /v AllowTel
emetry /t REG_DWORD /d 0 /f reg add "HKLM\SYSTEM\CurrentControlSet\Services\d
jagnosticshub.standardcollector.service" /v "Start" /t REG_DWORD /d 4 /f reg
add "HKCU\SOFTWARE\Microsoft\Personalization\Settings" /v "AcceptedPrivacyPol
icy" /t REG_DWORD /d 0 /f reg add "HKLM\SYSTEM\ControlSet@@i\Control\WMI\Auto
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Logger\AutoLogger-Diagtrack-Listener" /v "Start" /t REG_DWORD /d 0 /f reg add
"HKLM\SYSTEM\CurrentControlSet\Control\WMI\AutoLogger\AutoLogger-Diagtrack-Li
stener" /v "Start" /t REG_DWORD /d 0 /f reg add "HKLM\SYSTEM\CurrentControlSe
t\Control\WMI\AutoLogger\SQMLogger" /v "Start" /t REG_DWORD /d 0 /f reg add
"HKLM\SOFTWARE\Policies\Microsoft\Windows\AppCompat" /v "AITEnable" /t REG_DW
ORD /d 0 /f reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\AppCompat" /v
"DisableUAR" /t REG_DWORD /d 1 /f reg add "HKCU\SOFTWARE\Microsoft\InputPerso
nalization" /v "RestrictImplicitInkCollection" /t REG_DWORD /d 1 /f reg add
"HKCU\SOFTWARE\Microsoft\InputPersonalization" /v "RestrictImplicitTextCollec
tion" /t REG_DWORD /d 1 /f reg add "HKCU\SOFTWARE\Microsoft\InputPersonalizat
ion\TrainedDataStore" /v "HarvestContacts" /t REG_DWORD /d 0 /f reg add "HKLM
\SOFTWARE\Policies\Microsoft\Windows\TabletPC" /v "PreventHandwritingDataShar
ing" /t REG_DWORD /d 1 /f reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\H
andwritingErrorReports" /v "PreventHandwritingErrorReports" /t REG_DWORD /d 1
reg add "HKLM\SOFTWARE\Policies\Microsoft\SQMClient\Windows" /v "CEIPEnable"
/t REG_DWORD /d 0 /f reg add "HKLM\SOFTWARE\Policies\Microsoft\SQMClient" /v
"CorporateSQMURL" /t REG_SZ /d "0.0.0.0" /f reg add "HKCU\SOFTWARE\Policies\M
icrosoft\Office\16.0\osm" /v "Enablelogging" /t REG_DWORD /d 0 /f reg add "HK
CU\SOFTWARE\Policies\Microsoft\Office\16.0\osm" /v "EnableUpload" /t REG_DWOR
D /d 0 /f reg add "HKCU\SOFTWARE\Microsoft\MediaPlayer\Preferences" /v "Usage
Tracking" /t REG_DWORD /d © /f reg add "HKCU\SOFTWARE\Microsoft\Siuf\Rules" /
v "NumberOfSIUFInPeriod" /t REG_DWORD /d 0 /f reg add "HKCU\SOFTWARE\Microsof
t\Siuf\Rules" /v "PeriodInNanoSeconds" /t REG_DWORD /d 0 /f reg add "HKLM\SOF
TWARE\Policies\Microsoft\Windows\DataCollection" /v "DoNotShowFeedbackNotific
ations" /t REG_DWORD /d 1 /f reg add "HKCU\SOFTWARE\Policies\Microsoft\Assist
ance\Client\1.0" /v "NoExplicitFeedback" /t REG_DWORD /d 1 /f reg add "HKLM\S
OFTWARE\Microsoft\Input\TIPC" /v "Enabled" /t REG_DWORD /d @ /f reg add "HKCU
\SOFTWARE\Microsoft\Input\TIPC" /v "Enabled" /t REG_DWORD /d 0 /f

[MpocTo coxpaHu Bce B BUAe ckpunta (.bat unm .cmd) n 3akoMMeHTUPyn Te CTPOKU, KOTOpbIE
cyuTaellb NULWHNMUN Ha KOHKPETHOM KOMMbIOTEPE.

WWW

Ecnn xovewwb y3HaTb 6onbLue o WnmMoHcknx 3amatukax Windows 10, npoytn aTn ctaTtbu:

e TanHas xu3Hb Windows 10. O yem Windows 10 ctyumut B Microsoft n kak 3actaBuTb ee

NpPeKpaTnTb
e 0630p Windows 10 Anniversary Update: cHOBa oTy4aem «OeCATKY» cneauTb U

LUNNOHNTb
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OTkntovaem HebesonacHbIE CepPBUCHI

JTrobon cepBuC TeopeTndeckn HebesonaceH, HO eCTb N3BECTHLIN NepedeHb Crnyx6, KoTopble
octasnsoT B Windows 10 sustowme abipbl. OCTaHOBUTL U OTKNIOYUTD UX aBTO3arpy3ky MOXHO

Takxke yepes

net stop
n
sc config

. £ NpoCTO Nepeymncnto nx 3aechb, YTobbl HEe NeperpyxaTb CTaTbio KOMaHgaMK C
NMOBTOPSIOLLMMCS CUHTAKCUCOM:

e RemoteRegistry;
e TermService;

e TrkWKs;

e DPS.

Ecnu Tl ncnonesyewb Windows 10 Ha koMnbloTepe, TO fyyLle OTKIYUTL U BGecnonesHbIn
cbop MHpopmMaunmn ¢ 4aT4MKoB MOBUNbHbBIX YCTPOWNCTB:

e SensorDataService;
e SensorService;
e SensrSvc.

Ecnun He nonb3yewbesa Xbox, TO CTOUT OTKITOUMUTL U CBA3aHHbIE C XbOX CEepBUCHI:

e XblAuthManager;
e XblGameSave;
e XboxNetApiSvc.

OnumoHanbHo yepel peecTp OTKI4YaemM ygarieHHOro rnomoLHuKa:

reg add "HKLM\SYSTEM\CurrentControlSet\Control\Remote Assistance" /v "fAllowT
oGetHelp" /t REG_DWORD /d 0 /f reg add "HKLM\SYSTEM\CurrentControlSet\Control
\Remote Assistance" /v "fAllowFullControl" /t REG_DWORD /d 0 /f

an/l HeobXoaMMOCTN OTKITHoHaeM adMUHUCTPaTUBHbIE LLapbl.

reg add "HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" /v
"AutoSharewks" /t REG_DWORD /d 0 /f



3aaeM aBTOMATMYECKYO OYUCTKY pansia nogkavku

Bo nsbexaHve yTeuku naponemn n npoumx KoHUAEHUManbHbIX 4aHHbIX fy4lle perynsapHo
oumiatb hann Noakavku Npu nepesarpyske 1 BbIKIHOYEHWN.

reg add "HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Managem
ent" /v " ClearPageFileAtShutdown " /t REG_DWORD /d 1 /f

OTkntoYaem aBTO3arnyck CO CMEHHbIX HOCUTENEWN

reg add "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer" /v
"NoDriveTypeAutoRun" /t REG_DWORD /d 255 /f reg add "HKLM\SOFTWARE\Microsoft
\Windows\CurrentVersion\Policies\Explorer" /v "NoAutorun" /t REG_DWORD /d 1 /
f

CTtnpaem nuctoputo

OTKMo4YaeM coxpaHeHue CNmMcKoB NOCNeaHMX OTKPbITbIX dalifoB:

reg add "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer" /v "ShowRec
ent" /t REG_DWORD /d 0 /f reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\F
ileHistory" /v "Disabled" /t REG_DWORD /d 1 /f

OTknrovaem BegeHME NCTOPUM MOUCKOBLIX 3aNpOCOB:
reg add "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Search" /v "DeviceHis
toryEnabled" /t REG_DWORD /d 0 /f

OTkniovaem NUCTOPUIKO An-d I'IpI/IJ'IO)KeHI/II7II

reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\AppPrivacy" /v "LetAppsAcce
ssCallHistory" /t REG_DWORD

Yoansiem npeaycTaHOBIEHHbIE MPUMNOXKEHUS

YnaneHue BCcTpoeHHbIX kKoMnoHeHToB B Windows 10 He Bcerga nponcxoguTt o4eBUOHbIM
obpasom, Ho ntobas 3agaya pellaetcsa Yepes koHconb. CHavyana Mbl npubrBaem npouecc
HEHY)XHOro HaMm NPUIoXeHus, a 3atem gevHcTtannmpyem ero. Ha npumepe OneDrive aT0
BbIMMAAUT TakK:



taskkill /f /im OneDrive.exe start %SystemRoot%\System32\0OneDriveSetup.exe /u
ninstall

Kopsura

Ynansem OneDrive

HaCTpaI/IBaeM aBTOMaTn4yecKkoe co3gaHme To4eK BOCCTaHOBITIEHUA

Toukn BOoCcCTaHOBIEHUS yaoOHO co3gaBaTb aBTOMaTUYECKM NMPU MOMOLLN YTUITUTLI KOMaHOHON
ctpokn WMI (Windows Management Instrumentation).

[MpocTO HAacTpOr BOCCTAHOBMNEHWE CUCTEMbI OAMNH pa3, a 3aTeM cosan 6aTHUK, B KOTOPOM
ByneT crnegyowasa cTpoka:

Wmic.exe /Namespace:\\root\default Path SystemRestore Call CreateRestorePoint
"%DATE%", 100, 1

[MoBecb ero B NNaHMpOBLUUK 3a4aHniA, U OH ByaeT 3anycKkaTbCs No yKa3zaHHOMY pacnvcaHuio 1
aBTOMAaTMYECKN CO34aBaTb HOBbIE TOYKM BOCCTAHOBMNEHMNS COrMIACHO HACTPOWMKaM, 3a4aHHbIM
To60oM Ha nepBOM 3Tane.

Pexxnum 6ora (aenaem ObICTPbIN BbI3OB J0ObLIX HACTPOEK)
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HacTponku mHornx napametpoB Windows 10 ynpsitaHbl Tak rny6oko, 4To nasutb no
rpadpuyecknmM MeHo MOXHO nongHs. flopasno yaobHee Bbi3biBaTb UX BCE OAHUM KITMKOM Yepes
€OMHCTBEHHbIV ApnblK. Takor NpMem nonyyunn HasBaHue «Pexmnm dora» 1 BbINOMHAETCA
3rNeMeHTapHO: AOCTaTOMHO U3-Mo4 aAMMUHA co3aaTth Ha paboyem CTorne HOBYIO Nanky ¢
NMEHEM

Hannun3gecbUTtoYrogHo. {ED7BA470-8E54-465E-825C-99712043E01C}

310 BCE!

E‘ ChAUsers\XTester\Desktop'XTester-is-Godlike

Kopauria 4 5
Vet = W

Wan Mpunosxenie
3 BeicTpsiii gocTyn
[ PaBouwii cron
L5 p— ; B ABTOMBTHHECKDE BOCTIPOMIBEEAEHME KOMMNAKT-AMCKOB HAM ADYTUX HOCUTENER AsTosanyck

»  ABTo3anyck (3)

= (5 Binrouenne nan oTIIHOHEHME 2ETE3aNYCKa AR PAsNHHEIX HOCUTENEH H YCTROICTE AsTosanyck
= OokymenTel kol
= (5 HacTpoitka NepamMeTpoE N yronuaHMte 418 HocHTENEI WK yCTpeIicTS AgTozanyck
] Msobpaxkerun

~ AgmuHncTpuposandue (11)
B Buaec k
= JedparmenTaums n ONTUMIZaLAA BALLIWX JUCKOE AgruHncTpUpoEaHne
B Myzeika 1 SEeP ;
225 MuaruocTuka npofinem onepaTHEHoii NamATH KomRsOTERa AgMUHACTpUpOESHIE
4@ OneDrive I Wsmenenne rpynnosoii nonuTiku AQMMHRCTERPOBaHNE

[ r— ' Hactpoiika iSCSl-uHuymnatopa b pUpOBaHNE

[ Bweo

[ Borymers:

r; Hactpoiika wctounnkos gaHHex ODBC A NCTPUPOBaHME
755 OcaoBokaEHINE MECT Ha ANCKE 33 CHET YAANEHIA HEHYKHBIX daiinoe AgmmHncTprposaite
755 MpecwioTp syprance cobermnii AMMHMETPHPOEaHIE
4 Zarpyzn 255 MpocmoTp nokaneHes CryxE An priposaHie
=] Msobpaxeria 25 Pacnucanme ssinonHeHua sagay A pupoEaHie
D Mysoia 55 Cosaanme u hOPMATUPOESHIE PASAENOR KECTKOTD AMCKS A AMUHWCTRMpOEaHNE

Patiouni cran i Ynpaenenue cepTduKaTaMn KeMNBOTERDE AQMHHICTPUPOEEHHE
2 Nokanenwii gnek (¢ Bpanamaysp Windows (2)

§A CD-guckosog (D9 V ﬂ' Mposepka cocToaHnA Bpanamayspa Bpargmaysp Windows

s WAD-AVtest (\wbox B Pazpewchue e3anmogeiicTeosun ¢ nprnoxenmen wepes Gpangmayap Windows Epangmayzp Windows

b Cens ~ [aTa v spemA (4)
) ABTOMBTHHECKIIT NEpEX0A Ha NETHEE BPEmA 1 06paTHD [Jata v epema
' Vamenenne wacosoro noaca [Jata n epents
75 Yeranoska gatei u Epemenn [lata w epenn

¥ Uackl Ana pasnuuHbIX H3COBLIX NOACOE [laTa v BpemnA

3nementos: 218

S 1631
AT NG oy B

[obasnsaem «pexum Gora»

[Mocne HaxaTtns Ha Enter 3Ha4oK nankv N3aMeHUTCs Ha CUCTEMHBIN N ero Ms ckpoeTcs. [pu
KINMKe Ha Hero 3arpy3nTcs CNMCOK 13 Bbonee Yyem ABYXCOT HACTPOEK B andaBUTHOM Nnopsigke.
Kpacorta!

OTknoyaem aBTOOOHOBNEHUA

N36aBnTb Windows OT NpuBbIYKM 3arpy>KaTb U CTaBUTb OOHOBNEHWS, KOraa B3gyMaeTcs
cucteme, a He Tebe, TOXXe MOXHO Yepes peecTp.

reg add "HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate
\AU" /v " AUOptions" /t REG_DWORD /d 2 /f

[Mocne aToro octaeTcst BO3MOXXHOCTb nony4artb angenTol BPY4HY1O.
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reg add "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Deliver
yOptimization\Config" /v "DODownloadMode" /t REG_DWORD /d 0 /f

Kopsura

X Lo 1640
ST C o B

ABTOOOHOBNEHME OTKMHYEHO

Y6upaem n3 nnaHMpoBLIMKa 3annaHnpoBaHHbIE 3a4a4m
TenemeTpum

OHu cocToaTt u3 cekumn «KnmeHtckmmn onbiT», « ObnayHbin onbITy, « CTatncTuka
npunoxeHnny, «dannosasa ctatuctukar», «uarHoctnka guckay, «JuarHoctuka
9HeproadPekTUBHOCTMY», « MOHUTOP cemenHon BesonacHocTuy, «CHop cBeaeHuin 0 ceTu» U
MHOXeCTBa Opyrux.

Bce oHu OOCTYMHbl Yepe3 KOHCOJIbHYO KOMaHAay

schtasks

, KOTOPYIO CrepBa HY)XXHO 3amnyCTUTb C KITHYOM

end

OISl OCTaHOBKM 3agayun. 3aTtem NOBTOPHO 3alyCKaeM yxKe C KITIoHOM

change

, YKa3aB nocre
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tn

(task name) cooTBeTCTBYlOLLEE Ha3BaHME.
K npumepy, komaHaa

schtasks /end /tn "\Microsoft\Windows\FileHistory\File History (maintenance m
ode)"

3aBepwmnT 3agady «COop CTaTUCTUKM UCMONb30BaHNA hannosy, a cnegyoLllas KomaHaga
OTKIIOYUT ee:

schtasks /change /tn "\Microsoft\Windows\FileHistory\File History (maintenanc
e mode)" /disable

BoT cnncok octaneHbIX 3agady TenemMeTpun:

* Microsoft\Windows\ApplID\SmartScreenSpecific

* Microsoft\Windows\Application Experience\AitAgent

» Microsoft\Windows\Application Experience\Microsoft Compatibility Appraiser

¢ Microsoft\Windows\Application Experience\ProgramDataUpdater

¢ Microsoft\Windows\Application Experience\StartupAppTask

* Microsoft\Windows\Autochk\Proxy

* Microsoft\Windows\CloudExperienceHost\CreateObjectTask

* Microsoft\Windows\Customer Experience Improvement Program\Consolidator
* Microsoft\Windows\Customer Experience Improvement Program\BthSQM

» Microsoft\Windows\Customer Experience Improvement Program\KernelCeipTask
* Microsoft\Windows\Customer Experience Improvement Program\UsbCeip

¢ Microsoft\Windows\Customer Experience Improvement Program\Uploader

* Microsoft\Windows\DiskDiagnostic\Microsoft-Windows-DiskDiagnosticDataCollector
e Microsoft\Windows\DiskDiagnostic\Microsoft-Windows-DiskDiagnosticResolver
* Microsoft\Windows\DiskFootprint\Diagnostics

* Microsoft\Windows\FileHistory\File History (maintenance mode)

* Microsoft\Windows\Maintenance\WinSAT

* Microsoft\Windows\NetTrace\GatherNetworkinfo

e Microsoft\Windows\PI\Sgm-Tasks

¢ Microsoft\Windows\Power Efficiency Diagnostics\AnalyzeSystem

¢ Microsoft\Windows\Shell\FamilySafetyMonitor

* Microsoft\Windows\Shell\FamilySafetyRefresh

¢ Microsoft\Windows\Shell\FamilySafetyUpload

* Microsoft\Windows\Windows Error Reporting\QueueReporting



3aknyeHue

B nHTepHeTe Tbl HaNAEeLWb Maccy NporpaMm, aBTopbl KOTOPbIX 06eLLatoT «ynyywnTb padboTy
Windows». O6bIYHO OHM OENCTBYHOT MO MPUHLMNY YEPHOIO SLLMKA, BbINOMHAS HEBEAOMbIE
aencTeums. Bee nx pyHKUMM MOXHO 3aMeHNTb Habopom GaTHMKOB, CO3a4aHNE KOTOPbIX
onucaHo B 3TON CTaTbe.

Mpn cosgaHmm cobcTBEHHOrO HAabopa CKPUNTOB NPUAETCA HEMHOIO NOMYYaTbCs, HO TOMBbKO
oavH pas. [danblue Bce 6yaeT BbIMOMHATLCS MO pacnucaHuio (Yepes NNaHMpOoBLUKK) UK NO
3anpocy B OOWUH KIUK.

[MmaBHOe — Tbl Bcerga byaellb 3HaTb HAaBEpPHSIKa, YTO UMEHHO U3MEHSIETCH B peecTpe U
paboTe cuctemMHbIX cny6. 3aogHo, paboTasi B KOHCONM, Tbl yriybullb CBOM 3HAHUSA O
Windows 10 1 cmMoXeLub BbIMOMHATL aHanorMyHble 3agadn rofibiMm pykamu rge yrogHo.
UunTanTe ewé Sonblue nnaTtHbiX ctaten 6ecnnartHo: https://t. me/nopaywall
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